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1 About this guide

This document will show you step- by-step how to configure your Wireless system to the

University of Louisville’s wireless authentication system.

Chapter 1, “About this Guide.”

Chapter 2, “Introduction” gives an overview of the purpose and scope of the University of

Louisville’s wireless authentication system

Chapter 3, “Configuring the Wireless Connection”, gives step-by-step instructions for configuring your
wireless encryption as well as configuring your wireless connection for on-campus use

Chapter 4, “Frequently Asked Questions” provides answers to common questions about the

configuring your software

1.1 Who Should Use It

This guide is intended for users connecting to the University of Louisville’s on-campus wireless

network using a Mac running Mac OS X 10.4.11 (Tiger) operating system.

1.2 Typographical Conventions

This document uses the following typographical conventions:
Command and option names appear in bold type in definitions and examples. The

names of directories, files, machines, partitions, and volumes also appear in bold.

Variable information appears in italic type. This includes user-supplied information on
command lines.
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2 Introduction

2.1 Purpose

The purpose of this document is to provide step-by-step instructions for the configuration of UofL
_Wireless 2.1:

o UofL_Wireless 2.1 is wireless registration system available to faculty, staff, and students
for on-campus connection. It is a secure network that encrypts traffic on the network to
prevent intrusions and interception of traffic

o All users of the UofL_Wireless 2.1 connection must have their local machines set to
WPAZ2/AES encryption in order to forge a connection to the wireless infrastructure on-
campus

e The intended audience of UofL Wireless 2.1 are faculty, staff, or students who use a

wireless connection to link to the Internet

2.2 Scope

This guide is intended for users connecting to the University of Louisville’s on-campus wireless

network using a Mac running Mac OS X 10.4.11 (Tiger) operating system.
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3 Configuring the Wireless Connection

3.1 Configuring your Wireless Encryption

1.  Click on the Apple icon.
Finder File E

2.  Select System Preferences.
(3 Finder File Edit View

About This Mac
Software Update...
Mac OS X Software...

System Preferences. ..

LDOCE
Location

vy T

Recent ltems
Force Quit... CHEY

Sleep
Restart...
Shut Down...

Log Out OpCenter... {r3Q
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3. Click the Network icon.

Information Technology

een System Preferences
[« »|[ showall | Q| ).
Personal
Appearance Dashboard & Desktop & Dock Security Spotlight
Expose Screen Saver
Hardware
l“—‘_ b [ | :’.:.\; [z =i -
o | A/ = h @
3 E] 5 &4 ;
CDs & DVDs Displays Energy Keyhoard & Sound
Saver Mouse
Internet & Network
.M_ac Metwork QuickTime Sharing
System
o i
b il
R 9 & @®
Accounts Classic Date & Time Software Startup Disk Universal
Update Access
Other
@ g s
Flipd4Mac Symantec Symantec
WM Auto-Protect  QuickMenu
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4.  Click the Airport icon.

aan Network Status
| 4 ® || Shewal

BT

J SerialPort-1
Bluetooth
Locatiof Bullt-in Etherner
Built-in FireWire
5h
Parallels Host-Guest
Farallels NAT

M; Metwork Part Configurations
| mm————

P

&

Batwork Wame Security

* | =

AlrPoart will connact ba the Brut svailable nebwark i the i, If none
sre availatile, AlrPort will aak before joining an ooes neteork. Drag
1k rsfwork nama bo reacdar tha list.

[ Owtigns... ) ¥ Show AlrPort status in menu bar I?

1 =
‘i Click the lock 1o prevent further changes. [ Assist me... | Apply Now |

5.  Ensure that WPA2 Enterprise is the selected encryption option.

Choose a security type and enter the name of the AlrPor
netwark to join with an optional password.

Nebwork Name: .ull.ll.'u ] t]
Wireless Security:  WPA2 Enterprise _ﬂ
User Mame: [
Passwond:
B02.1% Configuration: = Uofl_Peap B2
© (Gnar) (@66

6. If WPA2 Enterprise is NOTselected, click the Wireless Security dropdown and select
WPAZ2 Enterprise.
Click OK.
Click Apply Now.

Close the System Preferences window.
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3.2 Connecting to ulsecure Wireless

o
1.  Click on the AirPort icon in the upper right corner of the screen ' =

2. Click ulsecure.

% (=] (100%) Mon 2:48 Ph

AirPort: Scanning... £
Turn AirPort Off

ulsecure

Devices
homel
Join Other Network...

Create Network...
Open Network Preferences...

3. The AirPort window will appear. In the User Name field, enter your ULink userid.

"0 0 AirPort E
The selected AirPort network requires a password to join.
Wireless Security: WPA Enterprise .
Password:

v

802.1X Configuration: i Automatic

| Remember password in my keychain

® C Cancel ) OK
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4.  Inthe Password field, enter your ULink password.
"0O00 AirPort g
The selected AirPort network requires a password to join.
Wireless Security: WPA Enterprise .
User Name:
802.1X Configuration: iﬁ.utﬂmatic = ]

I Remember password in my keychain

® IC Cancel ) OK

5.  Click OK.

6.  The Verify Certificate window will appear. Click Continue.

o0 0 Verify Certificate

802.1X Authentication

The server certificate is not trusted because there are no explicit trust

® (' Show Certificate ) —n -
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7. The View Certificate details window will appear. Verify that this certificate includes the
following information:

radl.auth.louisville.edu

r M
OO0 n Verify Certificate

802.1X Authentication

settings.

lm The server certificate is not trusted because there are no explicit trust
i @

| Always trust these certificates

E] Thawte Premium Server CA
s = radl.auth.louisville.edu

— radl.auth.louisville.edu
(Cetafecete

oo Issued by: Thawte Premium Server CA
L Expires: Wednesday, February 18, 2009 12:21:35 PM U5/Eastern
@ This certificate is valid

P Details
P Trust Settings

® IC Hide Certificate ) { Cancel } { Continue )
e
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8. Click Continue.

r
SRANE Verify Certificate

802.1X Authentication

settings.

lm The server certificate is not trusted because there are no explicit trust
i @

1 Always trust these certificates

E] Thawte Premium Server CA
L = radl.auth.louisville.edu

— radl.auth.louisville.edu
[ e e

(oot Issued by: Thawte Premium Server CA
L Expires: Wednesday, February 18, 2009 12:21:39 PM US/Eastern
& This certificate is valid

P Details
P Trust Settings

® ( Hide Certificate ) C Cancel ( Continue :'J

9. The 802.1X window will appear. In the User Name field, enter your ULink userid.

802.1X Authentication

Password:

LA L E L]

["1 Only use this password once

( Cancel j ( OK j
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10. In the Password field, enter your ULink password.

802.1X Authentication

User Name:
jbtrav0l

ora:

LLEL LR L]

["1 Only use this

[ Cancel ) ( oK )

11.  Click OK.
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