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Policy Exception Request
Refer to ISO PS004 Policy Exception Management Process
http://louisville.edu/security/policies/iso-policies/iso-ps004-policy-exception-management-process
Review the Exception Management Process at the web page above.  Please use as much space as required to complete the following information. The more complete and comprehensive your reason for exemption and implementation of mitigation controls, the better your case for an exception. Attach separate documentation if items you have already prepared address criteria in this template.

Complete this form and return via email to:
1. Information Security Office, email: isopol@louisville.edu

2. Katherine Stevenson, ITS, email: Katherine.Stevenson@louisville.edu

I. - Business and/or research case:

1. Description of exception being requested (policy number, technology, process, etc.).
	


2. Explanation for why exception is being requested.  Detail explanation of inability to utilize existing standard, process, technology, etc.
	


3. Business reason for exception request.  Name of person requesting (owner) exception.
	


4. Mitigating controls to be put in place – must equal or exceed those of exception.  Address implementation both initial and on-going.  Include information such as, hardware, software, infrastructure, training and procedural documentation, administrative and support personnel, temporary consultants, disaster recovery, back-up, business continuity.
	


II. - Data Sensitivity Assessment:

1. Data definition.  Please describe the type(s) of data that will be hosted, processed or used.  Assess sensitivity of the data per the Sensitive Information definition located at:  http://louisville.edu/security/files/InformationManagementandClassification_Standard.pdf
	


2. Expected users of the data (faculty, staff, research, students, clinical, etc.).
	


3. Data access restriction requirements due to laws/regulations (HIPAA, FERPA, PCI, NIH requirements, other laws or regulations, etc.), general privacy or proprietary/intellectual property concerns, University policy and/or prudent practice this may be completed in conjunction with the Information Security Office.
	


4. Security methodology for managing this data and access to include logical security via the operating system, database, application and other means, as applicable, as well as physical security of hardware and other related infrastructure.
	


III. – Control Implementation Plan:

1. Detail controls to be implemented.  Mitigating controls must equal or exceed those of exception and other applicable University policies.  Address implementation both initial and on-going.  Include information such as, hardware, software, infrastructure, training and procedural documentation, administrative and support personnel, consultants, disaster recovery, back-up, business continuity, monitoring, etc.
	


IV. – Maintenance Plan:

1. Detail expected length of exception and how controls will be maintained and reviewed during life of exception.  List responsible party for maintenance and review.
	


V. – Additional Information (vendor information if 3rd party involvement):

	


Your contact information:

Name: ____________________________________

Phone:  ______________________
Location/Address:  __________________________

Email: _______________________
