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This policy is subject to change or termination by the University at any time. This
policy SUPERSEDES all prior policies, procedures or advisories pertaining to the
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process to determine if the policy addresses University risk exposure and complies
with the applicable security regulations and University direction. In the event that
significant regulatory changes occur, this policy will be reviewed and updated as
needed.
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Categories

Statement:

The University maintains enterprise class secured data centers for the housing of
university servers. All servers used to store, process or transmit sensitive
information must be registered with the Information Security Office.

All server computing devices must:



http://louisville.edu/security/resources/glossary#Sensitive%20Information
http://louisville.edu/security/resources/glossary#Sensitive%20Information
http://louisville.edu/security/resources/glossary#Computing%20Devices

e Be maintained in an environment and manner designed to physically and
logically restrict access to authorized users;

e Be used in a manner designed to maintain data, system and network integrity;
and

e Have operating systems and other software maintained in the most up-to-date
and secure manner reasonably possible.

Responsibilities:

Policy Authority/Enforcement: The university's Information Security Officer (ISO)
is responsible for the development, publication, modification and oversight of these
policies and standards. The ISO works in conjunction with university leadership,
Information Technology, Audit Services and others for development, monitoring and
enforcement of these policies and standards.

Policy Compliance: Failure to comply with these policies and standards and/or any
related information security and/or information technology policy, standard or
procedure may result in disciplinary action up to and including termination of
employment, services or relationship with the University and/or action in accordance
with local ordinances, state or federal laws.



