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HEALTH WEARABLES

Ensuring Fairness, Preventing Discrimination, and Promoting
Equity in an Emerging Internet-of-Things Environment

Kathryn Montgomery, Jeff Chester, and Katharina Kopp

ABSTRACT

Wearable fitness devices have the potential to address some of the most challeng-
ing public health problems in the United States. But they also raise serious pri-
vacy concerns. The data they collect can be combined with personal information
from other sources, raising the specter of discriminatory profiling, manipulative
marketing, and data breaches. Yet, these devices fall between the cracks of a weak
health privacy and a consumer protection system in the United States. This article
offers key principles and critical issues that must be considered in order to develop
effective privacy, equity;, and consumer protections for the emerging digital health
marketplace.

Keywords: Big Data, privacy, health wearables, policy

Two years ago, retail giant Target teamed up with Fitbit to encourage its
335,000 US workers to engage in healthier behaviors. Those who enrolled
in the program were given free or discounted Fitbit activity trackers and
organized into teams for a monthlong “Activity Challenge.” The team that
logged the highest average number of daily steps was awarded $1 million
to distribute to their favorite local health and wellness nonprofit groups.’
With obesity-related illnesses costing American businesses $73.1 billion
per year in medical expenses and lost productivity, Target is only one of
dozens of US companies embracing health and fitness trackers into their
employee-wellness programs, offering various incentives to encourage
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HEALTH WEARABLES 35

participation.” The Equal Employment Opportunity Commission (EEOC)
recently instituted rules that allow employers to offer financial incentives
to those who sign up for their wellness plans, amounting to as much as 30
percent off of what an employee pays annually for insurance.?

A new generation of mobile apps, biosensor-equipped clothing, and
wearable fitness devices is promising to help Americans lose weight, get
into better shape, reduce stress, and take more control of their health.
Digital strategy firm Endeavour Partners explained in a recent report
that “smart wearable devices have moved from a niche product just a
few years ago to a mass-market product category.”* Wearables are also
part of the rapidly growing Internet of Things, in which Internet-
connected sensors transform the ordinary objects in peoples’ everyday
lives—from thermostats to refrigerators to cars—into “smart” devices
that can communicate with each other.’ The marketplace for health and
fitness wearables is expected to grow, spurred by the continuing wide-
spread adoption of smartphones, the growing reliance on digital media
for health information and services, and the rise of the so-called “quan-
tified-self movement.”® Between 2013 and 2015, for example, the use of
mobile health apps doubled.” In 2016, 39.5 million adults were using
a wearable device (with Internet connectivity) at least once a month.
Young people between the ages of 18 and 34 were the heaviest users of
the devices, with 30 percent of them wearable users, compared to a little
more than half that number (an estimated 17.6 percent) for the whole
population.® Health and fitness devices are also getting less expensive,
making broader adoption by the public likely.®

If harnessed effectively, these new Internet-connected health and
fitness devices could help address some of the most challenging pub-
lic health problems in the United States. Wearables are already proving

2. Zamora; Farr.

3. AARP; Ableson; Certner.

4. Ledger.

5. Maddox.

6. comScore; Nielsen; Quantified Self.

7. Envolve. According to Forbes magazine, “approximately 24% of consumers currently use
mobile apps to track health and wellness, 16% use wearable sensors and 29% use electronic per-
sonal health records. This trend is expected to continue as 47% of consumers would consider
using wearables in the near future.” Das.

8. eMarketer, “eMarketer Slashes Growth.”

9. Gartner; Stables; eMarketer, “Fitness Bands Still.”; “Future Market Insights (FMI)”; “The
U.S. Consumer Wearables Market.”
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to be useful tools for reducing healthcare costs and increasing patient
engagement, and could play a role in addressing the dramatic rise in obe-
sity over the last several decades, which has triggered an increase in type
2 diabetes, heart disease, and other related illnesses. They are expected to
be particularly beneficial for underserved communities and individuals
with serious, chronic health problems.” Health-monitoring tools pro-
vide individuals with more efficient ways to manage their own health,
encouraging them to take their medications regularly and reducing the
number of times they need to see their doctors.” “Increasingly, people are
gathering data from their own bodies, tracking outcomes, and sharing
information with colleagues and friends,” explained a recent article in
the journal Health Affairs. “Patient-consumers,” empowered by technol-
ogy, have “access to real-time, actionable, and personal information,” not
only enabling them to make better decisions about their own health, but
also generating valuable data for broader public health interventions.”
Public health and medical researchers are using wearable cameras and
other mobile tools to analyze real-world physical activity and sedentary
behavior patterns among certain populations, tapping into a much wider
spectrum of data than what is possible through traditional methods of
sampling and recruitment.” Nonprofit health and research institutions
are partnering with private, for-profit technology companies to develop
large-scale medical research efforts.” Wearable devices could also play
an important role in reducing health disparities, by facilitating access to
medical treatment and enabling people to take more control of their own
health-related behaviors.”

But some of the very features that make mobile and wearable devices
so promising also raise serious concerns. The technological affordances
of wearables make them particularly powerful tools for extensive data
collection. Trackers, smartwatches, Internet-connected clothing, and

10. Greer-Smith.

11. Consumers are showing increasing willingness to share data collected through digital
devices with their medical practitioners, which can often be much more reliable than trying to
recall such details during a brief doctor’s appointment. Eddy. Research from the NTH has shown
that when patients with heart disease and other chronic conditions were monitored remotely
through mobile devices, the number of hospitalizations decreased sharply. Samsung.

12. Frist.

13. Doherty et al.; Jankowska et al.; Kerr et al.

14. National Cancer Institute. See also World Privacy Forum, “Precision Medicine Initiative.”

15. The Office of the National Coordinator for Health Information Technology, Department
of Health and Human Services, “Understanding the Impact of Health IT.”
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ingestibles enable sophisticated and intimate monitoring that far sur-
passes what has been possible in the past. For example, biosensors can
routinely capture not only an individual’s heart rate, body temperature,
and movement, but also brain activity, moods, and emotions. These
data, in turn, can be combined with personal information from other
sources—including healthcare providers and drug companies—raising
such potential harms as discriminatory profiling, manipulative market-
ing, and data breaches.”

Mobile health apps and fitness wearables are already being integrated
into a growing digital marketing system whose core business model relies
on continuous data collection and monitoring of individual online behav-
ior patterns.” The integration of data collection and marketing has become
even deeper in the Big-Data era, with the proliferation of digital platforms
and devices, innovations in online measurement techniques, and the
growth of data analytics.”® An expanding arsenal of software and analytic
tools is enhancing the ability of digital media companies and their adver-
tisers to glean valuable insights from the oceans of data they generate.” An
elaborate and pervasive system can track and analyze a complex range of
behaviors, actions, and networked relationships taking place online and
offline, and increasingly on mobile devices.*® A variety of data-collection
practices and targeting techniques will likely become defining features of
the user experience in the emerging wearables environment. Many of these
techniques will be extensions of contemporary Big-Data digital marketing

16. Munro. Many consumers are already wary of the personal risks associated with these new
digital devices. A 2014 PricewaterhouseCoopers survey of 1,000 consumers found that “82% of
our respondents said they felt concerned that wearable technology would invade their privacy,
and 86% indicated concern that wearables would make us more vulnerable to security breaches.”
PricewaterhouseCoopers. A more recent study conducted by the Verizon Foundation found that
while many consumers have downloaded health-related mobile apps, 46 percent have stopped
using them, citing privacy as one of the major reasons. Krebs and Duncan.

17. See Montgomery, 631—48.

18. Information technology scholar Zeynep Tufekci identifies six interconnected develop-
ments that are useful in addressing the impact of digital data on the public in the context of
health: Big Data, emergent computational methods, Big-Data modeling, behavioral science
modeling, experimental science in real-time environments, and the power of platforms and
algorithmic governance. As Tufekci explains, the use of Big-Data techniques raises “questions of
power, transparency and surveillance.” Data today, she notes, now provide “more individualized
profiling and modeling,” involving “much greater data depth,” and also “can be collected in an
invisible, latent manner and delivered individually.” Tufekci.

19. Smith.

20. Campbell et al., 224; Murdough; Diniasa; Leonhard. See also Turow, The Daily You;
Couldry and Turow; Tufekci.
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practices currently in use on mobile and other platforms, adapted to take
full advantage of the unique capacities of wearables and their role in con-
sumers daily lives.”

Yet mobile health apps and wearables currently fall between the cracks
of an already weak and fragmented health privacy and consumer regula-
tory system in the United States.” At the critical point when this market is
about to take off, there is no government or self-regulatory framework that
adequately addresses the privacy, discrimination, and consumer-protection
issues raised by these devices. Some of the most important stakeholders in
the policy arena are still largely uninformed about the nature and extent of
data collection in the emerging wearables industry and its relationship to
the broader health and technology sector. Developments are moving for-
ward at such breakneck speed across a range of health-related areas that it
is difhicult for most people to comprehend their full scope and dimensions,
or understand the complex set of issues they raise.

Though the market is still in an early stage of development, it is pos-
sible to identify the forces that are shaping it, its major features, and key
players, in order to develop an informed approach to considering the best
policies for ensuring privacy, security, and equity. In the following pages,
we highlight several trends that are influencing the growth of the wearables
marketplace, including the emergence and expansion of an increasingly
seamless, integrated connected-health system, spurred by government
initiatives and fueled by large infusions of investment capital. We then
describe the role that these devices are likely to play in the expanding

21. For the Obama administration’s response to the consumer privacy issue, see The White
House, “Fact Sheet: Plan to Protect”; The White House, “We Can’t Wait”; The White House,
“PCAST Releases Report.”

22. As Nicolas Terry points out, “the HIPAA-HITECH model does not protect all health
data. Rather, it only applies to certain forms of health data controlled by a limited group of data
custodians. These covered entities are traditional, bricks-and-mortar providers, such as physi-
cians, hospitals, pharmacies, health maintenance organizations, and health insurers. Thirteen
years ago, that did not seem like a terrible policy decision. The storage and processing of peta-
bytes of data were infeasible while the Internet and the World Wide Web were in their infancy
and wearable computers and smartphones still seemed the stuff of science fiction. Today, how-
ever, vast amounts of medical data flow around in what may be termed ‘HIPAA-free space,
essentially unregulated. This is true of what was once HIPAA data that were acquired by public
health agencies and then sold, and medically inflected data collected from transactions or social
media interactions. It is also true of much of the health data curated by patients themselves,
including personal health records (eg, blue button downloads from the Veterans Administration
and the Centers for Medicare & Medicaid Services) or health-related data stored on smartphones
or personal computers.” Terry, “Health Privacy is Difficult.”
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HEALTH WEARABLES 39

digital marketing and big data ecosystem, along with some of the potential
risks they could pose to individuals and the larger society. This discussion
is followed by an assessment of the weaknesses and limitations of both
government regulatory frameworks and self-regulatory regimes. Finally, we
present what we see as the most important principles and issues that need
to be considered in order to establish a public-interest framework for the
health and wearables marketplace.

Our research is drawn from a variety of sources, including interviews
with industry, privacy, health, and technology experts; analysis of industry
reports, trade publications, and policy documents; participation in confer-
ences and workshops; and review of relevant scholarly and legal literature.”
Our focus is primarily on the consumer wearables and mobile market-
place, which we define broadly to encompass smart clothing, fitness track-
ers, mobile apps, and similar tools.*

The issues raised by health wearables are a microcosm of much broader
and deeper concerns about the growing risks to privacy in the Big-Data
era. We hope this report contributes to a national discussion among
consumers, health professionals, policy makers, industry, and the public
at large.”

Big Data and the “New Health Economy”

Two interrelated trends are influencing the growing marketplace for health
and fitness devices. One of these is the rise of Big Data, as advances in com-
puter technology, artificial intelligence, digital communication networks,
and sophisticated data-processing and data-analysis tools have triggered a

23. As part of this inquiry, we convened a 1-day meeting in February 2016 with represen-
tatives from prominent privacy, civil liberties, health, and consumer-protection organizations
to assess the major trends in the wearables marketplace, evaluate current regulatory and self-
regulatory systems, and begin identifying the key building blocks for an effective public interest
framework on consumer privacy and security in the wearables market. The meeting produced a
number of important insights, and identified many issues that still needed to be researched. We
have incorporated some of the input and feedback from the participants into this report.

24. This paper is based on an 18-month research project, funded by the Robert Wood Johnson
Foundation, conducted in partnership with the Center for Digital Democracy, and released as
a major report in December 2016. Accessed June 14, 2017. https://www.democraticmedia.org/
CDD-Wearable-Devices-Big-Data-Report. The authors would like to thank Isabelle Zaugg for
her research assistance in the early stages of this project.

25. See, for example, The White House, “Consumer Data Privacy in a Networked World”;
Federal Trade Commission, “Big Data.”

This content downloaded from 136.165.155.231 on Tue, 02 Oct 2018 18:44:06 UTC
All use subject to https://about.jstor.org/terms


https://www.democraticmedia.org/CDD-Wearable-Devices-Big-Data-Report
https://www.democraticmedia.org/CDD-Wearable-Devices-Big-Data-Report

40 JOURNAL OF INFORMATION POLICY

sea change in the amount, speed, and variety of data that can be gathered
and processed. The costs of collecting, storing, and processing data have
gone down as the sources for gathering data have proliferated. The forces
of Big Data are reshaping all of the major institutions in our society, dis-
rupting the structures and operations of government, commerce, health,
financial markets, education, and the workplace.*

Big Data is at the center of several major federal initiatives designed
to promote greater health and well-being, address inefficiencies in our
current medical system, lower costs, and contribute to improvements in
outcomes.?”” The Affordable Care Act (ACA), which was enacted in 2010,
included provisions for promoting the adoption of electronic health
records by medical professionals and enabling patients to gain easier access
to their own data.”® Similarly, the 2009 Health Information Technology
for Economic and Clinical Health Act (HITECH) created a new Office
of the National Coordinator for Health Information Technology (ONC)
within the Department of Health and Human Services (HHS), which is
mandated to promote “the empowerment of individuals to improve their
health and health care through Health IT.” A key goal of the HITECH Act
is the development of a “learning health system” that supports the needs
of both individuals and providers, and fosters continuous improvements
for quality outcomes. It also envisions an IT infrastructure “where an indi-
vidual’s health information is not limited to what is stored in electronic
health records, but includes information from many sources (including

26. Mayer-Schonberger and Cukier, p. 6. “The Big Data Conundrum: How to Define it?”;
Sicular.

27. For example, the 2009 Health Information Technology for Economic and Clinical Health
Act (HITECH) created a new Office of the National Coordinator for Health Information
Technology (ONC) within the Department of Health and Human Services (HHS), which is
mandated to promote “the empowerment of individuals to improve their health and health
care through Health IT.” A key goal of the HITECH Act is the development of a “learning
health system” that supports the needs of both individuals and providers, and fosters continuous
improvements for quality outcomes. It also envisions an IT infrastructure “where an individual’s
health information is not limited to what is stored in electronic health records, but includes
information from many sources (including technologies that individuals use) and portrays a lon-
gitudinal picture of their health . . . [and] where public health agencies and researchers can rap-
idly learn, develop, and deliver cutting edge treatments.” Office of the National Coordinator for
Health Information Technology, “Connecting Health and Care for the Nation.” The Roadmap
addresses a number of important data governance and security issues as well, such as “consistent”
data semantics and formats. The ONC has a “Blue Button” campaign promoting digital access
by consumers to their health records. “Your Health Records: About Blue Button.”

28. “Federal Mandates for Healthcare.”
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technologies that individuals use) and portrays a longitudinal picture of
their health . . . [and] where public health agencies and researchers can
rapidly learn, develop, and deliver cutting edge treatments.” The growth
of “precision medicine” is also transforming traditional approaches to
healthcare, relying heavily on Big-Data technologies and systems to iden-
tify individual differences in environments, genes, and lifestyles in order to
develop both personalized and large-scale approaches to disease prevention
and treatment.”®

The second important trend that is influencing the health and wearables
marketplace is the infusion of investment money for technical innova-
tion in the health and medical sector. Medical technology companies have
attracted major funding for a broad array of innovations and new digital
ventures designed to streamline and reconfigure conventional health and
medical operations. For 2014 and 2015, more than $4 billion was invested
each year in the “digital health space,” which includes wearables, biosens-
ing consumer devices, and a range of other state-of-the-art health services
and applications, all of which take advantage of the availability of personal

29. The Federal IT strategic plan 1.0, “Connecting Health and Care for the Nation: A Shared
Nationwide Interoperability Roadmap,” was released in October 2015. One of its four “critical
pathways” to accomplish this goal is for IT stakeholders to “coordinate . . . to promote and
align consistent policies and business practices that support interoperability and address those
that impede interoperability.” It defines a “learning health system” as “an ecosystem where all
stakeholders can securely, effectively and efficiently contribute, share and analyze data. A learn-
ing health system is characterized by continuous learning cycles, which encourage the creation
of new knowledge that can be consumed by a wide variety of electronic health information
systems.” In addition to ensuring “health information is safe and secure,” the Roadmap states
that “stakeholders will also support greater transparency for individuals regarding the business
practices of entities that use their data, particularly those are not covered by the HIPAA Privacy
and Security rules, while considering the preferences of individuals.” It also identifies key stake-
holders who should play a role achieving its objectives, which include “individuals, consumers,
patients . . . and professional organizations that represent these stakeholders’ best interests.”
ONC, “Connecting Health and Care for the Nation.” The Roadmap addresses a number of
important data governance and security issues as well, such as “consistent” data semantics and
formats.

30. The White House, “Precision Medicine Initiative: Guiding Principles; Burwell and
Monaco; White House Office of the Press Secretary; Kaiser; Wasserman. Data is to be collected
from “a million-person cohort, from whom data of every conceivable kind—including genome,
microbiome, epigenome—will be collected and stored in one colossal database, where scientists
can access it for an endless array of studies and analyses.” Interlandi. For a critical analysis of the
privacy implications of the Precision Medicine Initiative, see World Privacy Forum, “Precision
Medicine Initiative.”
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health data® As a recent PricewaterhouseCoopers report explained,
all of these trends have created a “New Health Economy” that is alter-
ing traditional business models: “The industry’s very value chain is being
re-engineered by powerful global drivers—downward pressure on costs,
increasing chronic diseases, an aging population, surging consumerism,
the embrace of value-based models, the arrival of new entrants and, yes,

3

transformative advances in technology.

Wearables and Data-Driven Marketing

This “new health economy” is further eroding the boundaries between
healthcare institutions and the digital commercial marketplace. The last
several years have witnessed a proliferation of specialized services offering
a variety of Big-Data services to marketers. For example, data manage-
ment platforms (DMPs) provide marketers with “centralized control of
all of their audience and campaign data.”” They do this by collecting and
analyzing data about individuals from a wide variety of online and offline
sources. This encompasses several levels of data categories: so-called “first-
party data,” which comes from a customer’s own record, such as the use
of a supermarket loyalty card, or their activities captured on a website,
mobile phone, or wearable device; “second-party data,” which is infor-
mation collected about a person by another company, such as an online
publisher, and sold to others; and “third-party data,” which is drawn from
thousands of sources, and can include demographic, financial, and other
data-broker information, including race, ethnicity, and presence of chil-
dren.’* All of this information can be matched to create highly granular
“target audience segments” and to identify and target individuals “across
third party ad networks and exchanges.” DMPs also “measure with accu-
racy which campaigns perform the best across segments and channels to
refine media buys and ad creative over time.”” IMS Health, which oper-
ates a data-management platform and cloud-computing service for health
marketers, recommends that its clients gather behavioral and profile data

31. Google Ventures (now GV), which invests in “early-stage” start-ups, has contributed
30 percent of its annual funding to health companies. See, for example, Venrock; GV; Sutton.

32. PwC.

33. BlueKai.

34. Lotame; “Data Triangulation.”

35. BlueKai.
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from all of the “stakeholders” in the “healthcare ecosystem,” including “the
healthcare professional, the pharmacist, the patient, the payer, the pro-
vider, the thought leader, and others,” in order to analyze and influence
the “patient journey.”*

The advertising industry is gearing up to take advantage of wearables
and other digital devices as key tools for data-driven targeted marketing
within an increasingly seamless medical, consumer, and health ecosys-
tem.” Ad agencies and data-targeting companies are actively exploring a
variety of ways to harness the capabilities of these new devices on behalf of
their clients.®® According to a recent survey conducted for a leading digital
e-commerce marketing firm, the “key benefit of wearables will be as a
source of very granular data insights and also new types of behavioral and
usage data. Wearables of the future will have the ability to capture a wide
array of data related to a user’s contextual activity, health and emotional
state.” More than a third of marketers surveyed want to capture “daily rou-
tine and precise location” information from these devices. Smartwatches
are considered an additional “screen” that can be added to today’s cross-
screen marketing system, which has grown exponentially over the last
several years.” There is interest in “tying offline data to online behaviors
and connecting medical and clinical data with nonmedical behavioral
and demographic information to infer and predict health behavior and
conditions.”*

Wearables are expected to play a major role in dramatically increasing
the availability of behavioral data on individual consumers.* For example,
Under Armour’s “Connected Fitness” advertising network enables targeting
users of its health-related apps, including MyFitness Pal, MapMyFitness,
and Endomondo (a personal-training app).* Market research conducted
for a leading digital ad company predicts that wearables will join with
other connected devices to provide “an increasingly rich view of the con-
sumer.” In the emerging Internet of Things environment, they will work

36. Etwaru; IMS Health, “Orchestrated Customer Engagement.”; IMS Health, “IMS One.”

37. TapSense.

38. “Partner Forum”; “Innovation in a Patient-Centric World.”

39. Criteo; Martin.

40. Gupta.

41. “Transformational Technology.”; IMS Health, “Nexxus Commercial Application Suite”;
IMS Health, “Nexxus Marketing”; IMS Health, “IMS One.”

42. Under Armour, “Our Platform”; Under Armour, “MapMyFitness”; Under Armour,
“Mobile Interstitials”; Under Armour, “Our Products.”
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alongside smartphones, tablets, connected TVs, medical appliances, con-
nected cars, and the “multiple embedded touchpoints” increasingly found
in homes and communities.*

Pharmaceutical companies are poised to be among the major benefi-
ciaries of wearable marketing, along with a number of other players in
the growing digital and connected-health system. The United States and
New Zealand are the only two developed countries that permit direct-to-
consumer (DTC) advertising of pharmaceutical products.* Though phar-
maceutical marketing is federally regulated, weaknesses and loopholes in
the law have enabled the industry to engage in robust advertising and pro-
motion efforts.# Spending for DTC advertising has skyrocketed in recent
years to more than $4.5 billion.** While the bulk of these expenditures has
been for television commercials, pharmaceutical companies have moved
aggressively into digital media, as a more cost-effective way of targeting
and engaging consumers.*” The US healthcare and pharmaceutical indus-
try is expected to spend $1.93 billion on digital advertising in 2016, up
more than 15 percent from the previous year.#® By 2020, forecasts online
marketing research firm eMarketer, pharmaceutical and health digital ad

43. Criteo.

44. For example, the FDA U. S. Food and Drug Administration, “Keeping Watch Over
Direct-to-Consumer Ads.” HIPAA includes a Privacy Rule that prohibits hospitals, doctors’
offices, and other covered entities from using an individual’s personal health information for
marketing purposes without that person’s prior authorization. However, the definition of what is
considered “marketing” includes a number of exceptions. Though passage of the HITECH Act
in 2009, along with subsequent HHS rules, has closed some of the loopholes, there are still a
number of ways in which covered entities, their business associates, and third parties can engage
in marketing practices. Electronic Privacy Information Center.

45. For example, regulations that the FDA administers—including adverse-event-notification
requirements and those affecting endorsements and promotion—have historically constrained
the willingness and ability of pharmaceutical companies to fully deploy digital marketing tech-
niques. However, there is clear evidence that these companies are beginning to push back against
limitations that may have restricted them in the past. Gaffney; “Strategic Pharma Solutions. In
addition to the FDA regulations, HIPAA includes a Privacy Rule that prohibits hospitals, doc-
tors’ offices, and other covered entities from using an individual’s personal health information for
marketing purposes without that person’s prior authorization. However, the definition of what is
considered “marketing” includes a number of exceptions. Though passage of the HITECH Act
in 2009, along with subsequent HHS rules, has closed some of the loopholes, there are still a
number of ways in which covered entities, their business associates, and third parties can engage
in marketing practices. See Electronic Privacy Information Center, “Medical Record Privacy.”

46. Staton.

47. Ventola.

48. eMarketer, “Health & Pharma Marketers.”
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spending will reach $3.10 billion.# In their new jointly authored book,
Pharma 3D: Rewriting the Script of Marketing in the Digital Age, repre-
sentatives from Wharton, McKinsey, and Google urge the pharmaceutical
industry to “think in 3D” and take advantage of the “moments that matter
to their customers’ decision-making,” including “both patients and pro-
viders.”® The book’s many recommendations offer a blueprint of Big-Data
digital marketing technologies and practices that have already been eagerly
embraced by the food and beverage, financial, retail, and other industries.
The book also lays out a “CareFlow” framework that maps how, through
digital marketing, “pharma leaders find a more compelling role to play in
the lives of their patients, prescribers, and all others who influence patient
behaviors and decisions.” The authors explain that

Discovery in the Digital Age is the art of combining numeric and
emotional views of behavior across the CareFlow. As such, it is not
simply classic data mining or even “big data” number crunching that
many think of when discussing business intelligence. The Digital
Age Discover process recognizes that the data are coming from new
sources; for example, we ourselves are often the sources of data,
whether from our medical records or the Fitbits and smart watches
around our wrists. Effective discovery, therefore, requires a perpetual
“insights engine,” one that never stops combining these torrents of
data with ethnographic and attitudinal insights.”

The merger of connected health and digital marketing has created a
new generation of data collection and digital marketing practices that are

49. Orsini; Snider.

so. “How Can Pharma Firms Market.”

s1. “The most successful pharma marketing organizations do three things really well. They
Discover the behaviors, beliefs, and needs of the people they are marketing to; they Design
experiences relevant to the people they are marketing to; and they Deliver those experiences
consistently, superbly, and efficiently. These phases are well known by experienced marketers,
in pharma and elsewhere, but we refer to them as the 3Ds not only because they delineate the
biggest areas of change for most companies, but also because we believe pharma needs to “think
in 3D,” adding depth and perspective as the industry moves from campaigns that talk a7 patients
and physicians to solutions that /isten to and engage with them.” Wharton School. The book
includes a case study from digital pharma marketing agency Intouch Solutions on how Baxalta,
which produces drugs for hemophilia patients, successfully used Instagram (owned by Facebook)
to promote its product. Instagram was selected because it is “one of the main channels on which
young people communicate,” with “more than 400 million monthly users.” Intouch Solutions.
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currently in use by health and pharmaceutical marketers and are being
developed for use in the wearables market.

“Scoring,” “Personas,” and “Look-alike Modeling”

Predictive analytics have helped usher in an expanded set of tools for scoring,
rating, and categorizing individuals, based on an increasingly granular set
of behavioral, demographic, and psychographic data. For example, Adobe’s
Marketing Cloud offers marketers the ability to rate individual consum-
ers on the basis of their “digital body language and their behavior.” From
these inferences, each consumer can be assigned a persona corresponding to
a framework adapted from psychologist “[Abraham] Maslow’s hierarchy of
needs.” Through look-alike modeling, companies are able to acquire infor-
mation about an individual without directly observing behavior or obtaining
consent. They do this by “cloning” their “most valuable customers” in order
to identify and target other prospective individuals for marketing purposes.”
Health and pharmaceutical marketers often use look-alike modeling to iden-
tify and target individuals who have a strong likelihood of being concerned
about (or at risk for) a particular disease or medical condition. This is done
by analyzing the behaviors of those people known to have, or to be at risk
for, the disease, and then matching these detailed models with profiles of
others in third-party databases, individuals who may not be associated with
the disease but who exhibit the same set of behaviors as people who are.™*

Condition Targeting

Similar practices are frequently employed by pharmaceutical companies
and other health marketers to target individuals based on a particular dis-
ease or medical condition. So-called condition targeting has become a main-
stay for the drug industry, enhanced and expanded in the digital era. The
advertising network Adprime, for example, offers targeting of consumers
based on such health issues as cancer, diabetes, heart disease, HIV/AIDS,
mental health, and sleeping disorders. The company provides behavioral

52. Chertudi; Moked.

53. LiveRamp. A discussion of lookalike modeling on Facebook explains that “modeling an
audience off of a closely related competitor—say, Pepsi modeling Coke’s audience—can be a
winning tactic. Simply target that company’s fans, and you have an audience pretty much guar-
anteed to be interested in your product.” Baker. See also Krux; Ransbotham.

54. Skyhook.
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and script targeting services (based on analyses of prescription drug sales),
where marketers can reach “patients by treatment and diagnosis.”” Another
health marketing company, AdRx Media, which is owned by leading data
firm Conversant, offers its clients targeting built upon “data from millions
of anonymous online profiles,” promising to provide access to users with
the following conditions: allergies, asthma and respiratory conditions, can-
cer, cold and flu symptoms, diabetes, digestive health, heart disease, joint
health, mental health, osteoporosis, severe headaches and migraines, sexual
health, sleep disorders, weight management, and more.”* Condition tar-
geting also taps into the growing number of online searches by consumers
seeking health information. More than 70 percent of consumers now rely
on online media, including mobile devices, to inform themselves about
health concerns. Forty percent of those individuals “directly act” after they
obtain online health information. One in 20 Google searches involves
health. Nearly 50 percent of consumers search for reviews and other infor-
mation on physicians.” African Americans and Latinos are more likely than
whites to use their mobile phones to search for health information.”

Programmatic Marketing

Automated forms of ad buying and placement on digital media use
algorithmic processes to find and target customers wherever they go.
The process can also involve real-time “auctions” that occur in millisec-
onds in order to “show an ad to a specific customer, in a specific con-
text.” Many in the industry see programmatic marketing as the future of
advertising, and it is already in use within the pharmaceutical and health
sectors.” Programmatic targeting for mobile devices has also grown in
sophistication, and can combine data on an individual or demographic
(cookie-based, offline data, purchase data, ethnicity, age, etc.), analyze
“where people go”—physical world (location) data—and take advantage

55. Adprime also offers services to target via mobile and video platforms. Adprime Media,
“Targeting”; Adprime Media, “The Premier Ad Network.”

56. AdRx, “Advertising Partnerships”; AdRx, “Solutions.” AdRx also cites its membership
in self-regulatory trade organizations, including the Digital Advertising Alliance (DAA) and
Network Advertising Initiative (NAI), that it is “committed to brand safety” (but doesn’t men-
tion privacy). (AdRx’s website has been absorbed into that of its parent company, Conversant,
and the pages referenced earlier are no longer available.)

57. Gandhi and Wang; “How Can Pharma Firms Market.”

58. Anderson, “Racial and Ethnic.”

59. Allen.
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of a mobile device’s identifiers.® Programmatic marketing relies on tech-
nologies that track and target consumers across many different digital
platforms. Through a process of “cross-device recognition,” marketers can
determine if the same person who is on a social network is also using a
personal computer and later watching video on a mobile phone.

Geolocation and Geomedical Targeting

Mobile devices continually send signals that enable advertisers (and others)
to take advantage of an individual’s location—through the phone’s global
positioning system (GPS), Wi-Fi, and Bluetooth communications. All of
this can be done with increasing speed and efliciency. Online marketers have
determined that, on average, people check their phones 150 times a day,
and that 87 percent have such devices with them all-day long, even while
they sleep. Through a host of new location-targeting technologies, consum-
ers can now be identified continuously—while driving a car, pulling into a
mall, or shopping in a store.® Google and Facebook, which often know the
actual (“authenticated”) identity of their consumers, have expanded their
use of location for ad targeting.”® In the pharmaceutical and health sector,
specifically, “geomedical targeting” enables marketers to identify “highly
concentrated areas of the country where diagnosed patients live” or where
prescriptions for certain kinds of drugs are frequently written. * For exam-
ple, one geomedical marketing company works with “leading healthcare pro-
fessional societies, associations, [and] consumer health sites,” including the
American Academy of Family Physicians, American Diabetes Association,
American Gastroenterological Association, the “Glucose Buddy” mobile
app, FamilyDoctor.org, and many others.”

60. Xaxis, “A GeoMarketing Conversation”; Xaxis, “Xaxis Launches Light Reaction.”

61. Ryan.

62. Tracking, according to one computer science scholarly paper, is the ability to “link activ-
ities performed by the same user in order to build detailed user profiles, learn users” interest, and
better target their advertising.” Son et al.; “The Difference Engine.”

63. Google, “Understanding Advanced”; Facebook, “Helping Local Businesses”; Facebook,
“Ad Targeting Options.”

64. Lewis.

65. eHealthcare Solutions; Remedy Health, a digital health platform that “helps over 200
million health consumers annually through various digital, mobile and point of care information
products and technologies” has various sites, including HealthCentral, Diabetes Focus, Health
After 50, and also works with BreastCancer.org, BerkeleyWellness.com, and others. Remedy
Health Media; McCaffrey.
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Retail Pharmacy Digital Marketing

In recent years, retail drug chains have moved more centrally into the
health-delivery business, opening walk-in clinics and hiring medical staff
to administer vaccinations, diagnose illnesses, and educate patients on a
range of health and wellness conditions.* Along with other retailers, drug-
store chains recognize that the widespread adoption of mobile and other
digital devices requires strategies that take advantage of how consumers
search for products and prices online before buying. Stores are wiring
with Wi-Fi and Bluetooth so they can connect to mobile devices and apps
to determine a consumer’s location within an aisle and deliver targeted
messages.”” The leading US pharmacy chains have also expanded their
use of digital marketing techniques to reach and engage customers and to
tap into new sources of data. Health and fitness wearables figure promi-
nently in their operations.®® For example, through Walgreens’ partnership
with companies such as Fitbit, Jawbone, MyFitness Pal, Google Fit, and
Runkeeper, customers can also be rewarded when they “track their healthy
habits,” such as walking, managing their weight, or monitoring their blood
pressure. Consumers can also use the “symptom checker” to research con-
ditions and medications.®

“Wearable Ads” and Personalized Push Messages

In addition to the growing toolbox of data collection, analysis, and target-
ing techniques currently in use throughout the digital marketing ecosys-
tem, wearable technologies are expected to introduce a new generation of
practices designed specifically for these devices. Among these are “wearable
ads” on smartwatches, which the industry sees as a particularly promising
source of new revenue. The appeal of targeting a person’s wrist, explained
Greg Ratner, head of technology at brand agency Deep Focus in New York,

is that it enables “advertisers to grab consumers’ attention immediately, no

66. O’Dea.

67. Shelfbucks. For example, General Mills, Coca-Cola, Pepsi, Kellogg’s, and Nestle
are clients of this top and reward shopper marketing company. TPG Rewards; WireSpring
Technologies; Karolefski.

68. “Drugstores and Pharmacies.”

69. The company lists 22 apps and 36 devices that can be connected with its Balance Rewards
program. Walgreens.
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matter what they are doing.””® “Your watch,” explained a recent marketing
report, “goes absolutely everywhere you do—the restroom, the gym, your
morning run, shopping, and it’s there even when you're sleeping. When
youre on the go you may sometimes forget your phone, but it’s hard to
forget your watch when it’s strapped to your wrist. Such rich location data
is powerful for advertisers. Stores could leverage previous shopping data
to prompt consumers towards a portion of the store that needs more foot
traffic or is home to higher priced goods . .. .””

Toward a Fully Integrated Digital Consumer-Health Marketplace

Technology experts envision a not-too-distant future in which health and
wellness devices—along with an array of next-generation Internet-connected
sensors—will be fully integrated into the growing connected-health system.”
Mobile apps and other digital tools will guide a patient through preparation
and recovery from hip surgery, “analyze her daily walking patterns, provide
predictive analytics on her recovery time, and engage her in physical ther-
apy sessions.”” These personal digital devices will not only track a person’s
behaviors, but also “diagnose health problems as they occur and dispatch
medical care without human intervention.””* Wearables will become part
of an all-encompassing digital environment in which our personal health
behaviors and bodily functions will be continuously monitored, a system
made even more powerful by an automatic and instantaneous Internet of
Things that utilizes a new generation of sensors embedded in the objects
and tools we use every day. These devices will become a fundamental part
of our everyday experiences as we continue to adapt to the now-ubiquitous
presence of digital technology in our lives.

As the connected-health marketplace continues to expand, wearables,
mobile health apps, and other digital devices will interconnect with
drugstore loyalty cards, mobile payments, and other commercial appli-
cations, not only coexisting but also communicating with each other on
a regular basis.” With consumer health and wellness data continually

70. Baysinger.

71. Adante.

72. Topol; Pentland et al.

73. Estrin and Juels.

74. UC Berkeley Center for Long-Term Cybersecurity.
75. Champagne et al.
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merged into profiles alongside financial, location, purchase, and social
data and other information, marketers now possess the ability to track
and reach individuals anytime and anywhere, with data-driven market-
ing technologies that create “actionable” insights for influencing a per-
son’s behavior. Health-related marketing applications will potentially be
integrated with a consumer’s daily use of financial payment and other
online applications.

The same tools that people use to track their activities and monitor
their bodily functions will also serve as highly personalized commercial
targeting systems, delivering emotional appeals tailored to each individu-
al’s unique behaviors, vulnerabilities, and fears, and reaching and engaging
us wherever we are or whatever we're doing, even in the most intimate of
personal spaces. So, for example, when a woman steps on the scale in her
bathroom, discovering to her dismay that she has gained a few pounds,
her smartwatch could immediately target her with a compelling and clever
ad—often disguised as entertaining “content”—promoting a weight loss
drug or an interactive “bot” to serve as her personal fitness coach. Such
possibilities are not as farfetched as they may seem; they are very real exten-
sions of current data-driven marketing practices, as consumers are increas-
ingly targeted in grocery store aisles through their mobile phones and
delivered hyper-targeted advertising near the point of purchase or through
personalized billboard ads, a scenario featured in the 2002 film Minority
Report.”®

The flow of user-generated and biologically derived information that
these devices track will be fed through a vast Big-Data network com-
posed of hospitals, pharmaceutical companies, consumer product goods
and services companies, retail stores, and many other players both within
and outside the increasingly porous connected-health system. This infor-
mation will be combined with millions of data points gathered from a
myriad of additional sources, including public and commercial databases
and data-management firms. The risks extend beyond threats to indi-
vidual privacy. Algorithmic classification systems could enable profiling
and discrimination—based on ethnicity, age, gender, medical condition,
and other information—across a spectrum of fields, such as employ-
ment, education, insurance, finance, criminal justice, and social services,
affecting not only individuals but also groups and society at large.””

76. “Minority Report—DPersonal Advertising in the Future.”
77. Upturn; National Science and Technology Council.
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The opportunities for data breaches will increase, with hackers accessing
medical and health information at insurance companies, retail chains,
and other businesses. Even those institutions with the most benevolent of
goals—such as public health departments, law enforcement, and research
entities—can misappropriate and misuse health data.”® Many of the
harms associated with the collection and processing of such data, more-
over, are likely to affect disproportionately the most vulnerable people in
our society, including the sickest, the poorest, and those with the least
education.”

Gaps and Weaknesses in Health and Privacy Regulation

The degree to which users of wearable devices will be able to make
informed privacy decisions—and exercise meaningful control over their
personal data—will ultimately depend on the effectiveness of government
and self-regulatory policies. However, none of these systems, in their cur-
rent state, provides adequate safeguards to patients or consumers in the
Big-Data era.

Privacy laws governing health information are limited and fragmented,
with significant gaps in coverage.® For example, the primary purpose of the
Health Insurance Portability and Accountability Act (HIPAA) is to ensure
the flow of information throughout the healthcare system. More appro-
priately labeled a “confidentiality rule,” it does little to put limits on the
aggregation and analysis of health-related data."” Many of the major players
involved in health marketing, such as data brokers, aggregators, ad agencies,
data-management platforms, and marketing clouds, fall outside of HIPAA’s
coverage. Data can easily flow in and out of this HIPAA-free zone, and per-
sonal data that have been “anonymized” can be “de-anonymized easily.”** As

78. Electronic Frontier Foundation.

79. See Jerome, 47—53.

80. Peel, 89-116; Electronic Frontier Foundation. The Health Information Technology
for Economic and Clinical Health Act (HITECH), which was passed in 2009 as part of the
omnibus economic stimulus package, included stronger security provisions for protected health
information covered under HIPAA. For example, the law toughened data-breach-notification
laws, imposing larger fines, requiring more extensive public notifications when data are lost,
and extending the provisions to the business associates of health-care providers. Meingast et al.;
Anderson; “How the HITECH Act Changes HIPAA Compliance.”

81. Terry, “Protecting Patient Privacy.”

82. Sweeney.
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law professor Nicolas Terry observes, much of the information that makes
up the health profile of an individual is “medically inflected data,” increas-
ingly generated through mobile health apps, wellness devices, and connected
domestic appliances. “In short,” Terry explains, “big data can produce basi-
cally unprotected patient-level data that will serve as an effective proxy
for HIPAA-protected data.” Though there is a general consensus around
“health privacy exceptionalism”—that information about a person’s health
status deserves a higher level of privacy protection than most other informa-
tion—citizens and consumers are left without effective safeguards in place.*
Health wearables, mobile apps, fitness trackers, smartwatches, clothing, and
similar consumer products are also outside of HIPAA’s scope, except in very
limited instances (such as when a device delivers patient information directly
to a doctor or hospital.)®

This gap in coverage was underscored in a July 2016 report by the
Department of HHS, the federal agency responsible for implementing
HIPAA regulations. The report acknowledged that a growing range of
business entities, devices, and technologies that “collect, share, and use
health information” are not covered by the law. These include not only
“smartphones and other mobile devices,” but also “peer health commu-
nities, online health management tools, and websites used to generate
information for research.” Many of these “noncovered entities” (NCEs),
explained the report, have “large gaps in policies around access, security,
and privacy.” However, while concluding that “our laws and regulations
have not kept pace with these new technologies,” the report fell short of
making any substantive recommendations for strengthening health and
medical privacy.*

Nor is the Food and Drug Administration (FDA)—the federal agency
that regulates pharmaceuticals, over-the-counter (OTC) drugs, and med-
ical devices—a reliable guardian of health-wearable user privacy. While
it has jurisdiction over some devices that are used to diagnose and treat
diseases, it is concerned primarily with their safety, reliability, and secu-
rity. Last year the FDA concluded a proceeding that considered whether

83. Terry, “Big Data Proxies.”

84. Terry, “Protecting Patient Privacy.”

85. According to industry trade reports, many companies in the consumer-wearables market
appear to be wary of forming any partnerships with HIPAA-covered entities, specifically to avoid
having to comply with the law’s privacy and security rules. Lee.

86. U.S. Department of Health and Human Services.

This content downloaded from 136.165.155.231 on Tue, 02 Oct 2018 18:44:06 UTC
All use subject to https://about.jstor.org/terms



S4 JOURNAL OF INFORMATION POLICY

it should regulate health and wellness wearables.®” The agency issued final
guidance on the issue in July 2016, confirming its decision to take “a hands-
off approach to the regulation of low risk general wellness products.”® But
even if it had chosen to include such devices within its jurisdiction, the
agency has neither authority nor expertise to address the commercial data
collection and privacy practices related to their use.

The Federal Trade Commission (FTC) is a key government agency
with responsibility to protect consumer privacy online. The commission’s
involvement in digital privacy began in the 1990s, during the early com-
mercialization of the Internet, amid rising public concerns over data col-
lection. Through a series of public workshops with industry, consumer
groups, academics, and other stakeholders, the agency developed its basic
framework for online privacy protection, which has remained in place for
the last two decades. The FTC’s approach to digital privacy is based pri-
marily on its statutory authority to regulate “unfair and deceptive” com-
mercial practices. As a practical matter, its privacy framework has relied
on a practice known as “notice and choice.” Under this system, websites,
mobile operators, and other digital media companies post privacy policies
informing consumers of the nature and extent of data collection.® The
agency can take enforcement actions against companies that violate their
own privacy policies or terms of service, or in other ways deceive con-
sumers. However, the FTC lacks the statutory power to develop, imple-
ment, and enforce broad privacy rules except in very specific areas where
Congress has granted it explicit authority to do so.”> While the FTC has
made some progress in its ongoing efforts to address the challenges of the
Big-Data era, with its narrow jurisdiction, lack of rulemaking ability, and
limited regulatory resources, it remains ill-equipped to provide the kinds
of comprehensive and granular rules that would be necessary to protect
consumers, not only in the health and wearables sector, but also in the

larger digital marketplace.

87. The technology industry—including prominent companies such as Samsung and
trade groups like the Consumer Technology Association and Telecommunications Industry
Association—strongly lobbied against such an expansion, arguing, for example, that a wear-
able device for tracking mood—something “similar to a ‘mood ring,” according to one filing—
should be classified as a “general wellness” product along with “devices that support smoking
cessation and those meant to prevent injury.” Lecher.

88. U.S. Food and Drug Administration, “Webinar— Final Guidance.”

89. Turow, “Americans and Online Privacy.”

90. Spinelli; Balto.
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In the current US political environment, there are very few prospects for
stronger regulations to address the Big Data, digital marketing, and health
privacy issues raised by mobile apps and wearable devices, and the scattered
protections in place now may well be in serious jeopardy. Moreover, in the
wake of the recent presidential election, the White House has taken a par-
ticularly aggressive approach to rolling back regulations that were put in
place during the previous administration. For example, in 2016 the Federal
Communications Commission (FCC), which has primary jurisdiction over
broadband Internet access service companies—the phone and cable com-
panies that supply the majority of high-speed Internet connections—issued
privacy rules for Internet service providers (ISPs) that classify important cat-
egories of information as “sensitive,” including mobile apps, search engines,
and health data, requiring prior consent (opt-in) before these data could be
gathered for commercial purposes.” However, in February 2017, Congress
passed a law that eliminated these new rules before they took effect.”

In the absence of a strong regulatory framework, consumers have been
forced to rely on industry self-regulation. Trade groups and industry-
supported nonprofits have developed a number of guidelines, codes of con-
duct, principles, and best practices for addressing privacy and marketing in
digital media. Taken together, these various programs offer a patchwork of
competing and sometimes overlapping approaches. All rely on the prevailing
notice-and-choice model, claiming to give individuals control over their own
personal data, and assuring them that data-collection practices are primarily
intended to enhance the consumer experience in a privacy-friendly man-
ner. However, most of the guidelines employ vague and complex language
that does not accurately describe either the actual commercial operations or
their impacts. Terminology such as “interest-based advertising,” for example,
obscures the nature and extent of data collection, analysis, and personal-
ized targeting that these techniques actually entail. While some guidelines
acknowledge that sensitive data should be better protected or respected, that
concept is either poorly defined or limited to very narrow categories of infor-
mation. Little is said about how consumer information may be combined
with other data—including those involving finances, health concerns, race/
ethnicity, and location—or how data profiles can be used to track and target
consumers for advertising on various platforms.

o1. Federal Communications Commission, “FCC Adopts Broadband Consumer Privacy
Rules.”
92. Lohr.
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While some of the current and proposed self-regulatory programs offer
responsible business practices for the health wearables marketplace, their
biggest weakness is that they do not provide any meaningful system of
independent accountability. The mechanisms that are in place for oversight
and enforcement are primarily conducted by the trade groups themselves,
their partners, or individual companies.” Though both the major digital
advertising trade groups, Digital Advertising Alliance (DAA) and Network
Advertising Initiative (NAI), have programs for monitoring and enforc-
ing their respective codes of conduct, neither appears to engage in com-
prehensive or systematic oversight. For example, the DAA’s enforcement
organization, operated by its partner, the Better Business Bureau, recently
reprimanded one of these companies operating a mobile health app, requir-
ing it to make changes in its privacy policy, including real-time notice of
data collection and an opportunity for users to opt out. But even with the
addition of these enhanced forms of notice and choice, consumers would
need to know much more about how a given health app really works (e.g.,
including whether it uses sponsored content from health companies) to be
able to exercise an informed decision under the DAA process.*

Most of the industry guidelines, moreover, have been carefully written in
ways that do not challenge many of the prevailing (and problematic) busi-
ness practices employed by their own members, including real-time data
analysis and targeting, machine learning and predictive analytics, look-
alike modeling, scoring, and loyalty programs such as e-coupons. Thus,
while self-regulation may have succeeded in thwarting efforts to institute
government regulations, it has failed to provide effective consumer privacy
protections, and for that reason has been strongly criticized by consumer
and privacy advocates.”

Developing Twenty-First-Century Big-Data Safeguards
In the wake of the recent election, the United States is enmeshed in a

major public debate over the future of its healthcare system. The ACA
is very likely to undergo significant transformation, with millions of

93. Digital Advertising Alliance; Davis, “NAI Issues Privacy Guidelines”; Davis, “BBB Warns
Publishers.”

94. Davis, “Aetna and Sega Violated”; Advertising Self-Regulation Council.

95. Gellman and Dixon; Hoofnagle; Center for Digital Democracy, “U.S. Online Data Trade
Groups.”
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Americans facing the prospect of losing their health insurance or having
their coverage severely cut. Depending on the outcome of the current pol-
icy process, personal digital devices may play an important role in efforts
to reduce healthcare spending. However, as this article documents, these
technologies hold both promise and peril. In the absence of adequate safe-
guards, consumers and patients could face serious risks to their privacy and
security, and also be subjected to discrimination and other harms.

Recent surveys have already documented a growing frustration, mis-
trust, and cynicism among the public about the pervasive data collection
in their digital lives. While the online industry argues that consumers
have willingly accepted the need to give up their personal information in
exchange for participation in digital culture, independent research suggests
otherwise. As a 2015 survey by the University of Pennsylvania’s Annenberg
School for Communication found, “Contrary to the claim that a majority
of Americans consent to discounts because the commercial benefits are
worth the costs, our study suggests a new explanation for what has thus
far been misconstrued as ‘tradeoff’ behavior in the digital world: a large
pool of Americans feel resigned to the inevitability of surveillance and the
power of marketers to harvest their data.”® These public sentiments are
echoed in a report released by the US National Telecommunications and
Information Administration (NTIA), finding that “Americans are increas-
ingly concerned about online security and privacy at a time when data
breaches, cybersecurity incidents, and controversies over the privacy of
online services have become more prominent. These concerns are prompt-
ing some Americans to limit their online activity.”?”

But it will be increasingly difficult to “opt out” of using fitness devices
or mobile health apps, especially as they become further integrated into
the ways that people engage with medical practitioners, employers, hos-
pitals, and other institutions. Even as their interactions with these digital
tools become normalized and routine, individuals will not know the full
nature and extent of the data collected, how they are used, and to whom
that information flows. Industry plans for harnessing wearables and other
connected devices for advertising purposes also raise the specter of a flood
of ubiquitous, intrusive, and manipulative marketing techniques—often
woven seamlessly into information and entertainment content across our
digital devices and screens—that will be impossible to escape.

96. Turow and Draper.
97. Goldberg.
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The digital environment and our online lifestyles have created a highly
permeable system in which traditional concepts of medical, health, and
wellness information are now much less distinct.”® Because regulation is so
fragmented and insufficient, there is an urgent need for a much broader
policy framework to protect health privacy. Many experts in the consumer,
privacy, professional, and academic communities have highlighted the need
for industry and government alike to develop new approaches to the protec-
tion of personal health information in the Big-Data era.”” But it is impossible
to address the health and fitness wearables market without considering the
need for a more expansive approach to digital and online media in general.
Thus, our approach is to identify the key principles and critical issues that
need to be considered in developing effective privacy, equity, and consumer
protections for the emerging digital health marketplace:

Redefining “Protected Data”

Both regulatory agencies and industry self-regulatory organizations classify
certain kinds of information as “sensitive,” and thus deserving of greater
privacy protection.’”® While personal health information should clearly be

98. Except for our brief overview of existing health regulations in the preceding section, we
do not attempt to delve deeply into the details of specific laws and rules in the medical sector.
Many of our colleagues in the privacy, health advocacy, patient rights, and civil liberties com-
munities have much more expertise in these areas than we do, and they have put a great deal
thought and effort into how patient and health privacy should be protected in response to the
challenges presented by technological change. Our intention here is to build on this import-
ant work. The nonprofit Patient Privacy Rights organization, working with the Partnership for
Patient Privacy, Microsoft, and a health consulting firm, has developed a Patient Privacy Rights
Framework that includes a set of privacy principles, as well as 75 “auditable criteria” that can
measure the effectiveness of privacy protection on websites, mobile apps, and electronic records
systems. Patient Privacy Rights Foundation. See also Electronic Frontier Foundation; World
Privacy Forum, “Health Privacy”; Privacy Rights Clearinghouse, “Fact Sheet 8a”; Electronic
Privacy Information Center, “Medical Record Privacy”; Center for Democracy & Technology,
“Health Privacy”; Consumers Union.

99. See, for example, Terry, “Protecting Patient Privacy in the Age of Big Data’; Terry,
“Health Privacy is Difficult but Not Impossible in a Post-HIPAA Data-Driven World.” See
also Kayyali et al.; European Data Protection Supervisor; Center for Democracy & Technology,
“Health Big Data”; Electronic Frontier Foundation; World Privacy Forum, “New WPF Report.”

100. Federal Trade Commission, “Protecting Consumer Privacy.” For example, the Network
Advertising Initiative (NAI), in its 2013 Code of Conduct, has created a list of “sensitive health
data,” which includes cancer, mental-health-related conditions, and sexually transmitted dis-
eases, while identifying as nonsensitive such conditions as acne, high blood pressure, and choles-
terol management. Network Advertising Initiative, “The NAI Code of Conduct.”
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considered sensitive, it is important to understand that in the Big-Data
era, no single piece of data or category of information can easily be isolated
for special handling. We need to think of the system more holistically, as
the aggregation of many “data points” about an individual, across multi-
ple platforms and digital devices, online and off, that reveals important
and “actionable” insights about a person’s health.” Companies that oper-
ate health devices and apps gather a great deal of personal information
about consumers that extends far beyond a set of narrowly defined, spe-
cific health or wellness data points. This can include one’s race, ethnic-
ity, gender, income, or sexual orientation, as well as continuous tracking
of an individual’s spending activities, geolocation movements, and social
interactions. Device companies can obtain further information about their
customers from data brokers and other sources. As a consequence, these
new health and wellness tools can create rich and highly valuable personal
health profiles that marry daily monitoring of biometric functions, phys-
ical activity, and other health data with a spectrum of additional infor-
mation about an individual’s attributes and behaviors. So, for example, a
device or mobile app that tracks physical activity would be able to know
many things about the consumer who uses it, such as the fact that she is a
diabetic Hispanic woman living in a poor part of the city, that she shops at
Walmart for her food, that she frequently buys high-calorie chips, cookies,
and other unhealthy foods, and that her exercise patterns are inconsistent
and erratic.

Restricted categories of so-called personally identifiable information
(PII) are equally problematic and outmoded in today’s digital marketing
environment. Commonly employed Big-Data techniques have rendered
such definitions meaningless, creating a myriad of ways to identify and
target individuals without ever needing the person’s name, e-mail address,

1o1. The following illustrations from a European Union policy paper show how a variety of
seemingly innocuous information can yield detailed and rich health profiles about individu-
als. These could include, for example, “information such as the fact that a woman has broken
her leg . . . is wearing glasses or contact lenses . . . or about a person’s intellectual and emotional
capacity (such as IQ), information about smoking and drinking habits, data on allergies dis-
closed to private entities (such as airlines) or to public bodies (such as schools); data on health
conditions to be used in emergency (for example information that a child taking part in a sum-
mer camp or similar event suffers from asthma), membership in patient support group or Weight
Watchers or alcoholics anonymous.” Article 29 Working Party.
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or other traditional identifying information.”* De-identification and ano-
nymization, though endorsed by regulators, are only partial solutions.”
As scholars Solon Barocas and Helen Nissenbaum have explained, “even
where strong guarantees of anonymity can be achieved, common applica-
tions of big data undermine the values that anonymity traditionally had
protected. In cases where people may not technically be considered ‘iden-
tifiable,” they are still ‘reachable.”+

Meaningful Transparency

Effective transparency is consistent with longstanding privacy princi-
ples.’”> However, based on our own analysis of the privacy policies posted
by several leading companies in the wearables market, current disclosure
practices fail to explain the full spectrum of data collection, sharing, and
marketing techniques employed on these devices, leaving a great deal of
room for improvement.”® Transparency needs to go beyond corporate pri-
vacy policies and terms of service. The pervasive use of algorithms in many
sectors of our society—including social media, marketing, science, and

102. These include “persistent identifiers” and other online tracking devices that follow an
individual’s movements; facial-recognition technologies that enable the identification of indi-
viduals through online photos (including those posted by friends); and “lookalike modeling.”
Because only a small number of people are needed to make highly accurate and predictable
inferences about a much larger group, Nissenbaum and Barocas refer to this practice as the
“tyranny of the minority,” whereby “the volunteered information of the few can unlock the same
information about the many.” Barocas and Nissenbaum, “Big Data’s End Run.” In October, the
European Court of Justice decided that IP addresses were to be considered as personal informa-
tion. Mitchell.

103. The FTC’s Internet of Things report suggested a number of best practices for the
de-identification of data, including the US Department of Health and Human Service regula-
tions requiring HIPAA-covered entities either to remove certain identifiers, such as date of birth
and five-digit ZIP code, from protected health information, or having an expert determine that
the risk of re-identification is “very small.” Federal Trade Commission, “Internet of Things—
Privacy, 53—s54.

104. Barocas and Nissenbaum, “Big Data’s End Run,” 45.

105. Organization for Economic Cooperation and Development.

106. A few companies appear to offer stronger safeguards than others. We note, for example,
that Apple’s strong approach to consumer privacy sets it apart from most of the other players in
the market. Its privacy policy promises that a user’s data will be kept on her mobile phone, Apple
Watch, or other device, making it impossible for outsiders to access the information. However,
overall the privacy policies in this sector display many of the same kinds of problems that schol-
ars have documented in other parts of the digital media marketplace. See also “Privacy Rights
Clearinghouse Releases Study”. See also Forbrukerradet.
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government—has triggered rising concern about how these “black box”
operations can negatively impact individuals, communities, and groups.’”
To address this problem, leading public interest organizations and scholars

108

are calling for “algorithmic transparency.

Beyond “Privacy Self-management”

The prevailing model of notice and choice—which has been embraced by
both government regulators and industry—operates on the assumption
that an individual will review the disclosures in a company’s privacy policy,
evaluate the pros and cons, and, if agreeing to the transaction, accept the
terms of the data-processing arrangement.” However, a growing body of
research by privacy scholars and data-protection experts has determined
that such traditional privacy mechanisms—even when using an “opt-in”
model and updated and adapted as “just-in-time” notices or mobile app
consent tools—are increasingly inadequate in today’s Big-Data digital
marketplace.” Even if disclosures could be simplified, there are so many
occasions for individuals to provide consent that it is practically impossible
for anyone to handle the deluge of decision points.™

Such expectations of “privacy self-management” are at odds with
contemporary Big-Data practices.” Legal scholar Frank Pasquale cau-
tions against viewing consumer “control” as a “be-all, end-all solution
to health privacy matters.” Although he is writing mainly about patient
privacy in the medical context, his point applies equally to all aspects of
the connected-health and digital wearables marketplace, where it is vir-
tually impossible for individuals to manage the complexities of data col-
lection and use of their own health information. As Pasquale explains,
many patients “either can’t be responsible (or don’t want to be responsi-
ble) for exercising control over health data. Paradoxically, the sickest, most

107. Pasquale, 7he Black Box Society.

108. See, for example, Electronic Privacy Information Center.

109. As Robert Gellman points out, while notice and choice is sometimes presented by US
federal agencies and industry trade associations as an implementation of the Fair Information
Practices, it “clearly falls well short of FIPs standards.” Gellman, “Fair Information Practices: A
Basic History.”

110. Barocas and Nissenbaum, “On Notice: The Trouble with Notice and Consent”; Sloan
and Warner, 370—414.

11. See, for example, Solove, 1880—903.

2. Solove; Mantelero, 238—ss.
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vulnerable persons may be the ones with the most data to manage—and
the least time or energy to take on this oft-neoliberal concept of iden-
tity management.” Therefore, “any aggressive promotion of the Control
Solution must be complemented with ongoing, equally aggressive efforts

»1r3

to outlaw or otherwise reduce problematic uses of health data.
Assessing Benefits and Risks of Data Uses

Policy makers should consider establishing more effective ways to assess
both the benefits and risks of data use—not only to individuals, but also to
groups and the larger society. Data-technology practices should be required
to undergo some form of risk-impact assessment before they are put in
place.”* While industry self-regulatory organizations can play a role in this
process of risk-impact assessment, risk/benefit analysis, and the establish-
ment of acceptable data-use categories and risk levels, they should not be
the sole arbiters of decision-making in any of these areas.” To ensure ade-
quate transparency, accountability, and enforceability, all of these processes
should be conducted by third-party entities, with the involvement of inde-
pendent consumer and privacy organizations, and under the supervision
of regulators. The results of these analyses should be made available to the
public in an accessible, consumer-friendly format comparable to nutrition
labels and illuminating how certain uses of personal health data, while
offering a number of benefits, might also create additional risks to individ-
uals or groups.

Regulating Digital Pharmaceutical and Health Marketing
The marketing and advertising techniques emerging in the health and

wearables arena call for an ethical and policy agenda that will ensure fair
practices. Safeguards are needed so that personal health information is

113. Pasquale, “Redescribing Health Privacy,” 95-128.

114. “While often hidden, the common attributes of the group can emerge during this process
and so this impact assessment process provides the opportunity to identify the stakeholders
who should be involved in the assessment process as a means to give voice to those collective
interests.” Mantelero.

115. Insights from other impact-assessment methods, for example, from environmental impact
assessments, could be applied and further developed over time. For example, low-risk, routine
practices would not require deeper analysis; whereas high-risk, novel practices with impacts dif-
ficult to assess would require deeper review approaches.
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not used for marketing purposes that are unfair, deceptive, manipulative,
or discriminatory. The practices documented in this report include
a range of techniques that need to be investigated, such as condition
targeting, programmatic marketing, scoring, and look-alike modeling,
along with a range of location-based targeting applications, as well as
in-store and digital outdoor marketing. Many of these practices operate
under the radar of consumer knowledge or perception, making them
difficult to discern or resist. Digital media, mobile, and wearable tech-
nologies have ushered in an entirely new generation of DTC pharma-
ceutical marketing, taking advantage of rich consumer data and profiles
harvested from numerous sources to target individuals with personalized
messages. Policy makers need to assess the adequacy of current adver-
tising regulations in addressing the Big-Data marketing techniques not
only of pharmaceutical companies, but also of a range of other players
in the health and medical industry. Today’s digital practices have out-
paced federal safeguards, demanding much more proactive research on
contemporary market trends, closer scrutiny of emerging practices, and
effective rules for addressing a range of problematic techniques. Of par-
ticular concern are techniques that enable discrimination on the basis of
data related to ethnicity, gender, sexual orientation, age, community, or
medical condition.

Ensuring Fairness and Equity in Health Technology

Communities of color have long been subjected to disproportionate
degrees of government surveillance and commercial mistreatment. As
efforts are undertaken to promote new technologies and services to under-
served communities, we will need to ensure that public policies and indus-
try practices are put in place to guarantee fair and equitable treatment.
The hidden algorithms, data-management systems, and profiling opera-
tions that are a central part of the Big-Data engine should not be allowed
to foster processes that discriminate according to race, gender, medical
condition, or socioeconomic status."® A growing movement is underway
among civil rights organizations and others to prevent the growth of a
new generation of discriminatory practices.”” We also need to ensure that
programs for providing access to health technology for low-income groups

116. Mittelstadt and Floridi, 303—41; Dwork and Mulligan.
117. Cyril; Georgetown Law Center on Privacy and Technology; The Leadership Conference.
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do not require people to give up their data in exchange for discounts to
products and services. Such “pay-for-privacy” practices could create a new
“privacy divide,” mirroring the digital divide that has attracted widespread

attention since the 1990s.™

Strengthening Public Interest and Nonprofit Participation

Consumer, privacy, civil liberties, and civil rights groups should play a
more proactive and collaborative role in the policy process. We propose the
creation of a Public Interest Connected-Health Task Force, supported by
foundations, to bring together the expertise of a wide spectrum of organi-
zations committed to privacy, consumer protection, and equity in the Big-
Data era, including those groups committed to the goal of “data justice.”?
Such an initiative would require sufficient resources to enable the entity to
undertake a number of important tasks, including analyzing new develop-
ments, developing public policy and self-regulatory proposals, conducting
outreach to other key stakeholders, and engaging in constructive dialogue
with industry and government officials. This task force could also help
ensure that nonprofits are better represented on government advisory
boards, multi-stakeholder initiatives, and rulemaking proceedings at fed-
eral agencies.

Promoting Public Education

Consumer and civil rights organizations should also be encouraged to
inform their constituencies and the public at large about the issues raised
by digital technologies in the connected-health marketplace. The conver-
sation needs to be taken outside of the DC beltway, engaging people at the
state and local levels in discussions that broaden the debate beyond its nar-
row technical and policy focus. For example, the benefits of Big Data are
often framed around efficiency, freedom, innovation, competitiveness, and
profitability. While these are important goals, they sometimes overshadow
consideration of other equally important values—such as equality, fair-
ness, diversity, community, and dignity—that must also be addressed as we
assess the benefits and risks of Big Data’s impact on the connected-health
system.

118. Solove; Jerome.
119. Data Justice.
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Developing a Collaborative and Cross-Cutting Research Agenda

As the forces of Big Data and digital technology continue to transform the
health system, ongoing research will be necessary in order to inform policy
makers, health professionals, and the public. Representatives from aca-
demic institutions, civil society, and philanthropy should work together to
develop a comprehensive, interdisciplinary research agenda drawing from
the expertise in a wide spectrum of fields. For example, studies should be
commissioned to map, analyze, and assess data operations and business
operations across the connected-health landscape, and to evaluate the costs
and benefits of such practices, including their potential consequences for
particular communities and populations. Because this market is in a fluid
stage of innovation and growth, it is urgent to institute clear policies that
will guarantee that the benefits to individuals and the larger society are
maximized while the risks are minimized. Finally, we have both an unprec-
edented opportunity and a moral obligation to broaden our national con-
versation around the goal of establishing a “Culture of Health,” where
“good health and well-being flourish across geographic, demographic, and
social sectors,” and “everyone has the opportunity to make choices that

lead to healthy lifestyles.”°
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