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Disclaimers and Disclosures
• I am an attorney, but I am not your attorney. 

• This presentation does not create an attorney-client relationship.

• The content of this presentation is not legal advice. 
• The information presented is intended exclusively for general educational 

purposes. If you have specific questions, it is appropriate to consult an 
attorney in your jurisdiction. 

• The information is provided “as is.”
• Laws vary across jurisdictions and change over time. There are no 

guarantees or warranties that content is complete, accurate, up-to-date, etc. 

• The views expressed are my own. 
• The views expressed in this presentation do not represent those of my 

current or former employers, clients, funding agencies, or colleagues.

• I have relevant financial interests.
• My ELSI research is funded in part by NHGRI Grant No. R00HG006446 

and in part by Geisinger. 
• I have a private law practice.
• Unrelated to this presentation and my research, I have significant financial 

interests in KTFG Real Estate.
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Relevant History
1914 Federal Trade Commission Act

1938 Wheeler-Lea Amendments

1972 FTC v. Sperry & Hutchinson

1973 Trans-Alaska Pipeline Act

1975 Magnuson-Moss Warranty – Federal Trade Commission Improvements Act

1976 Hart-Scott-Rodino Antitrust Improvements Act of 1976

1976 Spiegel v. FTC

1980 Federal Trade Commission Improvements Act of 1980

1995 First FTC workshop on internet consumer protection

2006 Division of Privacy & Identity (DPIP) launched in BCP

2012 Mobile Technology Unit (MTU) launched

2015 Office of Technology Research and Investigation (OTech) launched



FTC Structure

Bureau of 
Competition

Bureau of 
Economics

Bureau of 
Consumer 
Protection

• Advertising Practices
• Consumer & Business Education
• Consumer Response & Operations
• Enforcement

• Financial Practices
• Litigation Technology & Analysis
• Marketing Practices
• Privacy & Identity Protection

8 Divisions:

Overseen by Senate & House
• Commerce Committees
• Appropriations Committees
• Judiciary Committees
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FTC Commissioners

• Serve staggered 7-year terms
• Presidential appointment and Senate confirmation
• Can only be removed for cause
• Packing is forbidden (maximum of 3 per political party)
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FTC Key Features

• According to Hoofnagle, 
these needs make FTC 
uniquely suited to regulate 
privacy:
oExpertise
oCertainty
oFlexibility
oQuick, Preventative Action
oCompromise

• Because mission is 
preventative

• Neither actual harm nor 
specific intent to defraud 
is required by §5

• Selective enforcement is 
possible

• May take action against 
acts legal under a state’s 
law

• Lack “aiding & abetting” 
authority and generally 
lack civil penalty authority.



FTC Scope & Powers

• More than 70 statutes
o Federal Trade Commission 

Act
o Clayton Act
o COPPA
o HITECH Ac

o “A shape-shifting agency” 
(Hoofnagle)
o Adjudications
o Rulemaking
o Investigations
o Prosecutions

• Under the FTC Act
o “prevent unfair methods of 

competition and unfair or deceptive 
acts or practices in or affecting 
commerce” 

o “seek monetary redress and other 
relief for conduct injurious to 
consumers”

o “prescribe rules defining with 
specificity acts or practices that are 
unfair or deceptive, and establishing 
requirements designed to prevent 
such acts or practices” 

o “gather and compile information and 
conduct investigations relating to the 
organization, business, practices, and 
management of entities engaged in 
commerce” 

o “make reports and legislative 
recommendations to Congress and 
the public.” 



Competition

Licensed Image



Unfairness

Licensed Image



Deceptive

Licensed Image



Substantiated

Licensed Image



2010 2012 2013

20162014 2015 2016



https://www.ftc.gov/tips-
advice/business-
center/guidance/mobile-
health-apps-interactive-tool



FTC Mobile Health App 
Enforcement Actions

• 2011 – AcneApp and Acne Pwner (5-0)
• 2015 – Mole Detective and MelApp (4-1)
• 2016 – Lumosity (4-0)
• 2016 – Ultimeyes (4-0)
• 2016 – IBP App (Aura Labs) (3-0)
• 2017 – Breathometer (3-0)
• 2017 – Pact App (2-0)



“Smartphones 
make our lives easier in 
countless ways, 
but unfortunately 
when it comes to curing 
acne, there’s no app for 
that.” 

Former FTC Chairman Jon Leibowitz
September 8, 2011



Left image: https://www.ftc.gov/sites/default/files/documents/cases/2011/10/110908acneexhibit.pdf   page 1 of 6
Right right: https://www.ftc.gov/sites/default/files/documents/cases/2011/09/110908dermappsexhibit.pdf   page 1 of 9



“Truth in advertising laws apply 
in the mobile marketplace... 
App developers and marketers 
must have scientific evidence 
to support any health or 
disease claims that they make 
for their apps.”

Jessica Rich, Director 
FTC Bureau of Consumer Protection

February 23, 2015



Left Image: https://www.pcworld.idg.com.au/article/581909/seller-melanoma-detection-apps-settles-ftc-complaint/
Right image: https://www.ftc.gov/system/files/documents/cases/complaint_exhibits_a-c.pdf pg. 4 of 7



These matters are another example of the 
Commission using an unduly expansive 
interpretation of advertising claims to justify 
imposing an inappropriately high 
substantiation requirement on a relatively 
safe product...Because I fear this course of 
action will inhibit the development of 
beneficial products and chill the 
dissemination of useful health information to 
consumers, I dissent.

https://www.ftc.gov/system/files/documents/public_statements/626051/150223moledetectivemkodiss-stmt.pdf

Commissioner Maureen K. Ohlhausen
Dissenting Statement, February 23, 2015



“Technologies such as health-related 
mobile apps have the potential to 
provide tremendous conveniences 
and benefits to consumers. 
However, the same rules of the 
road apply to all media and 
technologies – advertisers must 
have substantiation to back up their 
claims.”

Chairwoman Ramirez, Commissioner Brill, and 
Commissioner McSweeny

February 23, 2015

https://www.ftc.gov/system/files/documents/public_statements/626041/150223moledetectiveerjbtmstmt.pdf



“Lumosity preyed on 
consumers’ fears about 
age-related cognitive 
decline, suggesting their 
games could stave off 
memory loss, dementia, 
and even Alzheimer’s 
disease,” said Jessica 
Rich, Director of the 
FTC’s Bureau of 
Consumer Protection. 
“But Lumosity simply did 
not have the science to 
back up its ads.”

Image: https://www.ftc.gov/news-events/press-releases/2016/01/lumosity-pay-2-million-settle-ftc-deceptive-advertising-charges



“...Section 5 of the FTC Act requires that advertisers 
have a reasonable basis to support their express 
and implied advertising claims before they are 
disseminated to ensure that such claims are 
truthful and non-deceptive. Advertisers must also 
have rigorous, scientific support to substantiate 
claims for products that purport to prevent or treat 
health or disease-related conditions. Because 
claims that indicate scientific support can easily 
imply to consumers greater health benefits than are 
actually the case, companies marketing brain 
training products should carefully evaluate their 
advertising to make sure consumers do not take 
away a stronger efficacy message than 
scientific evidence supports.”

https://www.ftc.gov/system/files/documents/public_statements/903353/160104lumositystatement.pdf

Commissioner Brill, concurring
January 4, 2016



Top image: https://www.ftc.gov/news-events/press-releases/2015/09/ftc-charges-marketers-vision-improvement-app-deceptive-claims
Bottom image: https://consumerist.com/2015/09/17/feds-say-vision-improvement-app-not-backed-by-science/



Images: https://www.ftc.gov/news-events/blogs/business-blog/2016/12/app-developer-under-pressure-deceptive-health-claims

“While the 
Commission 
encourages the 
development of 
new technologies, 
health-related 
claims should not 
go beyond the 
scientific evidence 
available to 
support them.”



Image: http://www.mobihealthnews.com/content/ftc-shark-tank-star-breathometer-must-offer-full-refunds-inaccurate-smartphone-
breathalyzer



Left image: https://www.ftc.gov/news-events/press-releases/2017/09/mobile-app-settles-ftc-allegations-it-failed-deliver-promised
Right image: https://www.ftc.gov/system/files/documents/cases/1523010pactcomplaint.pdf   page 8



Unfairness and Data Privacy 
and Security
• FTC v Wyndham 

• “This settlement marks the end of a significant case 
in the FTC’s efforts to protect consumers from the 
harm caused by unreasonable data security,” said 
FTC Chairwoman Edith Ramirez. “Not only will it 
provide important protection to consumers, but the 
court rulings in the case have affirmed the vital role 
the FTC plays in this important area.”

• Upheld in 799 F.3d 236 (3d Cir. 2015)

• In re LabMd

30



Respondent’s Brief
LabMD v. FTC



Recommendations for 
ELSI Research
• Support the FTC’s ability to function in the areas in which it is 

most vulnerable to political attack (i.e., those of common law 
failures and market failures)

• Identify ways in which to optimize inter-agency memoranda of 
understanding (e.g., FDA, FCC)

• Contribute empirical scholarship that could be used by the FTC 
to assess an industry’s ability to self-regulate

• Help the agency establish workable contours for fairness
• Articulate an appropriate privacy framework (e.g., privacy as 

control, contextual integrity, privacy as autonomy) and non-
economic injuries that are “substantial”

• Illuminate the dynamics between extensive substantiation 
requirements and a desire for transparency/informed 
consumers in order to develop heuristics the FTC could apply. 


