Gelisinger

FTC Regulation of
Mobile Health Apps

Jennifer K. Wagner, JD, PhD

Associate Director of Bioethics Research
Assistant Professor, Center for Translational Bioethics & Health Care Policy
Email: jwagner1@geisinger.edu
Twitter: @DNAlawyer



Disclaimers and Disclosures

* | am an attorney, but | am not your attorney.
» This presentation does not create an attorney-client relationship.

* The content of this presentation is not legal advice.

» The information presented is intended exclusively for general educational
purposes. If you have specific questions, it is appropriate to consult an
attorney in your jurisdiction.

* The information is provided “as is.”
« Laws vary across jurisdictions and change over time. There are no
guarantees or warranties that content is complete, accurate, up-to-date, etc.
* The views expressed are my own.
» The views expressed in this presentation do not represent those of my
current or former employers, clients, funding agencies, or colleagues.

| have relevant financial interests.

* My ELSI research is funded in part by NHGRI Grant No. ROOHG006446
and in part by Geisinger.

* | have a private law practice.

» Unrelated to this presentation and my research, | have significant financial
interests in KTFG Real Estate.
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Relevant History

1914
1938
1972
1973
1975
1976
1976
1980
1995
2006
2012
2015

Federal Trade Commission Act

Wheeler-Lea Amendments

FTC v. Sperry & Hutchinson

Trans-Alaska Pipeline Act

Magnuson-Moss Warranty — Federal Trade Commission Improvements Act
Hart-Scott-Rodino Antitrust Improvements Act of 1976
Spiegel v. FTC

Federal Trade Commission Improvements Act of 1980
First FTC workshop on internet consumer protection
Division of Privacy & ldentity (DPIP) launched in BCP
Mobile Technology Unit (MTU) launched

Office of Technology Research and Investigation (OTech) launched




Overseen by Senate & House
« Commerce Committees

FTC Structure L Dbticiory Commitogs

Bureau of

Bureau of

Bureau of
Competition

Consumer
Protection

Economics

8 Divisions:

« Advertising Practices « Financial Practices

« Consumer & Business Education -« Litigation Technology & Analysis
« Consumer Response & Operations « Marketing Practices

« Enforcement * Privacy & ldentity Protection



FTC Structure

FTC Commissioners

Edith Julie Maureen Terrell Joshua
Ramirez Brill Ohlhausen McSweeny Wright

Serve staggered 7-year terms

Presidential appointment and Senate confirmation
Can only be removed for cause

Packing is forbidden (maximum of 3 per political party)




FTC Structure
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FTC Key Features

» According to Hoofnagle, * Because mission is
these needs make FTC preventative

- - * Neither actual harm nor
uniquely suited to regulate specific intent to defraud

privacy. is required by §5
o Expertise - Selective enforcement is
o Certainty possible
o Flexibility - May take action against
. . . acts legal under a state’s
o Quick, Preventative Action law
o Compromise « Lack “aiding & abetting”

authority and generally
lack civil penalty authority.



FTC Scope & Powers

 More than 70 statutes

o Federal Trade Commission
Act

o Clayton Act
o COPPA
o HITECH Ac

o “A shape-shifting agency”
(Hoofnagle)
o Adjudications
o Rulemaking
o Investigations
o Prosecutions

 Under the FTC Act

o “prevent unfair methods of

competition and unfair or deceptive
acts or practices in or affecting
commerce

“seek monetary redress and other
relief for conduct injurious to
consumers

“prescribe rules defining with
specificity acts or practices that are
unfair or deceptive, and establishing
requirements designed to prevent
such acts or practices”

“gather and compile information and
conduct investigations relating to the
organization, business, practices, and
management of entities engaged in
commerce

“make reports and legislative
recommendations to Congress and
the public.”



Competition
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Unfairness
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Deceptive
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Substantiated
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5%, Protecting Consumer
9 L,.' Privacy in an Era
F. of Rapid Change

A PROPOSED FRAMEWORK FOR
BUSINESSES AND POLICYMAKERS

PRELIMINARY FTC STAFF REPORT

FEDERAL TRADE COMMISSION | DECEMBER 2010

2010

CAREFUL
CONNECTIONS

Building Security in the
Internet of Things

DATA
BROKERS

A Call for Transparency and Accountability

Federal Trade Commission

2014

‘v,,.. Protecting Consumer
g ( Privacy in an Era
.‘% of Rapid Change

RECOMMENDATIONS FOR
BUSINESSES AND POLICYMAKERS

FTC REPORT

FEDERAL TRADE COMMISSION | MARCH 2012

2012

Issues Facing Platforms, Participants

& Regulators

Federal Trade Commission | business.ficgov

2015

The 2 geing
Economy

AN FTC STAFF REPORT

Federal Trade Commission
November 2016

2016

Mobile Privacy Disclosures
Building Trust Through Transparency

FTC Staff Report | February 2013

2013

BIG |DATA

A Tool for
Inclusion or Exclusion?

UNDERSTANDING THE ISSUES

FTC REPORT




Contact | Stay Connected | Privacy Policy | FTC en espaiiol

FEDERAL TRADE COMMISSION

PROTECTING AMERICA’S CONSUMERS EN

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE 1 WOULD LIKE TO...

Home » Office of Technology Research and Investigation

Office of Technology Research and Investigation

The Office of Technology Research and Investigation (OTech) is located at the intersection of consumer protection Y
and new technologies. As a trusted source for research and information on technology’s impact on consumers, the
Office conducts independent studies, evaluates new marketing practices, and provides guidance to consumers,
businesses and policy makers. It also assists the FTC’s consumer protection investigators and attorneys by
providing technical expertise, investigative assistance, and training. The Office is housed in the Bureau of
Consumer Protection and its work supports all facets of the FTC’s consumer protection mission, including issues
related to privacy, data security, connected cars, smart homes, algorithmic transparency, emerging payment
methods, fraud, big data, and the Internet of Things.

For additional technology-related content, please visit the Tech@FTC blog.

Help protect consumers through h. The FTC wels res

Please note that the FTC does not offer compensation of any kind Home » Tips & Advice » Business Center » Guidance » Mobile Health Apps Interactive Tool
your research reveals a security vulnerability or otherwise containg

research to the FTC, please contact Dan Salsburg, Chief Counsel

Mobile Health Apps Interactive Tool

Developing a mobile health app?

Find out which federal laws you need to follow.

Produced in cooperation with the U.S. Department of Health & Human Services (HHS): the Office of the National Coordinator
for Health Information Technology (ONC), the Office for Civil Rights (OCR), and the Food and Drug Administration (FDA)

e Offce o e Hat R :‘:Y\ : I S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

sy OFFICEFORCVILRIGHTS  [FIDYA
TAGS: Advertising and Marketing | Health Claims | Privacy and Security | Consumer Privacy | Data Security | Tech | Health Care

h ttpS ://WWW_ ftC . g OV/ti pS— You're developing a health app for mobile devices and you want to know which federal laws apply. Check out this interactive tool.

advice/business-

center/guidance/mobile- * Whet Ar the Laws?

* Which Laws Apply to My Mobile Heath App?

health-apps-interactive-tool + Glossary



FTC Mobile Health App
Enforcement Actions

« 2071
« 2071
« 2071
« 2071
« 2071
« 2071
« 2071

1 — AcneApp and Acnhe Pwner
5 — Mole Detective and MelApp
6 — Lumosity

6 — Ultimeyes

BP App (Aura Labs)

[/ — Breathometer

[/ — Pact App




“Smartphones

make our lives easier Iin
countless ways,

but unfortunately

when it comes to curing
acne, there’s no app for
that.”

Former FTC Chairman Jon Leibowitz
September 8, 2011
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Acne Pwner US$0.99
© Andrew Finkel Ao A

Comments

, o New York Times:
Kill ACNE with this simple, yet December 30,2009 “Better Skin 1o the Touch?” —
powerful tool! Camille Sweenay

. Houston dermalologist has bypassed the
"Light exposure has long been used hand-held gadget and tried 1o hamess the power of

in-office acne treatments in a more familiar form:

as a short term treatment for acne. ine Phone or IPod Touch ®

Recently, visible light has been

successfully employed to treat mild FOX Nows:

to moderate acne." January 12, 2009 “Can iPhone Application Treat
Your Acne?" -Ned Hibberd

Blue frequency (Bacteria) "..80lf estoom emergency? These flashing lights

Red frequency (Healing) ey 08 BN Sanason.

Amber frequency (Repair) INEW!
iTunes REVIEWS

Keys:ZIT SKIN HEALTH SEX EASY FUN + "This app Is probably the best thing ever to

LU LAGE

Buy

Left image: https://www.ftc.gov/sites/default/files/documents/cases/2011/10/110908acneexhibit.pdf page 1 of 6
Right right: https://www.ftc.gov/sites/default/files/documents/cases/2011/09/110908dermappsexhibit.pdf page 1 of 9



“Truth in advertising laws apply
in the mobile marketplace...

App developers and marketers
must have scientific evidence
to support any health or
disease claims that they make

for their apps.”

Jessica Rich, Director

FTC Bureau of Consumer Protection
February 23, 2015



iPod = 11:08 PM -l

Mole Detective

Mole
De/téctive"“

Melanoma Risk Analysis

Get Started! for educational purposes
\\

Copyright & 2011 Health Discovery Corporation
Watch Intro Video Al rights reserved worldwide

Thizs App may be covered by one or more patents indeding U5,
Fule il 7,737,207, Acdivos U0, serd sy peilsids puisdbny.

Mole Detective Copyright © 2012 New Consumer Solutions LLC

= |

.® |
More Information

Left Image: https://www.pcworld.idg.com.au/article/581909/seller-melanoma-detection-apps-settles-ftc-complaint/
Right image: https://www.ftc.gov/system/files/documents/cases/complaint_exhibits_a-c.pdf pg. 4 of 7



These matters are another example of the
Commission using an unduly expansive
interpretation of advertising claims to justify
imposing an inappropriately high
substantiation requirement on a relatively
safe product...Because | fear this course of
action will inhibit the development of
beneficial products and chill the
dissemination of useful health information to
consumers, | dissent.

Commissioner Maureen K. Ohlhausen
Dissenting Statement, February 23, 2015

https://lwww.ftc.gov/system/files/documents/public_statements/626051/150223moledetectivemkodiss-stmt.pdf



“Technologies such as health-related
mobile apps have the potential to
provide tremendous conveniences
and benefits to consumers.
However, the same rules of the
road apply to all media and
technologies — advertisers must
have substantiation to back up their
claims.”

Chairwoman Ramirez, Commissioner Brill, and
Commissioner McSweeny
February 23, 2015

https://www.ftc.gov/system/files/documents/public_statements/626041/150223moledetectiveerjbtmstmt.pdf



“Lumosity preyed on
consumers’ fears about
age-related cognitive
decline, suggesting their
games could stave off
memory loss, dementia,
and even Alzheimer’s
disease,” said Jessica
Rich, Director of the
FTC’'s Bureau of
Consumer Protection.
“‘But Lumosity simply did
not have the science to
back up its ads.”

Lumosity

Image: https://www.ftc.gov/news-events/press-releases/2016/01/lumosity-pay-2-million-settle-ftc-deceptive-advertising-charges



“...Section 5 of the FTC Act requires that advertisers
have a reasonable basis to support their express
and implied advertising claims before they are
disseminated to ensure that such claims are
truthful and non-deceptive. Advertisers must also
have rigorous, scientific support to substantiate
claims for products that purport to prevent or treat
health or disease-related conditions. Because
claims that indicate scientific support can easily
Imply to consumers greater health benefits than are
actually the case, companies marketing brain
training products should carefully evaluate their
advertising to make sure consumers do not take
away a stronger efficacy message than
scientific evidence supports.”

Commissioner Brill, concurring
January 4, 2016

https://www.ftc.gov/system/files/documents/public_statements/903353/160104lumositystatement.pdf



ULTIMEYES®

A simple-to-use interactive
game scientifically shown to
improve vision.

$5.99 for a limited time

Aradotie om Prcows M Pat
Evore pat bodrod cencen

< Back T . < Back

ULTIMEYES (5 | Detais |

Carrot Neurotechnology, Inc
Description

’ $9.99 LTIM

% - - ’
LTI
What's New

ADT 1, 2 4

» - pdate

Information

Top image: https://www.ftc.gov/news-events/press-releases/2015/09/ftc-charges-marketers-vision-improvement-app-deceptive-claims
Bottom image: https://consumerist.com/2015/09/17/feds-say-vision-improvement-app-not-backed-by-science/
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Images: https://www.ftc.gov/news-events/blogs/business-blog/2016/12/app-developer-under-pressure-deceptive-health-claims
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e D QOOO A. Exhibit A, Original Sell Sheet:

ometer

Transform your smartphone
. into a breathalyzer in seconds.

Breathometer=gives you the power to make

1 PM -

smart decisions whille you’re drinking . . . and
Test Resulls (& '

hol has been detected assists you to make a more informed decision
about how or when to get home. Breathometer
[gives] you the ability to make informed
decisions about how and when you want to drink.
Choose Breathometer.

Drink Smart. Be Safe.

Aok

Image: http://www.mobihealthnews.com/content/ftc-shark-tank-star-breathometer-must-offer-full-refunds-inaccurate-smartphone-
breathalyzer
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' . .
Let's set your stakes Payment information

How much will motivate you? You'll never be charged for pacts you complete

$ By cappeng ether buSor belcm. | reprosent that | hawe resd
and sgree to the Pact Terma of Serace, Privacy, Rewards, anc
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Left image: https://www.ftc.gov/news-events/press-releases/2017/09/mobile-app-settles-ftc-allegations-it-failed-deliver-promised
Right image: https://www.ftc.gov/system/files/documents/cases/1523010pactcomplaint.pdf page 8



Unfairness and Data Privacy
and Security

 FTC v Wyndham

* “This settlement marks the end of a significant case
in the FTC’s efforts to protect consumers from the
harm caused by unreasonable data security,” said
FTC Chairwoman Edith Ramirez. “Not only will it
provide important protection to consumers, but the
court rulings in the case have affirmed the vital role
the FTC plays in this important area.”

« Upheld in 799 F.3d 236 (3d Cir. 2015)
* I[n re LabMd



Respondent’s Brief
LabMD v. FTC

The Commussion does not mandate data-security standards that companies
must follow; technology and data-security threats continuously evolve, so what 1s
appropriate today may not be tomorrow. Moreover, because companies vary
widely 1n size and the type and volume of data they hold, a one-size-fits-all regime
would be unworkable. Instead, the Commission has made clear that “[t]he
touchstone of [its] approach to data security 1s reasonableness: a company’s data
security measures must be reasonable and appropriate in light of the sensitivity and
volume of consumer information it holds, the size and complexity of its business,
and the cost of available tools to improve security and reduce vulnerabilities.”
Commission Statement Marking the FTC’s 50th Data Security Settlement (Jan. 31,
2014).* The Commission “does not require perfect security,” but only “reasonable

and appropriate security’’; it recognizes that “the mere fact that a breach occurred



Recommendations for
ELSI Research

Support the FTC's ability to function in the areas in which it is
most vulnerable to political attack (i.e., those of common law
failures and market failures)

|dentify ways in which to optimize inter-agency memoranda of
understanding (e.g., FDA, FCC)

Contribute empirical scholarship that could be used by the FTC
to assess an industry’s ability to self-regulate

Help the agency establish workable contours for fairness

Articulate an appropriate privacy framework (e.g., privacy as
control, contextual integrity, privacy as autonomy) and non-
economic injuries that are“substantial”

llluminate the dynamics between extensive substantiation
requirements and a desire for transparency/informed
consumers in order to develop heuristics the FTC could apply.



