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Beginning in the 20th century, scien-
tific research came to be dominated
by a growing class of credentialed,
professional scientists who over-
whelmingly displaced the learned
amateurs of an earlier time.! By the
end of the century, however, the
exclusive realm of professional scien-
tists conducting research was joined,
to a degree, by “citizen scientists.”
The term originally encompassed
non-professionals assisting profes-
sional scientists by contributing
observations and measurements to
ongoing research enterprises. These
collaborations were especially com-
mon in the environmental sciences,
where citizen scientists participated
in counting wildlife and measuring
environmental conditions.? Later,
patient groups began to play a more
active role in supporting clinical tri-
als and collecting health records from
affected individuals.

In the 21st century, the term “citi-
zen scientist” has taken on additional
meanings, and now includes non-
professionals who conduct scientific
experiments of their own design
independent from professional sci-
entists. These endeavors have been
made possible to a large extent by
technological developments, such as
online crowdsourcing, big data cap-
ture strategies, and computational
analytics. They have also been sup-
ported by societal changes that reflect
a growing do-it-yourself approach to
managing one’s own affairs and the
hacker-scientist mindset of the com-
puter age.?

In the field of health research,
citizen science (as well as profes-
sional science) increasingly will
rely on smartphones and similar
mobile technologies, which have

emerged as collectors of an increas-
ing amount of personal health and
wellness information.* On a less
complex level, fitness trackers, such
as Fitbit and Jawbone, sold 70 mil-
lion units worldwide in 2014.> Apple
Watch and Motorola’s Moto 360,
both of which can perform fitness
tracking as well as many other func-
tions, continue this trend. On a more
sophisticated level, thousands of
new health applications (apps) can
convert smartphones into electronic
stethoscopes, ultrasound machines,
diagnostic hearing devices, skin can-
cer detectors, blood test platforms,
and various other medical devices.b
According to the Food and Drug
Administration (FDA), by 2015 there
there were anticipated to be 500 mil-
lion smartphone users with one or
more health apps, and by 2018, 50%
of the more than 3.4 billion smart-
phone and tablet users will have
downloaded mobile health apps.” In
2014, the FDA announced it would
start regulating these “mobile medi-
cal applications” as medical devices.?

To take advantage of these technol-
ogies, in March 2015, the first major
smartphone-based health research
study of Parkinson’s disease was
announced by Sage Bionetworks, a
nonprofitresearch organization based
in Seattle.® The research study, called
mPower (further discussed below),
combined the Apple ResearchKit
mobile health application platform
with additional software developed
by Sage Bionetworks. The study was
supported by funding from the Rob-
ert Wood Johnson Foundation and
the Helmsley Charitable Trust. The
participants were recruited online
and utilized a novel, highly visual,
self-guided consent process. Study
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data were generated by recording the
voices of the participants, their pos-
ture and stability, their reaction time,
and other measures of Parkinson’s
disease symptoms.

A second Sage Bionetworks-led
research project, Share the Jour-
ney: Mind, Body, and Wellness after

ics study is needed to prepare for the
inevitable, widespread introduction
of citizen science health research.
Using the case study of mobile health
(mHealth) research, this article pro-
vides an ethical, legal, and social
implications (ELSI) research agenda
for citizen science health research

The mPower study application
runs on iPhones, and was built
as part of the first wave of Apple
ResearchKit mobile clinical studies.
The app prompts enrollees to com-
plete surveys and perform tasks that
activate phone sensors to collect and
track health and symptoms of PD

The prospect of newly-emerging, technology-enabled,
unregulated citizen science health research poses a substantial challenge
for traditional research ethics. Unquestionably, a significant amount of
research ethics study is needed to prepare for the inevitable, widespread
introduction of citizen science health research. Using the case study of mobile
health (mHealth) research, this article provides an ethical, legal, and social
implications (ELSI) research agenda for citizen science health research
conducted outside conventional research institutions.

Breast Cancer,'° also using the Apple
ResearchKit, was launched in March
2015. The study recorded survey and
phone sensor data on five common
side effects of breast cancer treat-
ment: fatigue, changes in mood and
cognition, sleep disturbance, and
reduction in exercise. The goal was
to gain insights that may lead to
improved post-treatment quality of
life for breast cancer survivors. Par-
ticipants were recruited from a pool
of 60,000 enrollees from several
national breast cancer organizations.

Both the Parkinson’s disease and
breast cancer studies were con-
ducted by professional scientists in
collaboration with leading experts
in mobile health applications. They
used informed consent and exter-
nal review in accord with prevailing
research ethics to guide participation,
data collection, and use. Neverthe-
less, because the research was neither
federally funded nor otherwise sub-
ject to federal research regulations,
there was no legal mandate to comply
with research ethics safeguards.

The prospect of newly-emerging,
technology-enabled, unregulated
citizen science health research poses
a substantial challenge for traditional
research ethics. Unquestionably, a
significant amount of research eth-

898

conducted outside conventional
research institutions. The issues for
detailed analysis include the role of
IRBs, recruitment, inclusion and
exclusion criteria, informed consent,
confidentiality and security, vulner-
able participants, incidental findings,
and publication and data sharing.

Parkinson’s Disease mPower
Study: Aims, Methods, and Early
Lessons

Sage Bionetworks launched the Par-
kinson’s disease mPower study to
explore how better to manage the
symptoms of Parkinson’s disease
(PD) through a participant-centered,
app-based clinical study. PD is char-
acterized by neuro-motor defects that
affect gait, posture, voice, and man-
ual dexterity. Although there is a long
gradual decline in function as the dis-
ease progresses, patients often report
significant fluctuations in short-term
severity of the disease for reasons
that are not well understood. The
study aims to understand why some
people with PD have different symp-
toms than other people with PD, why
a person’s symptoms and side effects
can vary over time, and what can be
done to help manage these differ-
ences in symptoms day to day.

progression like dexterity, balance,
or gait. The study uses microphone,
accelerometer, touch-screen, and
other sensors to measure participant
fluctuations more consistently over
time and explore correlations with
environmental factors such as sleep
and exercise. These data are then
combined with surveys common to
studying PD, allowing correlation of
symptoms as measured by the sen-
sors to patient-reported outcomes.
Participants enroll in the mPower
study using an IRB-approved," visual
e-consent process combined with a
study “quiz” that must be completed
without error. The visual consent
is an “interface” layer atop the legal
document that expresses essential
clinical concepts using design meth-
ods successful in software, including
icons and text labels. The consent
process draws on the Participant-
Centric Consent toolkit, developed by
Sage Bionetworks through a yearlong
multi-stakeholder partnership with
the Electronic Data Methods Forum.
The study is open to American resi-
dents over the age of 18, and more
than 17,000 participants enrolled in
the first six months of the study.
During the development of the
study application, the gap between
contemporary mobile application
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developers and the requirements
of clinical study was clear. Very
few developers had ever heard the
phrase “Institutional Review Board”
or understood the ethics tradition
in clinical studies. Because contem-
porary software development meth-
odologies often build on short, rapid
iterations of features and interfaces,
they can be at odds with the slow pace
of protocol amendment. Developing
the app thus required consistent and
regular contact between Sage Bio-
networks’ governance team and the
technology team.

Regulatory Framework

Studies such as mPower raise numer-
ous ELSI issues, and the first step
in analyzing them is to determine if
current federal research regulations
apply. In short, because the three
main sources of regulation — the
Common Rule, the FDA research reg-
ulations, and the Health Insurance
Portability and Accountability Act
(HIPAA) Privacy Rule — only apply
in limited circumstances, citizen sci-
ence research is largely unregulated.

The Federal Policy for the Protec-
tion of Human Subjects (Common
Rule) applies “to all research involv-
ing human subjects conducted, sup-
ported or otherwise subject to regu-
lation by any federal department
or agency which takes appropriate
administrative action to make the
policy applicable to such research.”’?
In addition, the Common Rule
applies to all research, regardless of
funding source, undertaken by enti-
ties that have signed a Federal-wide
Assurance with the Department of
Health and Human Services.'® There-
fore, virtually all American academic
and health care institutions are cov-
ered for all of their research involv-
ing human participants. However,
research undertaken by independent
entities or individuals, including citi-
zen scientists, is not subject to the
Common Rule.

The FDA has issued research
regulations that generally mirror
the Common Rule.”* They apply to
research involving investigational
drugs or medical devices using
human participants.’® Any research
intended to support a submission

to the FDA for approval of drugs or
devices must comply with the FDA
regulations. Consequently, the FDA
regulations apply to privately funded
research undertaken by pharmaceu-
tical and medical device companies
and their research partners. Never-
theless, research not undertaken to
support an application to the FDA is
not subject to the regulations.
Despite the inapplicability of its
research regulations to citizen sci-
ence, the FDA will play a major role in
the regulation of mHealth research.
The FDA has announced that it will
regulate “mobile medical applica-
tions” by applying the same “risk-
based approach” it uses to “assure the
safety and effectiveness for all medi-
cal devices.”’¢ The FDA plans to regu-
late apps that are intended to be used
as an accessory to a regulated medi-
cal device or that transform a mobile
platform into a regulated medical
device.” The FDA will not regu-
late apps that, for example, provide
patients with simple tools to organize
and track their health information,
provide easy access to information
related to health conditions or treat-
ments, or help patients communicate
with their health care providers.!®
Also excluded are apps that allow a
user to collect and track heart rate,
weight, and similar information.”
The main source for protecting the
privacy of health research participants
is the HIPAA Privacy Rule.2° The
Privacy Rule applies to three classes
of covered entities (health providers,
health plans, and health clearing-
houses) and their business associates
(an individual or entity that assists
covered entities with functions such as
claims processing, utilization review,
quality assurance, legal services, man-
agement, and financial services).!
The Privacy Rule requires that any
research uses and disclosures of indi-
vidually identifiable health informa-
tion must have a HIPAA-compliant
written authorization signed by the
individual.>?> Research undertaken by
a HIPAA-covered entity, such as an
academic medical center, is subject to
the Privacy Rule. On the other hand,
research undertaken by an individual
or entity that is not a HIPAA-covered
entity, such as a citizen scientist, is
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not required to follow federal privacy
rules. Unregulated researchers have
no legal obligation to prevent hack-
ers from accessing the sensitive health
information of research participants
or to notify individuals in the event
of a security breach, and they are not
prohibited from selling individually-
identifiable health information to
marketers.

In the future, even individuals
whose health information is main-
tained by a HIPAA covered entity
may not be protected from noncon-
sensual research uses of their infor-
mation. The 21st Century Cures
Act, currently pending in Congress,
provides that health data research
would be defined as part of “health
care operations” or “public health.”
The effect would be that any HIPAA-
covered entity or business associate
would be able to access all individu-
ally identifiable health records for
health data research without the
need for an authorization.??

A few states have enacted laws
regulating research with human par-
ticipants or protecting health pri-
vacy. Such laws would be valuable
in extending protections to research
not covered by the Common Rule.
In general, however, these laws do
not provide significant protections
or remedies in the event of breaches
of research or privacy standards.?*
California,?* Maryland,?¢ New York,27
and Virginia?® are notable exceptions
because they require informed con-
sent or other elements of research
ethics for all research with human
participants conducted in the state,
regardless of funding.?®

Traditional Elements of Research
Ethics

In the absence of federal regulatory
coverage for citizen science mHealth
research, the key question is whether
any type of regulation or self-regula-
tion is necessary or desirable to safe-
guard the welfare of research par-
ticipants. In this section, we consider
fundamental elements of research
with human subjects and identify
a research agenda for each of these
elements in the context of citizen sci-
ence mHealth research.
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Oversight by Institutional Review
Boards

The regulatory requirement for IRB
review reflects a broad consensus
in the international research ethics
community that research on human
participants should be subject to
oversight by an independent ethics
panel.?° However, this model presup-
poses that investigators and partici-
pants are distinct from one another,
and that participants may lack the
understanding to evaluate the risks
and benefits of participation and the
autonomy to act in their own best
interests. This paternalistic perspec-
tive is implicitly rejected by the citi-
zen science model, which emphasizes
the ability of research participants to
interact with investigators as equals
in the research process.

Because of this dynamic, it would
seem that not many citizen science
investigators would voluntarily sub-
mit to IRB oversight. This assump-
tion is supported by the emphasis on
efficiency and scalability in mobile
research settings, where oversight
by an IRB is likely to be viewed as a
barrier to efficient and responsive
research. Taking these factors into
account, it will be important to exam-
ine how citizen scientists perceive the
tradeoffs involved in external ethics
review, as well as to consider exist-
ing policies that exclude non-feder-
ally funded research from oversight.
Furthermore, the question arises
whether, in the absence of explicit
research oversight, other models of
independent research review are fea-
sible and desirable.

Recruitment and Inducements for
Participation

Oversight by IRBs has traditionally
involved careful scrutiny of recruit-
ment practices and the financial and
other incentives offered for participa-
tion. This scrutiny derives from the
concern that coercive practices, such
as large financial inducements or
recruitment messages that encour-
age — or at least fail to dispel — the
therapeutic misconception, threaten
participant autonomy.?! By blurring
the lines of power and responsibil-
ity in research, citizen science sig-
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nificantly increases the complexity
of these issues. Another concern is
that recruitment by citizen scien-
tists, especially individuals afflicted
with the same illness, could be coer-
cive in ways that traditional research
recruitment is not.

Participants in citizen science
research rarely receive financial
incentives, and instead are usually
induced to participate by the offer
of access to research data, includ-
ing their own records. Although this
arrangement is generally framed as
increasing rather than decreasing
autonomy, it still introduces a signifi-
cant risk that a participant’s decision
to enroll in research will be motivated
by the therapeutic misconception as
to their own health or misappre-
hending the likelihood of near-term
scientific discoveries that could ben-
efit others.??> An examination of this
novel situation related to recruitment
and inducements for participation
should be an important priority in the
research agenda on citizen science.

Inclusion, Exclusion, and the Input/
Output Problem

Increasing participation in health
research among populations that
have been traditionally underrepre-
sented is an important goal because
the benefits of health research
will disproportionately help those
patients whose ancestry and social
environments are similar to research
participants. This has been referred
to as the “input/output problem.’?3
Mobile devices may prove to be an
important tool for achieving greater
diversity among participants in
health research because, according
to the Pew Research Center, mobile
devices provide access to the Internet
for many minorities and low-income
Americans with no alternative.?* It
remains unclear, however, whether
access to mobile devices will translate
into increased research participa-
tion, particularly when the research
is conducted within a citizen science
framework.

Empirical studies on research par-
ticipation have highlighted that trust
in researchers and research institu-
tions are important prerequisites for
research participation.?s In order for

mobile devices to increase research
participation among underrepre-
sented groups, the individuals and
organizations leading the research
will need to build trust with poten-
tial participants. Empirical research
on these perceptions of traditional
research institutions and citizen sci-
ence-driven research will support an
analysis of the potential for mobile
device-based research to mitigate the
input/output problem.

Informed Consent

Informed consent, the touchstone
of modern research ethics, contains
two important elements: (1) the
obligation of researchers to inform
potential research participants about
known risks and benefits, as well
as other relevant information; and
(2) the autonomy of individuals to
decide whether to participate, with
additional protections for individu-
als with diminished autonomy (e.g.,
children, individuals with cognitive
impairments).

Despite its centrality to research
ethics (or perhaps because of it),
informed consent has become the
focal point for critics who contend
that informed consent is too burden-
some on important health research
and fails to protect the interests of
research participants in the way it
was envisioned.?¢ The September
2015 Notice of Proposed Rulemak-
ing proposed to amend the Common
Rule in several respects, such as by
adding exclusions and expanding
exemptions. The result is that more
research conducted by traditional
researchers will be unregulated. In
addition, the proposal calls for the
use of “broad consent” for research
using specimens and data in unspeci-
fied future research.?”

It is against this backdrop that
citizen science mHealth research
will emerge, with the possibility that
unregulated researchers might signif-
icantly modify informed consent or
dispense with it entirely. Therefore,
the ELSI research agenda for citi-
zen science mHealth research should
consider a wide range of informed
consent-related issues, including the
necessity and viability of informed
consent for citizen science research,
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the appropriate applicability of
informed consent, the feasibility
and validity of online informed con-
sent, and possible new methods for
addressing the informational and
agreement elements of informed
consent.

Confidentiality and Security

Health care providers have legal
and ethical duties to safeguard the
health information of their patients,
disclosing the information only with
the consent of the patient or when
compelled by law.?® Similarly, regu-
lated health researchers have legal

protect the information, the use of
encryption, and other factors may be
very important. Also, security consid-
erations are likely to interface with
measures to verify the subject’s eligi-
bility to participate. These and other
issues should be an essential part of
the citizen science, mHealth research
agenda.

Children and Other Vulnerable
Subjects

Vulnerable research participants,
including children and intellectu-
ally impaired adults, raise a particu-
larly thorny set of issues for mHealth

researchers, especially those engaged
in genetic or genomic research, are
required, permitted, or prohibited
from disclosing incidental findings to
research participants.*? Several fac-
tors are frequently mentioned in the
literature as important, including the
strength of the genetic association,
the severity of the condition, and the
clinical actionability.*® To the extent
that researchers have obligations to
disclose incidental findings, they flow
from the researcher’s ethical pre-
cepts and the trust inherent in the
researcher-participant relationship.**

It is difficult to imagine that

As there is little precedent for disclosure in citizen science research, even
if the researchers were inclined to disclose incidental findings and the
participants wanted to receive them, it is not clear how an incidental finding
notification process would take place. The ELSI research agenda for this issue
should include careful consideration of the bases for and the contours of a
duty to offer incidental findings to research participants.

and ethical duties to safeguard the
health information of their research
participants in accordance with the
agreed upon research protocol, only
disclosing information according to
the prior agreement or when com-
pelled by law.?9 This raises the issue
of what, if any, confidentiality obliga-
tions should apply to citizen science
health research. It is possible that
the frequently anonymous nature of
mHealth research might better pro-
tect confidential health information,
but this needs further examination.
Finally, it is important to consider
how assurances of confidentiality
made by citizen science research-
ers can be enforced or breaches
redressed.

Security is invariably implicated
when health information, including
clinical records, is transmitted elec-
tronically. It is unclear whether the
same standards for security apply to
citizen science health research as to
regulated health research and what
level of security is reasonable for
mHealth research. The sensitivity of
the health information, its identifi-
ability, the ability of researchers to

research.*® In face-to-face research
contexts, investigators are able to
evaluate the competence of the indi-
viduals to consent or assent to par-
ticipate in research and, when neces-
sary, to identify the competent adult
legally authorized to give permission
in their stead. Making such assess-
ments through a mobile device can
be quite difficult, however. In addi-
tion, experts, including the American
Academy of Pediatrics, recommend
that media use by children, including
the use of mobile devices, should be
monitored by parents.*! Investigators
utilizing mobile devices to interact
with pediatric research participants
should typically follow this stan-
dard, but have no reasonable way to
confirm that parents are monitoring
their interactions with participants.
These challenges and an array of
others involving children and other
vulnerable subjects require careful
examination.

Incidental Findings and Return of
Research Results

Substantial recent scholarship has
been devoted to the issue of whether
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unregulated, citizen science health
research containing few of the char-
acteristics of the researcher-partic-
ipant relationship would give rise
to comparable ethical obligations to
disclose incidental findings. Never-
theless, if a consent document is used
that provides for disclosure, there
may be an ethical duty to disclose
incidental findings. As there is little
precedent for disclosure in citizen
science research, even if the research-
ers were inclined to disclose inci-
dental findings and the participants
wanted to receive them, it is not clear
how an incidental finding notifica-
tion process would take place. The
ELSI research agenda for this issue
should include careful consideration
of the bases for and the contours of
a duty to offer incidental findings to
research participants.

Publication and Data Sharing

Researchers contemplating disclo-
sure of the results of health research
can be influenced by two counter-
vailing pressures. One pressure, the
interest in being the first to discover
a particular finding, sometimes leads
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to the premature announcement of
results, even before the finding has
been replicated or published in a
peer-reviewed journal. “Science by
press conference” is the disparaging
term applied to such practices.*

The opposite pressure on research-
ers is to suppress findings, sometimes
referred to as “hoarding,” which may
be based on intellectual property con-
siderations or the interest in being
the sole researcher to conduct follow-
up studies. The NIH has adopted
detailed regulations requiring NTH-
funded researchers to provide public
access to data and publications,*¢ but
these rules do not apply to indepen-
dent, citizen scientists.

It is not known what pressures
may affect citizen science research-
ers engaged in mHealth research, but
it is likely that they will be affected,
at least to some extent, by these con-
cerns. It would be ironic if the advent
of citizen science would result in less
sharing of discoveries with the pub-
lic because there are no data shar-
ing obligations. The ELSI research
agenda should consider a broad
range of issues surrounding public
availability of findings, data sharing,
publication requirements, and the
effect on scholarly journals of citizen
science health research.

Conclusion

Citizen science research is a term
that lacks a precise definition. In
general, the term has been used to
describe research activities in which
individuals who are not professional
researchers in a particular field
actively participate in a research proj-
ect in partnership with traditional
researchers or on their own. This
article has considered only a subset
of the expanding domain of citizen
science health research, and the sub-
set discussed in this article has two
defining characteristics.

First, we considered only health
research undertaken independently
by citizen scientists. The lack of
involvement by academic, health sci-
ence, or pharmaceutical or medical
device company researchers means
that this type of citizen science health
research is not subject to the federal
research regulations. Citizen science

902

research involves new roles, bound-
aries, and relationships for research-
ers and research participants. It also
raises important questions about
how, if at all, traditional elements of
research regulation, such as external
review and informed consent, ought
to apply to citizen science research.
Deciding what elements of the
research regulations ought to apply
even to unregulated research requires
reconsideration of the basic assump-
tions on which research ethics have
been based and their applicability to
new circumstances.

Second, we used the new develop-
ments in mobile medical technology
as a case study in analyzing citizen
science health research. As already
demonstrated by recent mHealth
research projects, it is now possible to
enroll thousands of research partici-
pants online in a matter of days and
to conduct highly powered mHealth
studies in weeks rather than years.
Unresolved issues concerning pri-
vacy, return of results, data sharing,
and scientific publication, among
others, still await careful analysis and
explication.

As with other types of new bio-
medical research in the post-genome
era, embedded, collaborative, mixed-
methods ELSI research can play an
important role in framing essential
issues and helping to ensure that the
design, conduct, and consequences
of this new research are scientifically
and ethically defensible.
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