
S a vin g  R e s e a rc h
F ile s  on  th e  C lou d

or
W h y Y ou  S h ou ld  B e  U s in g  S h a re P oin t





Servers in a Data Center

Your Files
Stored Here

Your Computer

Automatically copy
files back and forth

View/Edit Files
Directly in a Browser

Any Computer



S torin g  F ile s  “on  th e  C lou d ” :

• Great for working with collaborators (multiple people can edit)
• Great if you use multiple devices for work
• Automatic backups!
• Can restore deleted files and older versions of files
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• Compliance!



H IP A A

Security Rule:
• Specifies encryption and other security measures that need to be 

followed when handling PHI

Privacy Rule:
• Specifies the conditions under which PHI can be shared with others
• BAA: A legal agreement that specifies how PHI can be shared, the 

responsibilities of data recipients, etc.



W h e re  to s tore  m y  re s e a rc h  d a ta ?

or



N ot-S o-G re a t  O p tion s

• Thumbdrive:
• No back-up
• Easily lost
• Encryption is a pain (but is critical for compliance!)

• Dropbox:
• No BAA with UofL
• Even Norton account on Dropbox not preferred by Norton IS

• Box/Cardbox:
• There is a BAA with UofL
• Not widely used because not particularly user friendly
• Can view Office files, but have to download them to edit



P re fe rre d  O p tion

• SharePoint
• BAA with UofL
• Meets numerous security standards, including HIPAA Security Rule
• Office and Adobe files can be edited in the browser from any computer 

(including Norton computers!)

• Contractual agreements between Norton and UofL specify that research data 
will be stored here



log in .m ic ros oft .c om

























O u r R e c om m e n d a tion :

• Make a new SharePoint “site” for each project, and give access to the 
people you are working with on that project.

• OK to use other platforms (like Google Docs) for collaborative 
research, writing manuscripts, etc. But keep your research data on 
SharePoint.

• If you make a data request (i.e. from Epic), we will deliver that data to 
you via a SharePoint site.
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