I’ 4
I”
/ \
\v
{ )
\ /
N\ /7
\ /
N /
\ y
/
/
» \ ',’
h “ r,’
N -

EPCS Onboarding Manual

DrFirst




Contents

EPCS Identity Proofing CheCKIIST........... et sss s s bbb 3
Provider Invite and Identity PrOOfING ... ss s sssssssssssssssssssssssssssas 4
LY=)ol 2T 5 = U1 ) o PP 6
CIrEatiNG @ PaSSPNTASE c.ucuieureeeeereeecuse i esseesetsseessesss s e sa s ss bbb s e a eSS £ E £ AR RS £ AR s A s bR 9
REGISTEIING TOKEINS ...euueuueeuerueesseesseeesseeseesseessessssesssesssesssessseesssessse s s s es a8 E R R R ER SRR R AR AR Rt 11
Experian Transaction NUINDET ...ttt s sssssssssssansns 13
SMES TEXE MESSAZE ..oveureuiurisisrissississss s s s s s8££ AR AR SEEEEEEsEERR 13
USPS MaIL..cctieeieeieteeeeseeseseesseessesse e esssesseesessse s s e bbb RS s £ £u AR R H £ AR R SRR ARt bbb bbb 16
EPCS Logical ACCESS CONEIOL (LAC) ... ses s s s s sssssessss s ss s s ssss s s sssesss s ssssesssssessssenas 18
AUAItable EVENE ALETES ...ttt bbb bbb bbb 21

EPCS Onboarding Manual 2



EPCS Identity Proofing Checklist

O] 1. Hard or Soft EPCS Token (You cannot complete IDP without a token)

e Hard token — Provided by DrFirst
e Soft token — VIP Access smartphone/tablet app by Symantec

O] 2. Remove any security/credit freezes from your credit accounts by contacting Experian.

e Instructions on how to remove these freezes/alerts can be found at www.experian.com under

Additional Services & Products
PLEASE NOTE: IDP cannot be passed if there is any protection on your credit accounts.

] 3. Obtain your free EXPERIAN credit report from www.annualcreditreport.com

e |dentity proofing questions are formulated based upon credit history. Including, but not limited
to, questions about home/auto loans, bank account information, or places of residency etc...

e Having your credit report available can assist in correctly answering those questions in order to
successfully complete IDP

O] 4. One valid personal credit card (VISA or MasterCard ONLY)

e Only the first 8 digits are required
e [t CANNOT be a business credit card or personal debit card

O] 5. Valid personal phone number (Residential or Cellular — Must be associated with home address)

PLEASE NOTE: Numbers 4 and 5 are OPTIONAL during Identity Proofing; however, we HIGHLY recommend
that at least ONE be entered in.

O] 6. Social Security Number
L] 7. DEA number and state — DO NOT USE a narcotics addiction DEA number (NADEAN)

L] 8. An idea for a passphrase/password that is a minimum of 8 characters with at least one capital letter, one
lowercase letter, and a number

e A passphrase is necessary for the two-factor authentication required for sending controlled
scripts
e [t is HIGHLY recommended that you write down the passphrase and save it in a secure location

] 9. An idea for a security question and answer (necessary for resetting your passphrase/password)

e Example: Mother’s maiden name or make/model of your first car

e Security answers are case sensitive
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Provider Invite and Identity Proofing

Every EPCS provider will receive an invite from DrFirst (DO-NOT-REPLY-EPCS@epcsdrfirst.com) and must follow the
instructions in this email in order to complete the EPCS registration process, which includes the IDP Process (Identity
Proofing) and activating your token. The email may go to the junk/spam folder so be sure to check those as well.

[J DO-NOT-REPLY-EPCS@drfirst.com o P =
Registration invite for prescribing controlied substances electronically 5/11/2016
Welcome Wayne Best, The following email contains the registration invite sent by DrFirst.com. ...

1. Within the email, you will find a link listed under step 1, within the directions. You must click this link in
order to begin the EPCS registration process. The invite email also contains an Invite ID, which is necessary
to begin the registration process. We recommend that you save the email with the Invite ID in case you do
not complete the process.

Registration invite for prescribing controlled substances electronically intex « an
DO-NOT-REPLY-EPCS@drfirst.com 2:44 PM (0 minutes ago) . -
fome «

Welcome Wayne Best,
The following email contains the registration invite sent by DrFirst.com. After completion you will be able to safely and securely prescribe controlled substances electronically.
Please follow the directions outlined here:

Goto Click To Register and choose the 'I have an Invite' link.

. If the link is not opening a webpage, please copy and paste the link In a browser and after the page Is loaded enter the NPI and Invite ID.

Enter the following information into the designated area:

NPI: 2911511675

Invite ID: 74331c402a2a4a1d900702b1a0ffb3b9

Follow the provided instructions.

1f you would like to view a brief de >n on how to complete this process, click the link below to watch this brief 4 minute Instructional video: Training Video

gl p

Ll o

If you have any further questions, please contact us at 1-866-263-6512 .
DrFirst.com

Phone: 1-866-263-6512

2. This link will take the provider to the following page where their NPl number and Invite ID will be pre-
populated in the ‘I have an Invite’ section. Please confirm these fields are correct and click proceed.

€» EPCSGold

EPCS Gold ™ ST
NPI

EPCS Gold, provides a Simple, Secure, and Certified soluton for sending Controlled Substance prescriptions

electronically. EPCS Gold is a Certified solution, and has passed stringent auditing requirements set by the DEA. It Passphrase

is a Simple solution that fits with your current e-prescribing workfiow, and a Secure solution which uses Two-Facter

Authentication Protocol (TFAP) throughout the product to ensure a high level of trust and security foryou as a

provider Next

Forgot Passphrase  Report Lost Token

If you are not yetenrolled for EPCS Gold, please make sure you have your Invitation ID and two factor
authentication token in hand as you start the Identity Proofing process. Your Invitation ID can be found in the emall
invitation that was sent to your email address. If you are already enrolled, please use your NP number, the number
thatis currently showing on your One-time password token, and the password you setup during the identity-proofing &| have an Invite
process or enter the unique identifier for your biometric device to log-in to manage your tokens, and add a new token
for prescribing
NPI# 1234561094
For more information on EPCS Gold, the Identity-Proafing process, and how to manage your tokens, please click on : = = %
the links below for short training videos. If you have any further questions, please contact us at support@drfirstcom Invite ID f17bb9550c4448440d83M21172ae8¢

or at 1-866-263-6512

Training videos
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1. Note: You may need to scroll down and to the right in order to find these boxes when launching onto this
page as some browsers, such as Internet Explorer, do not condense information at the top of the page.

2. DO NOT START THIS PROCESS WITHOUT YOUR EPCS TOKEN. Even if you complete the IDP process, you
cannot complete the last step without your token present.

3. Upon logging in successfully, the first step will be to accept the Terms of Use, shown below:

€» EPCSCold

Agreement for EPCS Gold Services

TERMS OF USE AND CONDITIONS

1 agree 10 retan ooke possesson of the OTP 1oken, and wil not share the DN passptvase wEh any othar person
| agree that | shal not alow any other person 10 uee the OTP oken or enter e oM pasaphrase N 0roer 10 SgN LoNtroled sUOStaNces

y  Tunderstand that any fakare 10 secure he OTF tchen of on passohrase. o any shanng of the OTF Ihen or ogn passchease with any other Derscn, may provide @ base Tor
T revOcaiion or sapenscn of ey Lk of EPCS Goa

v | sgree that f using & hard of software Joken of moble device appiication 10 generate 8 one-Sme-password for the two-factor sutherditation process, the hard or software
token o moble devie appication shal e separate Som e deviee Thirt | use 10 Bave any electronic prescrption for & controfied subatance

v | agres 10 notty the DEA and the parsont N my oegantnton desgnated 10 sl lDgeal sccess Control 10 the EPCS pppication and 10 notly My ¢lCironit Droscrieng o
ENR/EMR vendor within 0ne | 1) Business day of dacovery £

-1 Gicover that coe or mare controlind substance preatriphions Bwued using my DEA number wete not consistent with the prescriptions | signed, or wefe not sgned et
o
« | ngree i 00l the Parsing N My SCRANEASON desgnated 10 S&¢ Doal Access conirol 10 Ihe EPCS appication and to notly my setirone prasertang or ENRENMR vendor
within ooe (1) business day of discovery £
«| am cOntagied Dy & pharmacy bocause one or mone of my controlied substance prascrpbons are Seplnyng the ncormect DEA number
It appesrs hat arty of the Aunctions of the slacirone presctibing soplcalion funthons stherame appaar 2o be funcioning Imgropetly
My OTP token hox been oot siolan or otherwine compeomsed or the authentcation protocal has been compromised i any way
«| Gatarmno there i ooy Other polential securty probiem Hot descrted sbove
| uncerstand Ihat i (he event of meuse, | am responsbie for any controlied sbstance Presctiptions wittien usng My Two.facior authenticabion crecental § | 0o not alert my
electronk prescrbng or EMVEMR vendor o reguired in the proviion above, and That | am responaibie 00 aery prescrption informasion entered by on agent at my direction
UPOn SOAINgG and ahoring any transmssan

| ngree 55 promptly natad ol eppication updales of which | am made sware

| understand that | have the same fesponsbiities when Beuing slectronc prescriptions for tontroled sutatances 03 when Bsung poper of ol prestriphons.

LK K

| agres to prescrbe contzolied substances only for sgimale medcal purposes

| By ciciung this box, you understand that, in addition to the EPCS Gold Terms of Use, you are subject 1o all applicabie federal and state lrws for the electionic
© peescnbing of controlied substances, Including dut not imited to the DEA Interim Final Rule on Electronic Prescoptions for Controlied Substances,

PLEASE CHECK ALL CHECK BONVES AND CUCK THE AGREE BUTTON SELOW TO SIGNIFY THAT YOU HAVE READ AND AGREE TO THE ABOVE TERMS OF USE

.
Copyrgit © 2000 - 2018 Dyfest ™ Al Rghta Reserved
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1. Once the Terms of Use have been accepted, please pay close attention to the prerequisites of the EPCS Gold
IDP Process shown below:

€ EPCSCold

BEFORE IDENTITY PROOFING, YOU WILL NEED THE FOLLOWING IN YOUR POSSESSION:

Symantec Token Personal Credit Card

« You must have ot least one token AT o You must be the prmary account holder of the

o Iis highly recommendead that you have 2 tokens . 2 creck card
1or backup purposes MBSCEI@@ o The crec carc wil not be charged

« Tokans can be Coanisadad on your smar device qyY o Mustbe 8 \iss of MOsarCard ragisterad under
2ncior o hard toben supphed by yourEHR/EMR on poddress 05500iatec with your personad finarces
vendor _ (NOT sebt cand)

« Search for the free “PACCESS” app on your . « Temporarly remave any crech freee on your
nabive app store VISA Crack card ot cradit profile during this process

[ ————]

*Note A Trect card i strongly vegoenied 19 pravent entty procfng falewa I you 30 mot
Wi B C00R S Aurng The ettty Peooing SROCHeas yiur ety My B 0N 10 Do verled £
there 8 1uTCent Francill SC00URT SR IRSOCONRd MIh Sala antared DO The Nest SO1PeN

(NST Regurwment

Copyright © 2000 - 2016 Drfirst ™ A3 Rights Reserved

User Registration

Next, the provider will fill in all required fields on the User Registration page marked with a red asterisk (*).

Please note: NPI, First Name, and Last Name will be pre-populated with information pulled from the NPI Registry.
Providers will not have the ability to change the content of these fields.

1. When entering your DEA number, please use all capital letters. For example, AA1234567, not aal234567, or
Aa1234567. As well, please enter your primary DEA number, not a specialty DEA or DEA for prescribing

addiction medications.

2. When entering birthdate please click on the calendar icon and select your birth year, followed by month,
and finally day. This will make sure it is formatted correctly.

3. Next, enter your email, most current address, and Social Security Number

EPCS Onboarding Manual 6



User Registration

Flelcs marked with * are mancatoty
Flekis markad afth ** shoukd be peoviied 10 prevent
denty procfing falures or delays. see notes below form

fetss

1 B 3 4 5 6 7
NPY 2911511575 | :::“‘m; yow'-;:nu:;y fl’ pt I; however, if entered accurately will heip
First Name" ‘ Waryne Driver's License State Choose o '/alue v
Last Name" Bew 0 Driver's License Number 1 | O
Email Address * | O00CUCEO0CO00O00RK R #hone Numb ‘ o
DEA Number * AA1252567
Date of Birth (MMDDYYYY)" 01011557 3
Mome Street Address” | 1381 K 52 S8 ape 204 Powared by
Home City" W :1 . : E H v
Mome State * Distret of Courtle (DC) v o e : xpenan
Home Zip ~ 20003
$oclal Security Numbee * | as0.82.2¢17
Mobile phone number = (301) 2318510 v
Credit Card Number ™ | 42600438 noce-o0x o

* A Experan Transazton Number wil be sent 10 the mobde CHONE NUMDEr SIOVWIed, You Wil neod 10 Save ANd &nter That CO0e 1 Mler S26DS 10 Coorpiate e BNty Proofing process if
You 60 not provide 8 mobile number or £ the mobile rumber ant be matthad 10 your home address, the Fansaction rumber wil be maded 10 your home address.

** A Credt card 15 Srongly sUggested 1o prevent idently prooding falres. If you 0O POt USe B Creck (ard JUNing Ihe entty proofing Process your ientty may be abie 10 be verfied I
there s sficient inancal 8:Count GA2a 35S0CNAd the Jota enterad on this scréen. (NIST Regquirement)

Your crecit cord wil NOT be charged

You must be the pramary zcount holser of the crect (ard and & must be Inked 10 your home address.

I 0 ceock freaZe & 0 PIOCO ON YOUT Cradh Casd O Sradl peolie which peevents your Credk repcet irom Deing accessed, you tannot compiete the EDP of ths bme It & necessary 10

grgamrmucrﬂﬁewamcem:mulm You may contact Expadian’s National Consumer Asastance Center (Expacian Dispote Depariment) ot §58.357.
42

HNote
The pfcrmadion you peovide above will e wtioed for purposes of anity proafing only DrFirt coes not use o slore the nformation oihet than for aucting Fystanm acthity

By thehing 1 AGREE" Dalow, you undecstand and 85roee Ihat you are sddwing DeF ingt 10 send your perscaal nformation 10 Expenan for Santty verfieation Durposes. which serves as An
authentication credentiad in the onboarding process for the EPCS Golt produs!, Any credt 1aports or financidl recotds used in the idersty verfication process shad be utikoed in
sccardance with the Fag Credk Reporting Azt Alowing access 10 your credlt nAormation posts # 0oft Ingrary on your ctedit repart (which shal be vialties only (0 you/), bt does not impact
YOUr credt icore

By ciching “OUIT™ below, you wit not be able 1 cordinue the onboading process at this trme

Please Note: Mobile phone number and credit card number are not required, but it is STRONGLY recommeneded that
you comeplete both of these fields as they can help prevent identity proofing failures.

1. Next, the provider will be required to answer 3-4 security questions pertaining to their financial history as
shown below.

Please note: If a provider is not presented with IDP questions it could mean a few things, including but not limited to,
a security freeze or fraud alert on their accounts. Instead, they will see a message after entering their demographic
information that informs them of unsuccessful identity proofing.

EPCS Onboarding Manual 7



User Registration

Fields marked with * are mandatory
v 2’ 3 4 5 6 7

Please answer the following questions which are based on records from youwr eredit profile:

1 According to your credit profile, you may have opened a 2 According to your credit profile, you may have opened an auto
mortgage loan in or around February 20135, Please select the lman in or around August 2013. Please select the lender for this
lender to whom you currently make your mortgage payments. If account. If you do not have such an auto loan, select "NOME OF
you do not have a mortgage, select "MONE OF THE ABOVE/DOES THE ABOVE/DOES NOT APPLY". *
NOT APPLY". ©
! MIS5AN MOTOR ACCEPTANCE
! MATIOMAL MTG

) TOYOTA MOTOR CRED
) AMERICAN HONDA FIN

) WELLS FARGD BANK

) NOME OF THE ABOVE/DOES NOT APPLY

! CALIFORNIA FEDERAL

! BAMNK

! CENTERBANK MORTGAGE CO

! MONE OF THE ABOVE/DOES NOT AFPLY

3 You may have opened an auto loan or auto lease in or around
August 2015, Please select the dollar amount range in which
your monthly auto loan or lease payment falls. If you have not
had an auto loan or lease with any of these amount ranges now
or in the past, please select "NONE OF THE ABOVE/DOES NOT
APPLY".

! 53BE - 3454
) $4B5 - $584
) $5B5 - $684
) $ABE - $784

! MOME OF THE ABOVE/DOES NOT APPLY

1. Based on the answers to the questions presented, as well as the initial information entered by the provider
on the User Registration screen, Experian will determine whether or not the user has successfully passed
IDP.

2. If a provider fails IDP, they must start the IDP process over.

Please note: If you fail 3 times, you cannot attempt to go through IDP again for 24 hours. Failing IDP 3 times will
automatically lock the account for a full 24 hours.

3. Once IDP has been completed successfully, you will get a confirmation that your identity has been
successfully verified and be required to create a passphrase.

EPCS Onboarding Manual 8



Creating a Passphrase

Next, you will be prompted to create a passphrase. This passphrase will be used when you access your account and
during the process of sending a controlled substance electronically. The passphrase must be at least 8 characters long,
mixed case, and contain at least one number.

1. You must also create a security question and security answer (case sensitive) which will be used in the event
the passphrase is forgotten. Please note you will only need to remember your security answer.

Please Note: We strongly recommend you write down your passphrase and security question/answer and store it in a
secure location. DrFirst CANNOT reset a passphrase. Your passphrase can only be reset by correctly answering your
security question. In the event you forget your passphrase and cannot reset it, your account must be disabled and you
will have to go through Identity Proofing (IDP) again.

€ EPCSCold

User Registration

Fielos maned with * amne mandalory
W 2, 3 (4] 5 6 7

Congrandatons! We hove successiully voriiod your idemity. Pioase choose a passphrase.

Fraase CHOOSE A passphase TS pasSShasS witl e Used Wheén you Send a controfied subsiants praschphon slectroneaiy
Flease cradia b sacunty queston and COMESpOnMNg answer O your account If you ever foiget you! passonmse you may reset it
though the Prescniber Dashboard Duning this process, you will e ashed your setunty Question and asked 10 answer i Flease
enter 3 queston hat is persanal 10 you, and for which caly you know the answer

Choose Passphrase ”
Reo-enter Passphrase’
Security Question”

Security Answer”

L Hide Clear Text

Copyrant © 2000 - 2016 Deist ™ All Faghts Reserved

2. Once you have entered in a passphrase the system will let you know the strength of your password (shown
below) and whether or not the two fields match.

EPCS Onboarding Manual 9



User Registration

Fiedds rmarted o * ame mandiiory

w 2 3 4] 5 6 7

‘ Congratulations! We have successiully verfied your idantity, Please chooss a passphrase.

Piease choose B passphrany, Thus passphrase wil be usec when you sand 3 controfied substance prescrpbon eloctonically
Ploase croate 3 secufity QUESTON ANd COMESPONAING answer 1f your atcount if you ever BIpet yOUr DISSONrIse. you may fesel it
nrough the Frescrites Dashboard Danng this process, you will De asked your SECunty QUEsHCn and ashad 10 ankwes (I Please
QM8 3 QUasHon Mal is parsonal 19 you, and B which onty you know e answer

Choose Passphrase * Qmm.ana
Ro-entor Passphrase™ | revmveeees 0 W ponereod & e
Secuity Queston® | Who was my 1stgrade teachac?

Security Answer” Mr. Sman

[ Hide Chear Toxt

Copynght © 2000 - 2016 Driml™ . Al Rights Roservod

3. When you are finshed entering in your Passphrase, Security Question, and Security Answer please click
Continue to move forward and register your token(s).

EPCS Onboarding Manual
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Registering Tokens

Finally, you will be asked to register your EPCS token(s). In order to do this you will need the hard token you received
from DrFirst, which is shown below. You can also register a soft token to your account. This can be downloaded onto
your smartphone or tablet. Search for VIP Access by Symantec in the app store. The app is shown below.

(2.' Symantec VIP

Please Note: It is STRONGLY recommended that you have both a hard and soft token attached to your account. You
will need a token every time you send a controlled prescription electronically and everytime access your EPCS Gold
account. If you only have one token and you lose it, it is stolen, the battery dies, or you get a new phone, you will not
be able to access your account. This means your account will need to be DISABLED and you will have to go through
Identity Proofing once again from start to finish. This is why it is very important to have a backup token so you will
have to start the process over again and you will be able to continue prescribing controlled substances electronically.

1. To begin, click Add New Token.

Registered Tokens

You have added the passphrase succossiully. Pwase add & token

e o Tl ey

EPCS Onboarding Manual 11



2. You will be asked to enter the following information:

Token Manufacturer - Symantec
Token Issuer — DrFirst
Token Type — OTP HARD TOKEN (key fob) or OTP SOFT TOKEN (VIP Access app)

Token Name — Please name your token (iPhone token, key fob, etc.)
The S/N or Credential ID

The OTP (one time pin) or Security Code

SO OO0 T o

€ EPCSColc

Registered Tokens

Fnids markod with * are mandtaloey
1 2, © 4 5 (6 7
You have added 1he passphrase successiully. Plaase add 4 token

Tohen Nams Crodentsl D Mamdoctizer suer Type Mode! Slatins Achon

Add Two Factor Authentication Token _

Token Manutacturer * | SYMANTEC v @
Token lssuer * ORFIRST v ©
Token Type * OTPHARDTOREN v @
Token Nome * Koychain o
SN of CredentialID* | AVTO32090122 2]
orp* 046057 Q

" Show Clear Text

Copynght © 2000 - 2015 Drmst™ . All Rights Reserd

3. Once you have entered in all the required fields, click Save New Token. Upon successfully registering a token the
following message will appear on the screen:
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O ercscol

Registered Tokens

Flelds manes win * e maodaaiory
w 2 3 O 5 6 7

Successhifty actvated token AVTHISSH0122

Tohon Meme ] Credentinl il Mancdacturor

Keychan AVIG38080122 SYMANTEC DRFIRSY QTP HARD TOMEN OTP MARD TOKEN Active

Copyright © 2000 - 2016 DeFes™ Al Rights Resorved

4. At this point you will be able to register your second token by following the same steps above. When you are
finished, click Continue.

Experian Transaction Number

Once you have completed Identity Proofing, you will receive an Experian Transcaction Number either via SMS text
message or by USPS mail. Experian will attempt to match your mobile phone number to your address and verify that you
are the primary account holder for your phone plan. If Experian is able to do this you will receive an SMS text message
with your transaction number. You will be prompted to enter the confirmation code to enroll in EPCS. If Experian is
unable to verify you are the primary account holder for your mobile phone number, within 5-6 business days you will
receive a letter via USPS mail containing the transaction number.

SMS Text Message

If you entered your mobile phone number during Identity Proofing and Experian can verify your mobile phone number,
you may receive an SMS text message with your transaction number. If for any reason you have yet to receive your
transaction number please contact DrFirst support to have the SMS text message resent. As well, an email will be sent
with a link to return to the following screen to enter your transaction number at a later time.

1. Please click on the prescriber dashboard link to login to your EPCS Gold Prescriber Dashboard and verify the
transaction number.

EPCS Onboarding Manual 13



€ EPCSCold

Thark youl We have succemsfully confirmed your aiantty

For the next step, you wil neod your Expenan transachon number, which an be cblaned in one of the two ways shown below. Once you recene Bvs code, g into
the prescriber dashbonrd. ‘oliow the coscreen instructions and enter your Expenan transacson number

Mobhie SNS Maded Latter

:f:l? Experian

4
e ears Experian
Transaction

VAN SIS (o
Number

{insarr Physh Name)
(InseT Address) /

{insest City. State. Zip)

(Tm Number / REFERENCE-ID = tarraaes )

Withn the rext 56 business days. you should recere a malled

H you erteesd 2 phone framer BUt Bove 1Ot 10 evv6d your 1em lotter fr0m our IGanay venficaton vendor, Expenan PLEASE DO
msac:m Flease COntact Suppon 10 resend your Exgerian NOT THROW THIS LETTER AWAY,

Coppnght © 2000 : 2010 DiFest™ AJ Foghts Steservod

2. You will enter in your NPI, passphrase you created during IDP and the OTP from your token to login.

EPCSGold

Return to Rcopia

EPCS Goid ™ Signin
NPI [ |

EPCS Gold, provides a Simple, Secure, and Certified solution for sending Controlled Substance prescriptions
electronically. EPCS Gold is a Certified solution, and has passed stringent auditing requirements set by the DEA. It Passphrase | ‘
is a Simple solution that fits with your current e-prescribing workflow, and a Secure solution which uses Two-Factor

Authentication Protocol (TFAP) throughout the product to ensure a high level of trust and security foryou asa

provider. Next

Forgot Passphrase = Report Lost Token

Ifyou are not yet enrolled for EPCS Gold, please make sure you have your Invitation ID and two facror
authentication token in hand as you start the Identity Proofing process. Your invitation ID can be found in the email
invitation that was sent to your email address. If you are already enrolled, please use your NPl number, the number
thatis currently showing on your One-time password token, and the password you setup during the identity-proofing
process or enter the unigue identifier for your biometric device to log-in to manage your tokens, and add a new token
for prescribing.

For more information on EPCS Gold, the Identity-Proofing process, and how to manage your tokens, please click on
the links below for short training videos. If you have any further questions, please contact us at or at 1-866-263-6512.

Training videos

Please note: If you have forgotten your passphrase, you can reset it by clicking the link above, click ‘Forgot
Passphrase’. You will need to follow the instructions on the screen to reset your passphrase.
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3. Once logged in, enter the IDP Transaction Number found in the letter that was sent to you by Experian. This
code should be entered into the box shown below. Then click Continue to proceed which will take you to the
EPCS Gold Prescriber Dashboard.

€ EPCSCold

Verify your transaction id

Fields marked with * are mandatory

Please verify your transaction ID. This transaction ID was sent to you via text message or land mail

Enter Transaction id* 565855

Copyright © 2000 - 2016 DrFirst™. All Rights Reserved

4. At this point, your grant status is INACTIVE and you will need to log into Rcopia with your administrator to
activate your grant status. This is done through the Logical Access Control (LAC) process described below.

EPCSGold

Profile Tokens Reports Contact Us

Name: Mark MISHLER NPL 7777777757

Congratulations! You have completed EPCS enroliment. Before you can begin electronically prescribing controlied substances, each organization must grant
you access prior to enabling this feature. To receive grant access, please contact your practice administrator. If you or your administrator need further
assistance to compiete the logical access controis process please contact support at support@drfirst.com or 1-866-263-6512

Current Organization Grants Current Tokens
Organization Name Status Token Name Token identifier Status
kristatest1234567 INACTIVE grey token AVTE32676639 Active

Manage Tokens

Copyright © 2000 - 2016 DrFirst™. All Rights Reserved.
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USPS Mail

Within 5-6 business days, you should received a letter via USPS mail from Experian.This letter will include the IDP
transaction number necessary to enroll in EPCS. The letter will be mailed to the address entered in during IDP

1. Once you receive the letter, you will need to login to the EPCS Gold website by clicking on EPCS Gold within
Rcopia, clicking on the original link in the first invite email, or by clicking the following link:
https://ui.epcsdrfirst.com/pob/login

2. You will enter in your NPI, passphrase you created during IDP and the OTP from your token to login.

EPCSGold

Return to Rcopia

EPCS Gold ™ Signin
NPI ]| ]

EPCS Gold, provides a Simple, Secure, and Certified solution for sending Controlled Substance prescriptions
electronically. EPCS Gold is a Certified solution, and has passed stringent auditing requirements set by the DEA_ It
is a Simpfe solution that fits with your current e-prescribing workflow, and a Secure solution which uses Two-Factor
Authentication Protocol (TFAP) throughout the product to ensure a high level of trust and security for you as a
provider Next

Forgot Passphrase | Report Lost Token

Passphrase \ ‘

Ifyou are not yet enrolled for EPCS Gold, please make sure you have your Invitation ID and two factor
authentication token in hand as you start the Identity Proofing process. Your invitation ID can be found in the email
invitation that was sent to your email address. If you are already enrolled, please use your NPl number, the number
thatis currently showing on your One-time password token, and the password you setup during the identity-proofing
process or enter the unique identifier for your biometric device to log-in to manage your tokens, and add a new token
for prescribing.

For more information on EPCS Gold, the Identity-Proofing process, and how to manage your tokens, please click on
the links below for short training videos. If you have any further questions, please contact us at or at 1-866-263-6512.

Training videos

Please note: If you have forgotten your passphrase, you can reset it by clicking the link above, click ‘Forgot
Passphrase’. You will need to follow the instructions on the screen to reset your passphrase.

3. Once logged in, enter the IDP Transaction Number found in the letter that was sent to you by Experian. This
code should be entered into the box shown below. Then click Continue to proceed which will take you to
the EPCS Gold Prescriber Dashboard.

Verify your fransaction id

SRl AN Wit * iy oLy

PINAGH Va0t Eansacton THE RaVEAC0N K Waa sant 13 o via snal mad (e Sand e

Exter Transacton i8*

=~
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4. Once this has been completed, you will be taken to the EPCS Gold Prescriber Dashboard shown below. At
this point, your grant status is inactive and you will need to log into Rcopia with your administrator to
activate your grant status. This is done through the Logical Access Control (LAC) process described below.

€ EPCSGold

Profile Tokens Reports Contact Us

Name: Mark MISHLER NPL 7777777757

Congratulations! You have completed EPCS enroliment. Before you can begin electronically prescribing controlled substances, each organization must grant
you access prior to enabling this feature. To receive grant access, please contact your practice administrator. If you or your administrator need further
assistance to complete the logical access controls process please contact support at support@drfirst.com or 1-866-263-6512

Current Organization Grants

Current Tokens
m

kristatest1234567 INACTIVE

grey token AVTE32676639 Active

Manage Tokens

Copyright © 2000 - 2016 DrFirst™. All Rights Reserved.
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EPCS Logical Access Control (LAC)

1. Through the Rcopia application, the practice administrator and a validating provider are necessary to authorize a
provider for EPCS and change the provider’s grant status to active. In order to do this, the administrator must
login to their account.

2. Once logged in, the administrator will need to click on the EPCS Gold link from the toolbar at the top of the
screen.

Select Patien EPCS Gold Prescription Repoa Log Out
Additions Optoms Help | Contact Us
Mombers Atoa Retresh | Cloar

Dufust, inc (Drirst 2)

Climicul Decluion Medicmon Fill

@ Patient Patiest Support thwsory

Suppont

Yowr practice group has [ retewal requests walting,

Patient Last Name of 10 Find | ASS Now Patert

3. This link will launch the administrator into the Logical Access Control Screen. The LAC screen will list only those
providers that have enrolled, meaning they have completed the IDP process with experian, activated their
token, and entered their IDP Confirmation Code successfully. Any providers with an inactive grant will be listed
first. See below:

€) EPCSGold

9 EPCS Logical Access Control Help
Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration Exit

Organization: DrFirst, Inc. Administrator: LAC Staff (222516832)

First Name Last Name NP1

Search Prescribers -
_

HOGAN, KYLE 2951111091 AA1258967 Fri Mar 04 15:35.57 EST 2016 ENROLLED © Active @ Inactive

Authorizing Prescriber Enter NPI: -

By entering your two-factor authentication details above, you are agreeing to change access for the prescribers and locations listed above.
This transaction will be digitally signed.
Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token

-l @ e (7

|| show Clear Text
- Authorize

Please note: this screen will display no more than 50 providers, so if you cannot find the provider you wish to
activate, simply search for him/her at the top of the page.
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4. Next, the administrator will need to change the EPCS grant to ‘Active’ for any providers that need authorization
to electronically prescribe controlled substances. Find the provider you wish to activate and click ‘Active’ under
‘Grant’. See below:

€ EPCSGold

9 EPCS Logical Access Control Help
Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration Exit

Organization:  DrFirst, Inc. Administrator: LAC Staff (222516832)

First Name Last Name NP1

Search Prescribers -
mm

HOGAN, KYLE 20881111091 AM125B067 Fri Mar 04 15:35:57 EST 2016 ENROLLED ! Inactive

Authorizing Prescriber WAYNE BEST Enter NPI: | 7754352145 -

By entering your two-factor authentication details above, you are agreeing to change access for the prescribers and locations listed above.
This transaction will be digitally signed.

Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token
(VSMTE7742155) Sean's NewE (7] ssessssnnsee © sennnd ©
Show Clear Text

5. Once the administrator has changed the EPCS grant to ‘Active’, the validating provider will need to identify
themselves on the LAC screen by entering in their NPl number. The validating provider can be any provider that
has an EPCS Status of ‘ENROLLED’. This could be the provider currently being activated, another provider within
the practice, or a provider at any practice who is ‘/ENROLLED’ with EPCS Gold.

6. Finally, the provider will choose the OTP token they wish to use from the dropdown box, enter his/her
passphrase, and enter the OTP from the token. Once this has been completed the provider will click ‘Authorize’
which will activate their EPCS grant and they will be able to begin electronically prescribing controlled
substances within the application.
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€ EPCSGold

9 EPCS Logical Access Control Help

Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration Exit

‘Organization: Drfirst, Inc. Administrator: LAC Staff (222516832)

Last Name NPl

First Name

Search Prescribers

m S S S _

2981111091 AA1258967 Fri Mar 04 15:35:57 EST 2016 ENROLLED ® Active  © Inactive

HOGAN, KYLE

Authorizing Prescriber WAYNE BEST Enter NPI:| 7754352145 -

By entering your two-factor authentication details above, you are agreeing to change access for the prescribers and locations listed above.

This transaction will be digitally signed.

Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token
ssssssssases 9 .nn..nl 9

(VSMTE7742155) Sean's New IZ| 9
Show Clear Text

If necessary, it is possible for the administrator to see the history of providers that have gone through this
process via the Logical Access Control Activity Report as seen below.

7.

€ EPCSGold

© EPCS Logical Access Control Help

Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration Exit

Administrator: LAC Staff (222516832)

Organization:  DrFirst, Inc.
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Auditable Event Alerts

Any time there is a grant status change, meaning a provider’s grant status has changed from Inactive to Active or vice
versa, an automatic report is generated and sent to the provider’s email. Per DEA requirements this report is sent for a
provider to have for audting purposes.

Within the Logical Access Control (LAC) screen, an administrator can view the Auditable Event Alert Report from the top
toolbar as well as the Logical Access Control Activity Report which simply shows LAC activity. An admin will also be able
to add other users to receive the Auditable Event Alert Report by clicking on Alert Email Configuration and adding the

€ EPCSGold

users email.

@ EPCS Logical Access Control Help
Alert Email Configuration Exit

Auditable Event Alert Report

Logical Access Control Activity Report

Organization:  DrFirst, Inc. Administrator: LAC Staff (222516832)

Below is a screenshot of the email a provider will receive.
EPCS Auditable Event Alert Report - Staging (11/17/2015) o & 8
= 1118/15 - -

DO-NOT-REPLY-STGepcs@epcsdrfirst.com

tome (=
An auditable event alert repert has been generated and is ready for your review. A summary of the alerts generated is attached. Please log

into your EPCS administrative censole or logical access controls conscle to review the details of the alert. Please contact your support

representative if you have any questicns.

B Alert Report.csy '

A sample of the CSV file attached to the above email is shown below.

Alert Report.csv |
File Edit View Inset Format Data Tools Add-ons Help  Last edit was seconds ago

I s A.- ®-0B-

e o~ T $§ % 0 00123- | Anal - 10 - B
ﬁ- Alert Type
A B [+ (0] E F G H
1 |Alert Type .| Count Start Time (UTC End Time (UTC~ Actor Type Actor 1D Description
1 2015-11-17T15:5 2015-11-17T16:0 PRESCRIBER 2881111091 LAC grant change

2 LogicalAccessC
3
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