
Instructions for Completing the Complete Waiver of Authorization
The investigator is responsible for ensuring that the protocol, application, informed consent, research authorization, waiver of authorization and MIRA are consistent.

All responses should be typed. Handwritten documents will not be accepted.

Protected Health Information (PHI) is health information together with any of the 18 HIPAA identifiers (see section 3a in the complete waiver form).  This form is to be used when you must access and/or use potential subject’s PHI in order to perform your research activities, and it is not practicable to obtain authorization from the subjects.  

Question 1:   Explain why your research project cannot be done using de-identified information.  In other words, why must you access identifiable health information?  If you need to look at identified information, but only collect de-identified information, this is still using identified information for your research project.  This includes information of your own patients.  Select the option that best fits your requirements.  

Question 2a: For your research activities, please specify the health information that will be viewed, and/or collected, and/or disclosed by you or your research team to conduct this research.  List all information you see under “viewed.”  List only the subset of information to be collected under “collected,” and only the subset of information to be disclosed under “disclosed.”  Examples of health information include consultation reports, operative reports, medical progress notes, or diagnostic test results.  (NOTE: Information viewed is not necessarily collected and/or disclosed.)

Question 2b:  Describe why the information you wish to view, collect, and/or disclose is the minimum necessary for the research project based on the protocol.  Identify the protocol section listing such data requirements.  Do not state “See protocol.”

Question 3a:  Indicate which of the 18 HIPAA identifiers of the subject, relative of the subject, household member of the subject, or employer of the subject will be viewed, collected, and/or disclosed by you or your research team for this project. Check (() all that apply.  

Question 3b:  If you or your research team will be collecting demographic information (e.g. age, gender, ethnicity, education, income, etc.), specify the information that will be viewed, and/or collected, and/or disclosed for this research study.  

Question 3c:  Attach a copy of the data collection form when submitting the complete waiver.  If the data form is unavailable, explain why.  If you collect data outside the scope of this Complete Waiver document, you may lose data.

Question 4:  Indicate the sources of the PHI that will be viewed, collected, and/or disclosed for this research study.  In other words, from what types of documents or electronic records will your data be obtained? Check (() all that apply.  

Question 5:  List the names of all individuals on the research team who will be looking at and/or sharing PHI.  Remember that all those listed must also be listed as investigators or key personnel on the study.  

Question 6a: If you are planning to disclose any PHI from one covered entity to an outside entity or other individuals outside the research team, Check (() the appropriate boxes.

Question 6b:  If you are planning to retain identifiers in paper and/or electronic format to conduct this study select the longest retention policy or regulatory retention requirement that is applicable to your research project from the list in section 6b.  If there is a reason to retain identifiers longer than any periods listed, describe in “other” section.  Please note that many sponsor contracts specify retention requirements.  It is recommended that you familiarize yourself with all applicable requirements regarding record retention.  

If you check (() no, proceed to “Attestation of Investigator.”  
Question 6c1:  If you are storing PHI in paper form, describe the temporary and permanent location of the paper records and Check (() all security measures that you will put in place for stored data.  If no, proceed to "Attestation of Investigator.”
ATTESTATIONS OF INVESTIGATOR:  If you are storing, maintaining and/or transmitting PHI on any electronic media (e.g. server, desktop computer, laptop computer, PDA/Smart phone, USB [flash, thumb, jump] drive/card, external hard drive, DVD/CD, email, website or any other electronic storage media), PLEASE NOTE that the data must be stored, maintained and/or transmitted in a manner that is compliant with the University of Louisville Information Security Policies and Standards. You many not store UofL research data on a non-UofL computer, server (such as a hospital server), or any other media unless U of L has a Business Associate Agreement with the entity in question. 

Your attestation here indicates that you are storing maintaining and/or transmitting your electronic research data in accordance with the University of Louisville Information Security Policies and Standards. The UofL information security policies and standards can be found at http://security.louisville.edu/PolStds
COMPLETE WAIVER OF AUTHORIZATION

	IRB#:
	Study Title

	
	

	PRINCIPAL INVESTIGATOR/PROJECT DIRECTOR (PI/PD)

	Name (Last Name, First Name, MI)


	Email Address


	Mailing Address – Include University Department (if applicable)


	Telephone Number


	
	Pager/Cell Phone Number


	
	Fax Number



Please indicate the Covered Entities from which you will seek PHI in this research.  Please check (() all that apply.
Affiliated Sites
Non-Affiliated Sites
	[(]
	University of Louisville (Do not remove this 
check.)
	[ ]
	Louisville Metro Department of Public Health & Wellness

	[ ]
	Jewish Hospital & St. Mary’s Healthcare
	[ ]
	KY Cabinet for Health & Family Services

	[ ]
	Norton Healthcare, Inc., including Kosair 
Children’s Hospital
	[ ]
	Seven Counties Services

	[ ]
	University of Louisville Hospital/J. Graham 
Brown Cancer Center
	[ ]
	Other(s):


University of Louisville Research Foundation (ULRF) Clinical Sites.  Please check (() all that apply.
	[ ]
	Children & Youth Clinic
	[ ]
	UL Pathology Flow Cytometry Lab (BCC)

	[ ]
	Dentistry Clinics (Undergraduate DMD; Graduate, Perio, Endo and Ortho; Oral Surgery and GPR at ACB; Faculty Practice, Graduate Pedodontic Clinic)
	[ ]
	UL Pathology Special Procedures Lab

	[ ]
	Family Medicine – (Newburg and Central 
Station; also Geriatrics and Sports Medicine at 
Central Station)
	[ ]
	University Health Services (HSC and Belknap)

	[ ]
	Harambee Nursing Center
	[ ]
	Weisskopf Child Evaluation Center

	[ ]
	Kidney Disease Program (Dialysis Unit and UL 
Renal Transport Lab)
	[ ]
	WHAS Crusade For Children Audiology & Speech 

Pathology Center

	[ ]
	Neonatal Follow Up Program
	[ ]
	WINGS Clinic – (ACB)


Faculty Practice Group Sites.  Please check (() all that apply.  If Other, please specify.
	[ ]
	University Anesthesiology Associates, PSC
	[ ]
	University Pediatrics Foundation, Inc. d/b/a 
University Child Health Specialists, Inc. (UCHS)

	[ ]
	University Radiological Associates, PSC
	[ ]
	University Children’s Sleep Specialists, LLC

	[ ]
	University Physicians Associates (UPA)/ UPG – 

Radiology, PSC
	[ ]
	University Children’s Infectious Dis. Specialists, 
LLC

	[ ]
	University Emergency Medicine Associates, PSC
	[ ]
	University Children’s Kidney Specialists, LLC

	[ ]
	University Family Practice Associates, PSC
	[ ]
	University Children’s Sedation Service, LLC

	[ ]
	University Physicians Associates (UPA), PSC
	[ ]
	University Pediatric Endocrinology, LLC

	[ ]
	University Medical Associates, (UMA), PSC
	[ ]
	Bone Marrow Transplant, LLC

	[ ]
	Associates in Dermatology, PLLC
	[ ]
	Neonatal Associates, PSC

	[ ]
	University Neurologists, PSC
	[ ]
	Pediatric & Perinatal Pathology Associates, PSC

	[ ]
	Neurosurgical Institute of Kentucky, PSC
	[ ]
	Pediatric Cardiology Associates, PSC

	[ ]
	University GYN/OB Foundation, Inc.
	[ ]
	Pediatric Hematology/Oncology Specialists, PSC

	[ ]
	University OB/GYN Associates, PSC
	[ ]
	Pediatric Pulmonary Medicine, PSC

	[ ]
	Ophthalmological Services, Inc. – Primary Eye 
Clinic
	[ ]
	University Psychiatric Foundation, Inc.

	[ ]
	Eye Specialists of Louisville, PSC
	[ ]
	University Psychiatric Services, PSC

	[ ]
	Kentucky Vision Center, Inc.
	[ ]
	University Radiotherapy Associates, PSC

	[ ]
	Shea, Tillett, Malkani, Caborn, PSC
	[ ]
	University Surgical Associates, PSC

	[ ]
	Spine Institute, PSC
	[ ]
	University Pediatric Surgery Associates, PSC

	[ ]
	Orthopedic Trauma Associates, PSC
	[ ]
	University Cardiothoracic Surgical Associates, 
PSC

	[ ]
	University Pathologists, PSC
	[ ]
	University Urology, PLLC

	[ ]
	Louisville Pathology Laboratory Associates, Inc.
	[ ]
	Other(s):  


	This form is to be used when it is not feasible to obtain an authorization prior to viewing PHI (PHI means health information plus one or more of the 18 identifiers under the HIPAA regulations).


	1.
	
	Please explain why your research project cannot be done using de-identified information. If you need to look at identified information, but only will be collecting de-identified information, this is still using identified information for your research project. (NOTE: Responses “b” and “c” cannot both be checked.)
[ ] a. This project requires health information from multiple holders that needs to be linked using identifiers.

[ ] b. This project requires the retention of identified health information to answer the research question.

[ ] c. While this project does not require the retention of identifiable information, identifiable information must be accessed to extract the de-identified information.

[ ] d. Other - please explain:


	2.
	a.
	For your research activities, please specify the health information that will be viewed, collected, or disclosed by you and the research team to conduct this research.  (Some examples of health information may include:  consultation reports, operative records, medical progress notes, or diagnostic test results.) 

	
	
	Viewed:



	
	
	Collected:



	
	
	Disclosed (shared with anyone other than key personnel listed in the research application):



	
	b.
	Please describe why the information you wish to view, collect, and/or disclose is the minimum necessary for the research project based on the protocol (reference protocol section(s) or page(s)). Do not state “See protocol.”


	3.
	a.
	The health information identified in 2, combined with one or more of the identifiers listed below becomes PHI.  Please indicate which of the following identifiers, if any, of the subject, relative of subject, household member of the subject, or employer of the subject, will be viewed, collected, and/or disclosed by you or any other investigator for this research project.  Please check (() all that apply.



	
	
	[ ]
	1.
	Name (including initials)

	
	
	[ ]
	2.
	All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code.

	
	
	[ ]
	3.
	All elements of dates except year, for dates directly related to an individual, e.g., date of birth, admission date, discharge date, date of death.  For individuals who are 90 years or older, all elements of date, including year, is considered a “direct identifier.”  Note: if such ages and elements are aggregated into a single category of “age 90 or older” then it is not considered to be a direct identifier.

	
	
	[ ]
	4.
	Telephone numbers

	
	
	[ ]
	5.
	Facsimile numbers

	
	
	[ ]
	6.
	Electronic mail addresses

	
	
	[ ]
	7.
	Social Security numbers (full or partial, including the final four digits)

	
	
	[ ]
	8.
	Medical Records numbers, prescription numbers

	
	
	[ ]
	9.
	Health Plan numbers

	
	
	[ ]
	10.
	Account Numbers

	
	
	[ ]
	11.
	Certificate/license numbers

	
	
	[ ]
	12.
	Vehicle identification/serial numbers/license plate numbers

	
	
	[ ]
	13.
	Device identifiers/serial numbers

	
	
	[ ]
	14.
	Universal Resource Locators (URLs) for Web sites

	
	
	[ ]
	15.
	Internet Protocol (IP) Address

	
	
	[ ]
	16.
	Biometric Identifiers, e.g. fingerprints, voice prints

	
	
	[ ]
	17.
	Full face or comparable photographic images

	
	
	[ ]
	18.
	Any other unique number, characteristic, or code that could be used to identify the individual. (If you abstract any unique identifiers, please specify.)



	
	b.
	Additionally, if you are collecting demographic information (e.g. age, gender, ethnicity, education, income, etc.), please specify the information that will be viewed, collected and/or disclosed for this research study.

	
	c.
	Please attach a copy of the data collection form when submitting the Complete Waiver.  If the data collection form is unavailable, please explain:
If the data collection form is unavailable for submission, please note that a data collection form determined to be inconsistent with this waiver may impact the ongoing status of your study.



	4.
	
	Please indicate your sources of the PHI that will be viewed, collected, and/or disclosed for this research study.  Please check (() all that apply.

	
	
	
	
	

	
	
	[ ]
	1.
	Physician/clinic records

	
	
	[ ]
	2.
	Hospital/medical records

	
	
	[ ]
	3.
	Databases collected for informational/reporting purposes

	
	
	[ ]
	4.
	Data previously collected for research purposes

	
	
	[ ]
	5.
	Diagnostic test results

	
	
	[ ]
	6.
	Interviews/questionnaires

	
	
	[ ]
	7.
	Other – Please describe:



	5.
	
	List the names of all individuals on the research team who will be looking at and/or sharing PHI (medical record or other identifiable health information about the subject).


	6.
	
	In order for the Privacy Board to determine that the use and disclosure of PHI involves minimal risk to a subject’s privacy, please respond to a, b, and c below.  



	
	a.
	By law/regulation/policy/study site you may be required to disclose PHI to one or more of the following oversight agencies/offices: OHRP, OCR, CMS, FDA, NHORA, ULH RIO, JHSMH CAM, UofL IRBs/Privacy Boards, HSPPO, UofL Privacy Office.

Are you planning to disclose PHI from one covered entity to an outside entity or other individuals outside the Research Team?  Yes [ ]  No  [ ]  If No, go to 6.b.

	
	
	If so, to whom will you disclose (share) the PHI?

	
	
	[ ]
	1.
	Sponsor and/or agents of the sponsor

	
	
	[ ]
	2.
	Research oversight offices and collaborators at other institutions

	
	
	[ ]
	3.
	Other, please identify:

	
	b.
	Are you planning to retain identifiers in paper and/or electronic format to conduct this study?  

(Note: If you are retaining identifiers such as a list of dates of service, medical record numbers, list of names, etc., then you must protect the identifiers you will use to identify potential subjects.)

Yes [ ]  No  [ ]

If no, proceed to the “Attestation of Investigator.”
If yes, please select the longest policy or regulatory retention requirement that is applicable to your research project from the list below. If there is a reason to retain identifiers longer than any period listed below, please describe in the “Other” section below. 

[ ]  University Record Retention Policy (retain research information 5 years post submission for publication or publication, whichever is longer)

[ ]  Common Rule (retain research information 3 years following closure of the study)

[ ]  FDA (retain 2 years following FDA submission, approval or FDA notification of discontinuation of investigation, whichever is longer)

[ ]  Contractual requirements 

[ ]  Other (please explain)



	
	c.
	Describe your plan to protect identifiers in paper format from improper use and/or disclosure by completing the applicable questions below.



	
	c.1.
	Are you storing PHI in paper form?  Yes [ ]  No  [ ]  If No, please proceed to “ATTESTATION OF INVESTIGATOR.”


	
	
	Please describe the permanent location of the paper form.



	
	
	Please describe the security measures that you will put in place for stored data.

Will the data be kept in a locked file cabinet?     


Yes [ ]  No  [ ]
Will the cabinet be kept in a locked office or store room? 
Yes [ ]  No  [ ]
Will the area be a locked/limited access area?   


Yes [ ]  No  [ ]
Describe any additional security measures, including the security measures for paper data in transit.  




ATTESTATIONS OF INVESTIGATOR

By submitting this document for Privacy Board approval and electronically signing your submission in BRAAN2, you attest,  that PHI will not be reused/disclosed to any other person or entity, except:

1) 
as required by law, 

2) 
for authorized oversight of the research project, or 

3) 
for other research for which use/disclosure of PHI would be permitted by the HIPAA privacy regulations.  

The researcher, listed below, and his/her entire research team agree:

1) that this Complete Waiver will be used to access only the specific PHI identified in this document.

2) that only the undersigned will be permitted to use this Complete Waiver to obtain PHI from the entities identified in this document.  
3) to share the PHI obtained under this document only with those persons or entities identified by this document.

4) to provide sufficient documentation to any covered entity where PHI is obtained so that an accounting of disclosures can be generated.
5) to maintain, store, and/or transmit any PHI, obtained during this study, on any electronic media (server, desktop computer, laptop, PDA/Smart phone, USB drive, DVD/CD or any other electronic storage media)  in a manner consistent with the University of Louisville Information Security Policies and Standards.  
PRINCIPAL INVESTIGATOR:

RESEARCH TEAM:

List all research team members:

Form: Complete Waiver of Authorization – FINAL (Rev 8-6-10)
Page 3 of 5
Investigator Revision Date: (INSERT DATE OF LAST REVISION)

