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Abstract

In August of 1986, a hacker attacked the Lawrence Berkeley Laboratory. Instead of trying to keep the intruder out, Clifford Stoll decided to take the novel approach of allowing this person access while they printed his activities, kept a detailed logbook, and traced him to his source – all in the name of scientific research. Stoll’s findings became foundational in the Security field. After almost twenty years since the first sighting of Stoll’s hacker, technologies have changed and the way people manage systems and how they try to crack them have changed. The question remains, however, how relevant are those findings today, and what progress have we made since then?

Introduction

The Cuckoo’s Egg takes us back to the days when the Internet was unknown to those of us outside the scientific and academic worlds and the Soviet Union was an active threat. Although this story takes place almost twenty years ago, many of the same mistakes are being made today, making it extremely easy for intruders to find their way into systems. There will be a synopsis of the story, followed by discussions that are based on the learnings from the experiences in the book. Also, there will be a comparison of Stoll’s conclusions with those generally accepted as today’s standards. There will be a special emphasis on system passwords, business perspectives then and now, and the human aspects of information security.
Synopsis of Cuckoo’s Egg
Clifford Stoll, an astronomer by trade, was designing telescope optics for the Keck Observatory at Berkeley, California, when he found himself out of grant money and searching for a job. He was immediately transferred downstairs to the Lawrence Berkeley Laboratory (LBL) computing center. On his first week on the job, Stoll had suspected a break-in when one of LBL’s systems reported an accounting error. Upon further investigation, he realized that a new account had been created without a corresponding billing address. LBL’s locally developed accounting program could not balance its books, since someone had incorrectly added the account. It was also not long after that a message from the National Computer Security Center arrived, reporting that someone from LBL had attempted to break into one of their computers through a MILNET connection.

Stoll was bent on reaching a conclusion. Soon he had detected someone acting as a system manager, attempting to modify accounting records. Realizing that there was an intruder in the system, he installed line printers and recorders on all incoming ports, and printed out traffic. Within a few days, the intruder showed up again. He had captured all of his keystrokes on a printer and saw how he used a subtle bug in the Gnu-Emacs text editor to obtain system-manager privileges. At first Stoll had suspected that the culprit was a student prankster. After deciding to catch this person in the act, they began to trace the lines and printing our all of his activity in real-time every time the intruder entered the system.
The computing environment at Lawrence Berkeley is typical of a university: widely distributed, heterogeneous, and fairly open. The intruder conjured up no new methods for breaking the operating system; rather he repeatedly applied techniques documented elsewhere. In fact, most of the break-ins were possible because the intruder exploited blunders by vendors, users, and system managers. 
Printouts of the intruder’s activity showed that he used LBL’s computers as a way station; although he could become system manager there, he usually used LBL as a path to connect to the ARPANET/MILNET. In addition, Stoll watched him use several other networks, including the Magnetic Fusion Energy network, the High Energy Physics network, and several LANs at invaded sites.
Clifford Stoll communicated extensively with several three-letter federal organizations, namely the CIA, FBI, NSA, and DOE. Although he was very free to share information with these organizations, each organization was reluctant to return the favor, and even worse, they all conveniently denied any responsibility by stating that the case was not their “bailiwick.”

The story ends with a positive outcome, however. After a little over a year, the FBI pulls it together, and with the help of the German authorities, the hacker (Markus Hess) is caught and brought to trial.
Password Security

“Treat your password like your toothbrush. Don’t let anybody else use it, and get a new one every six months.”

- Clifford Stoll
The preceding quote is not from The Cuckoo’s Egg; however Clifford Stoll did say it in an interview with a radio station. Although the quote has a comedic twist to it, it possesses two universal truths. The first is that if two people know a password, it is no longer a secret, and the other is that changing a password frequently makes it harder for hackers to use brute force techniques. In The Cuckoo’s Egg, while connected to MILNET, the intruder attempted to enter about 450 computers, trying to log in using common account names like root, guest, system, or field. He also tried default and common passwords, and often found valid account names by querying each system for currently logged-in accounts, using who or finger. These are common hacking practices even going into the 21st century. The only difference is that now hackers have automated password crackers at their disposal, rather than manually typing in possibilities. What is not different today is the fact that most corporate managers do not use strong passwords to protect privileged or system user accounts and often leave default accounts on systems unchanged. It may be noted that there is a trade-off in user-friendliness when choosing a strong password, however implementing good password practices is essential to the over-all health of the system. Once a system is cracked into, the hacker may find a way to gain administrator privileges and potentially take down the whole system.
According to SecurityStats.com, currently one of the leaders in password management, passwords only start with Stoll’s suggestions. In The Cuckoo’s Egg, Stoll states, “It’s simple. Just do not use a word that will show up in a dictionary.” As brute force and dictionary attacks and techniques have become much more sophisticated, and not to mention automated, individuals must make it even harder to guess their password. Here are some of the leading suggestions from SecurityStats.com website:

Generally Accepted Password Security Practices
· Use a password with upper-case and lower-case letters. Use uppercase letters throughout the password, do not just capitalize the first letter, but add uppercase letters throughout the password.
· Use a password that contains alphanumeric characters and include punctuation, where supported by the operating system.
· Use at least six characters, eight characters for Windows NT.
· Use a seemingly random selection of letters and numbers.
· Use a password that can be typed quickly, without having to look at the keyboard. This makes it harder for someone to steal your password by looking at your keyboard (also known as "shoulder surfing").
· Change passwords regularly. The more critical an account to network integrity (such as root on a Unix host or Administrator on Windows NT), the more frequently the password should be changed. This change stops someone who has already compromised an account from continued access.
Unacceptable Password Security Practices
· Do not use other information easily obtained about you. This includes pet names, license plate numbers, telephone numbers, identification numbers, the brand of your automobile, the name of the street you live on, and so on. Such passwords are very easily guessed by someone who knows the user. 
· Do not use a word contained in English or foreign dictionaries, spelling lists, or other word lists and abbreviations.
· Do not use dates e.g., September, SEPT1999 or any combination thereof.
· Do not use your first, middle or last name or anyone else’s in any form. Do not use your initials or any nicknames you may have or anyone else’s.
· Do not use keyboard sequences, e.g., qwerty.
· Do not reveal a password to anyone.
· Do not use shared accounts. Accountability for group access is extremely difficult.
Information Security in Practice
In The Cuckoo’s Egg, universities, military organizations, and military contractor systems were all open to the hacker’s attacks. When confronted by Stoll about their system security being breached, some of the entities proclaimed that, “It’s impossible. We are running a secure facility.” The irony in the story is that the same individuals that made these claims were also the ones who overlooked certain policies and user accounts. Today, the potential of a systems administrator overlooking a system requirement is still possible – let’s face it, they are human too. However, threats to systems also came in the form of user mistakes, and these mistakes are the ones that today are found to be the culprit more often than not.  

Employees and other insiders continue to pose a more serious security threat than outsiders. In the corporate sector, companies experiencing an electronic theft, sabotage or disclosure of proprietary information grew by 41% in the last year (Briney).

Up-to-date security policies are key to detecting and reacting to cyber crime. Companies with policies record more attacks and breaches than those without them. However, less than 25% of companies surveyed follow a public standard or model when developing their policies (Briney). These findings show that corporations have a long way to go to secure their electronic systems effectively. While there are security managers at certain corporations that have understood the threat that hackers pose, still many more have not heeded to Stoll’s experiences.
Information Security in the Hands of Humans
Information is a fundamental asset to the business. Security (confidentiality, integrity and availability) of information is therefore critically important to us. We have invested in information security technologies such as antivirus software and firewalls to protect our information assets. However, we are left with significant information security risks as a result of the accidental or deliberate actions and inactions of people.

Most of the time, most employees comply with information security policies, standards, laws and other regulations. But being human, they occasionally “forget” and often make mistakes. They sometimes enter inaccurate or incomplete data into the systems and fail to configure technical security controls appropriately. They share passwords and neglect to make regular backups. They let visitors roam about the offices unescorted and give out sensitive information over the phone. These are not theoretical examples but everyday occurrences.

A few employees, and outsiders, may not have the organization’s best interests in mind. At the risk of sounding paranoid, fraudsters, hackers and social engineers really are “out to get us.” Deliberate threats to our information assets are increasingly prevalent, both non-specific (e.g. Internet worms) and targeted (e.g. information theft, extortion and targeted Denial of Service attacks).

In short, we ignore the human aspects of information security at our own peril. This topic was addressed throughout Stoll’s adventure in The Cuckoo’s Egg, albeit sometimes indirectly. It becomes very obvious to the reader, whether educated or not in information security that the way humans choose to interact with an automated system will determine its overall protection. In July 2002, a consortium of security professionals from government, private industry, associations and nonprofit organizations known as the Human Firewall Council began directing the Human Firewall campaign. The goal of the council is to help educate people in organizations on how to better protect information assets from the perspective of changing human behavior. The creation of a “human firewall” complements the usual technical firewalls and other network security devices and software designed to safeguard the enterprise (Whitman). It also addresses a major issue that comes up again and again in The Cuckoo’s Egg. 
Conclusion

Stoll proved in his experiences in The Cuckoo’s Egg that any operating system will be insecure when obvious security rules are ignored. From the intruder’s widespread success, it appears that users, managers, and vendors routinely fail to use sound security practices. These problems are not limited to LBL’s site and the other systems that were compromised in the story, but was a nationwide phenomenon then just as it is today. Stoll found his hacker to be a competent, patient programmer. Again, little has changed today as information on system vulnerabilities are accumulating on the internet. One of the most important discoveries in this book which is applicable even today is how system managers and all other users violated their positions of trust and confidence. Our worldwide community of digital networks requires a sense of responsibility, and this still lacks even in today’s technically capable people. Hopefully many corporate managers, whether they are involved with security issues or not, will give The Cuckoo’s Egg another look before dismissing it because of the year it was published and quickly coming to the conclusion that it is outdated. Education is the first step towards a more secure system, and this book provides a very good foundation to anybody’s security knowledge.
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