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Abstract

Every company in today’s business world must perform audits on all aspects of their technology.  Depending on the assets of a company there are different types of audits that they can perform.  With a variety of audits performed from different points of view a company can protect themselves from the dangers that plague all companies.  
Introduction


Every system used in business today is vulnerable to threats from outside and inside the company.  There is no system in the world that can not be broken.  If there is someone that can develop a security system then there is someone that will be able to figure out the system and break it.  To help keep the system safe from intruders companies perform audits to find any possible holes in the system that need to be filled in.  
Types of Audits

There are multiple types of audits that can be performed on a system.  These audits can be performed by individuals inside and outside the company.  A company that only performs audits from one point of view will miss problems with the system.  To successfully perform a full audit on any kind on a system the company must have individuals from both points of view.  


Once the company has decided what point of view they will be performing audits from they must then decide on what type of audit they will perform.  The biggest deciding factor when deciding the type of audit is the amount of time and money they are willing to spend on the audit.  There are around seven different types of audits ranging from little time and money to a lot of time and money.  These types of audits are as follows: 
· Vulnerability Scanning

· Security Scanning

· Penetration Testing

· Risk Assessment

· Ethical Hacking

· Posture Assessment & Security Testing

· Security Auditing

Vulnerability scanning is generally automated checks for known vulnerabilities against a system or systems of networks.  This type of audit is also the least expensive and takes the least amount of time to perform.  Because this is the least expensive it will not reveal the holes that others will reveal.  The next type of audit that can be performed, Security Scanning, generally refers to vulnerability scans which include manual false positive verification, network weakness identification, and customized, professional analysis.  The next type of audit that is a little more in cost is a penetration test.  This test refers generally to a goal-oriented project of which the goal in the trophy and it includes gaining privileged access by pre-conditional means.  Risk assessment takes about the same amount of time as a penetration test but cost more.  A risk assessment is generally a security analysis through interview and mid-level research which includes business justification, legal justifications, and industry specific justifications.  The next type of audit that is generally a penetration test whose goal is to discover trophies throughout the network within the predetermined project time limit; commonly known as ethical hacking.  The cost of ethical hacking is between penetration testing and risk assessment and takes the most time to perform out of those we have covered so far.  Posture Assessment and Security Testing are the same tests but the name is different depending on the industry you are working in.  If you work with the military this audit is called Posture Assessment while in any other industry the same test is referred to as Security Testing.  No matter the name these audits are project-oriented risk assessment of systems and networks through the application of professional analysis on a security scan where penetration is often used to confirm false positives and false negatives as project time allows.  The last type of audit and also the most expensive and the audit that takes the most time is known as security auditing.  This type of audit is generally a hands-on, privileged security inspection of the OS and Applications of a system or systems within a network or networks.  

Once a company has reviewed the different types of audits and it has decided what audits they will need to perform they will need to decide when to perform the audits.  Some audits should be performed periodically once a quarter or once a year while others may need to be performed once a month or at the end of each milestone with in a project.  
Database Audits

Database audits are similar but different from regular audits.  Depending on the company database audits are performed at different times and many times more often then the network and security audit already covered.  Many of the types of already covered can be performed on a database but these audits will not always reveal the necessary information for a company.  

Built into SQL Server 2000 there are four levels of audits that can be performed.  These levels range from auditing nothing in the database to auditing and tracking everything that occurs within the database.  Depending on the time and money that a company is willing to spend will determine what level they will wish to audit.  Some companies may wish to only track the transactions that are successful on the database to ensure a variety of things.  Other companies my wish to perform audits on their databases by tracking only those transactions that failed.  If a company has the man power along with the time and money needed they may wish to audit all the transactions that take place on the database.  If this is the case then the company would choose to audit SQL Server at level 3.  

Sometimes the company does not have a choice as to what level of auditing they need to perform on their databases or systems.  Sometimes these levels are determined by either the government or an association that the company is a part of and the company must maintain a certain level of auditing to maintain their status within the association.  
Conclusion

No mater what your company is they must perform some type of audit on their systems and aspects of their systems.  As discussed above there are multiple different types of audits and the audits should be performed from different points of view.  The choices that the company will make as to what audits and how often the audits are performed are determinate upon the need and assets of the company.  
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