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Abstract

The United States federal government is taking many major steps to protect the American public’s precious information through many laws and regulations.  Out of a few examples from HIPPA (the Health Insurance Portability and Accountability Act of 1996) and Graham Leach Bliley, my paper is going to provide the main focus on the Sarbanes-Oxley Act of 2002.  The Act is intended to bring financial accountability to large firms.  This paper will give a brief overview of the Act and give details about its most significant sections, especially section 404.  This paper will also inform how the provisions of this act will enhance information security and provide support for managing database security.

Introduction

As statistics are showing, today’s information crimes are increasing with extreme rates. According to 2003 release from the Federal Trade Commission, “almost 10 million people in the United States may be victimized by identity bandits each year.”  (Mark Freink)  Identity theft is only one form of attack.  There are many other information crimes that can both invade our privacy and cause us financial damages.  Different from traditional crime of “theft”, information crimes are harder to detect and guard against because people are not aware of the vulnerability.  Before leaving home to work, people always guard their properties such as lock the door, or lock the safe money.    However, very few people actually set up a firewall for their computer or have any form of decent security measures.  (Mr. Lawrence Rogers Presentation) A true professional hacker can get into your database, steal your information and be gone with out you knowing it.  The real fact about it is the institutions holding your information most likely do not take appropriate steps to protect the information for you.  Perhaps, they are afraid of bad publicity or other events that could cause them revenue loss.  So, how do you protect valuable information in the digital age?  The US federal government has solution plan.  They are making the institutions holding the information liable for the trust the public have in them.  They have the responsibility of taking every step necessary to protect the digital information they possess.  Sarbanes-Oxley Act is one of the laws Congress has passed to bring financial accountability to corporations.

Sarbanes-Oxley Act of 2002

The Sarbanes-Oxley Act was signed into law on July 30th, 2002 and introduced highly significant legislative changes to financial practice and corporate regulations.  The act is named after its main architects, Senator Paul Sarbanes and Representative Michael Oxley.  It is organized into 11 titles, and a subset of those titles is related to compliance issues.  Its stated objective is “to protect investors by improving the accuracy and reliability of corporate disclosures made pursuant to the securities laws”.

It introduced two deadlines that the business world must follow:

· Most public companies must meet the financial reporting and certification mandates for any end of year financial statements filed after June 15th, 2004

· The equivalent date for foreign and smaller companies is April 15th, 2005

Congress seemed to pass the law in quick response to account scandals surrounding Enron and other companies.  This act is intended to “deter and punish corporate and accounting fraud and corruption, ensure justice for wrongdoers, and protect the interests of works and shareholders”.  The penalty for violations is quite high, resulting in both criminal and civil prosecutions. A corporate officer who knowingly signs a false financial report can be fined up to $1 million and be sentenced to as many as 10 years in prison.   (SOX Act Forum)

Section 404: Management Assessment of Internal Controls

Many companies pay close attention to the compliance deadline of Section 404 of the Sarbanes-Oxley Act, which requires management to file an internal control report with its annual report.  According to SEC rules, the internal control report must provide the following content:

1. A statement of management’s responsibility for establishing and maintaining an adequate system

2. The identification of the frame work used to evaluate the internal controls

3. A statement as to whether or not the internal control system is effective as of year-end

4. The disclosure of any material weaknesses in the system

5. A statement that the company ‘s auditors have issued an audit report on management’s assessment

The SEC will require each issuer to disclose whether it has adopted a code of ethics for its senior financial officers and the content of that code.  Also, the SEC has the power to revise the regulations of the disclosure of the issuer’s code of ethics.  The main purpose of section 404 is to determine adequacy of control over financial reportings.  As companies evaluate their control systems, senior management must determine whether there are any material weaknesses that they should report.  (AICPA)

Affect of Sarbanes – Oxley Act on Information Security

The Sarbanes-Oxley created a major impact in the corporate world.  “51 % of surveyed companies are considering new technologies to improve reporting infrastructure.” (PricewaterhouseCoopers) It is a major challenge for most companies operating in America to meet the compliance requirements in such a short time.  However, there are great benefits to the hard work.  “58 % of the surveyed CEO said they believe the Act represents important regulatory legislation, with an additional 29 % perceiving it as landmark”.  Sixty eight percent of the surveyed also said that they believed the Sarbanes Oxley Act has boosted investor confidence in corporate America.  Even though many companies are complaining that the law requires them to spend a large sum of money to ensure their accounting systems are in compliance, the Sarbanes Oxley Act has accomplished its original goal.  It has created a more secure, safer business environment for both the business entities itself and its investors.

Affect of the act on database securities management

The biggest affect the Act has on database securities management is how the organization secures its database information.  How does it provide securities for its backup process? The Sarbanes Oxley Act does not only impacts CEOs, and CFOs and public accountings, it impacts on all levels of management.  The Sarbanes Oxley Act does not only protect financial data through accounting practices.  It also pushes on policies of secure data handling.  If the systems maintaining financial data aren’t demonstrably secure, then the executives will have a hard time to vouch for the validity of data and the soundness of their internal controls.  Even though the Sarbanes and Oxley Act itself does not specifically point to data protection, companies should guard themselves against non-compliance with Section 404 by archiving and protecting data.  Storage solutions are evolving “smart” backup and recovery methodologies that can help sites cope with the increased pressures and risks of information storage and securities. (Mary Shacklette).

Another interesting product I found is control systems for Notes development environment.  "Auditors looking for compliance-related control on design changes and version control would normally seek out the audit trail in the production environment," (Peter Bochner) In Notes, version control is done in development environment.  So a product that supports a Notes environment would help administrators in the Sarbanes Oxley compliance effort.

Conclusion

The benefits that Sarbanes Oxley Act provides are the reliability of the financial statement and the quality of reporting.  You cannot always trust the business organization to protect valuable information automatically, which is why regulations must be passed to initiate their good business practices.  Sarbanes Oxley’s threat of legal process benefits both the investors and the business organizations.  It gives the investors the confidence in the integrity of the financial data, and it gives the companies who are in compliance with Sarbanes Oxley Act good names.  
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