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Abstract


In 2002 the Sarbanes-Oxley Act became the law of the land.  This act ensures that firms within the United States comply with stringent financial rules.  In this paper we will look at how the provisions within this act help to strengthen information security.
Introduction


In this paper we will look at the influences of the Sarbanes-Oxley Act as it relates to information security.  After financial and accounting problems of companies such as Enron, Arthur Anderson, and WorldCom congress passed new legislation in the form of the Sarbanes-Oxley Act in order to tighten financial and accounting practices of organizations. (Wikpedia)

The new act required companies to invest a lot of time and money ensuring that they can comply with the Sarbanes-Oxley Act, especially relative to outsourcing vendors.  To limit this drain on resources many companies have combined there outsourcing needs to just one vendor.  (Mearian)

First we will look at the overview of the Sarbanes-Oxley Act.  Then throughout the following section we will examine different parts of the Sarbanes-Oxley Act and how they relate to information security.  Finally we will draw conclusions on how this Act can help with information security.
Sarbanes-Oxley Act of 2002
President George W. Bush signed the Sarbanes-Oxley Act which changed how financial reporting would be done in the future.  The Sarbanes-Oxley mandated significant changes to financial reporting including: real-time disclosures, officer certification, increasing transparency, independence, mandated SEC review, final rules for pro forma statements due by January 26, 2003, new audit committee requirements - April 26, 2003 deadline, and loans and certain trades prohibited – which is effective immediately. (CPEOnline)
Furthermore, Congress gave more powers to the Security Exchange Commission (SEC) which include: criminal penalties for “white collar” crimes strengthened, statutes of limitations changed, new Public Company Accounting Oversight Board, new analyst conflicts of interest rules, new attorney professional responsibility rules, and protection for whistleblowers. (CPEOnline)
The Sarbanes-Oxley Act is the most significant change to federal security laws since the 1930s. Not only does it make significant changes to federal regulation of public company corporate governance and reporting obligations, but it also tightens accountability standards for directors and officers, auditors, securities analysts and legal counsel. (CPEOnline)
In the following parts of this paper we will examine how the sections of the Sarbanes-Oxley Act will enhance security for an organization.  The section of the bill we will concentrate on are: Section 103: Auditing, Quality Control, And Independence Standards And Rules, Section 201: Services Outside The Scope Of Practice Of Auditors; Prohibited Activities, Section 203: Audit Partner Rotation,  Section 303: Improper Influence on Conduct of Audits, Section 401(a): Disclosures In Periodic Reports; Disclosures Required, Section 404: Management Assessment Of Internal Controls, and Section 1102: Tampering With a Record or Otherwise Impeding an Official Proceeding. (AICPA)
Section 103: Auditing, Quality Control, And Independence Standards And Rules


According to Section 103 of the Sarbanes-Oxley Act, an organization most consult regularly with designated professional groups of accountants and other advisory groups to come up with a set of standards for auditing.  The organization can then adopt the standards they deem appropriate from the standards proposed. (AICPA)

This helps an organization in security by establishing a method for creation of a security plan.  This security plan can then lay the groundwork for establishing organizational security policies.  These security policies can then be used to create guidelines for enforcing the policy.


Furthermore, the organization must adopt an audit standard for internal control review required by section 404(b).  “This standard must require the auditor evaluate whether the internal control structure and procedures include records that accurately and fairly reflect the transactions of the issuer, provide reasonable assurance that the transactions are recorded in a manner that will permit the preparation of financial statements in accordance with GAAP, and a description of any material weaknesses in the internal controls.” (AICPA)

By requiring an organization to adopt an audit standard, this will help the organization security plan, because they have no choice but to follow the established audit standard in order to be compliant with the law.  If the audit standard is effective, then the increase of the security it provides the organization is an added benefit.  Furthermore, as stated above it will give an organization a basis for a security plan, and the security policies that will follow.

Section 201: Services Outside The Scope Of Practice Of Auditors; Prohibited Activities

This section of the Sarbanes-Oxley Act establishes what activities that are unlawful for an auditor to perform.  Some of these unlawful acts include: offering bookkeeping services, designing or implementing financial systems, internal auditing out sourcing, management functions, and legal services not related to the audit. (AICPA)

I think this provision is important to security because they illustrate what scope that an outside auditing firm can operate in.  This gives an organization boundaries about what it can ask of an external auditor.  Also, it may raise flags about an external auditor if they offered an organization any of the above prohibited acts.
Section 203: Audit Partner Rotation

Section 203 states that the lead auditor and reviewing partner must rotate off the audit every 5 years. (AICPA) I find this interesting from a security standpoint that it would strengthen an organizations security audit if the rotated the firms who performed it every so often.  This makes sense in that relying on the same auditor may lead to complacency.  Also, by bringing in a different auditor they may see security problems that the former auditor may not have been aware of.
Section 303: Improper Influence on Conduct of Audits

According to Section 303, “It shall be unlawful for any officer or director of an issuer to take any action to fraudulently influence, coerce, manipulate, or mislead any auditor engaged in the performance of an audit for the purpose of rendering the financial statements materially misleading.” (AICPA)

This is important from a security standpoint in this rule should apply to security audits as well.  No one within the organization should unduly influence the auditors in performance of their duties during an audit.  If an organization tries to mislead or coerce the auditor about the security of the organization, then information security of those organizations customers may come at risk.

Section 401(a): Disclosures In Periodic Reports; Disclosures Required

This provision of the act is very important in terms of information security.  It requires that all financial reports are in accordance with the General Accepted Accounting Procedures.  Furthermore the act states that all annual and quarterly reports show all transactions that may affect the financial condition of the organization.  The financial statements must contain factual information, and may not omit information that would make the financial statement untrue. (AICPA)

This is important in terms of information security because it guarantees that the financial reports reported by an organization give a true picture of the actual financial state of the organization.  This information can then be used confidently by a customer as whether they want to trust an organization with the information assets if that organization is in financial trouble.
Section 404: Management Assessment Of Internal Controls

This section of the Sarbanes-Oxley Act requires each annual report of an issuer will contain an “internal control report” that: states the responsibility of management for establishing and maintaining internal controls and it will contain an assessment of the effectiveness of the internal controls.  It also requires that auditors attest to the assessment that has been made.  Furthermore, this section requires that top management complies with an ethic code, and a copy of what that ethic code consists of.  (AICPA)

This is a very important section as it pertains to information security.  First of all it ensures that management is responsible for establishing and maintaining internal controls, and that they cannot delegate this authority to a system administrator.  Though the system administrator may actually enforce the internal controls, if these controls are not adequate enough then the responsibility relies with management.  The act also requires that an assessment is made of the effectiveness of the controls.  This is important in information security to see how effectively we a retaining control of the organization’s information assets. 


Ethics are important, and the ethic of not selling or using an individuals private information is critical to information security.  By requiring an organization to post what code of ethics they are following, we can see what commitment they have to safeguarding one’s private information.

Conclusion

With the financial mismanagement of firms such as Enron, Arthur Anderson, and WorldCom, Congress passed new financial legislation in the form of the Sarbanes-Oxley Act of 2002.  This act requires organizations to comply with financial regulations and requires independent audits.  This act also has the added benefit of ensuring higher information security through the process of complying with the legislation.  Furthermore, an organization can use a lot of the guidelines required by the act as a blueprint for creating a security policy.
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