Multilevel Database Security

Term Paper

By

Alvaro I. Gálvez
CIS 483
April 27, 2005
Multilevel Database Security

Abstract

Multilevel databases provide data security by classifying the data in relation with the user’s access type. The structure of such databases is similar to relational databases, but include an additional piece of information, the classification or access class. Low-level security users cannot access high-level security data. Sometimes new rows with the same primary key are created with low-level security users operations. This is possible through Polyinstantiation. One important security issue that MLS face is inference channels. Several models have been proposed to operate MLS databases in a security environment. 
Introduction

Database security is becoming one the most important topics when designing and developing database systems. Most of the main providers of database software and hardware provide security that prevents unauthorized users to access from outside. However, an equal or greater threat lies within the company; the employees. If employees are able to access all sensitive data, the company is put in high risk, and data can be easily abused. This essay addresses the benefits, and security issues of a multilevel database, MLS database basic concepts, the principle of Polyinstantiation, some security issues, and a brief description of some MLS database security models.
What is a MLS Database?

The concept of multilevel secure databases has been developed over the years. Not long ago some scholars stated that “there is no clear consensus regarding what exactly an MLS relational data model is.” (Toward a MLSR Data Model) This type of databases is mainly used by The United States federal government in the disclosing information process. This operation needs additional security than it is commercially available. Most of the security available for databases today protects databases from outside-unauthorized users. A multilevel secure database provides internal security in relationship with the user’s access type to the database. The data store in MLS databases is classified in several levels of sensitivity. A user can only see the data that matches its classification level. The user classification sometimes is referred to clearance, and “as we rise a user’s clearance new facts emerge; conversely, as we lower a user’s clearance some facts get hidden. Therefore, users with different clearances see different versions of reality.” (Jajodia, Sandhu, and Blaustein) 
Basic Concepts of Multilevel Security
A MLS database structure is similar to most databases. Its data is organized in tables with rows and columns. These elements take different names by different database designers. For the purpose of this essay, tables are “called relations. Each relation contains a number of columns, called attributes. At any given time, a relation contains a number of rows, called tuples.” (Toward a MLSR Data Model) One of the most important aspects of MLS databases is the data classification.  In MLS database these classifications are called “Access Class”. The assignment of access is a major topic, since “access classes can be assigned to relations, to individual tuples in a relation, to individual attributes of a relation, or to individual data elements of the tuples of a relation.” (Toward a MLSR Data Model) The following example demonstrates data classification to individual data elements in a relation.
Let’s assume that we have a relation with three attributes and two tuples. In figure 1 we have employee name, department, and salary. 

	Employee
	Department
	Salary

	John Doe    
Peter Smith
	Accounting
Sales
	35,000
55,000


Figure 1
Now let’s see this relation in MLS form. The difference will be that the individual elements will have assigned an access class. We will use U for unclassified, and S for Secret. 

	Employee
	Department
	Salary

	John Doe        U 
Peter Smith     U
	Accounting        U
Sales                 S
	35,000         U

55,000         S


Figure 2

If a user with U clearance tries to display the information in this relation will have the following outcome:
	Employee
	Department
	Salary

	John Doe        U 
Peter Smith     U
	Accounting        U
Null                    U
	35,000         U

Null              U


Any user may wonder why Peter Smith’s information is null. The user will assume that there is no information, or that he is not allowed to see it.  The problem of displaying the wrong information can be easily corrected by letting the user see a tuple only if his clearance is equal or higher than any individual element’s class access in the tuple. The update operations; insert, delete, and edit operations create a more complex process. An easy solution will be to revoke user modifications capabilities. However, such modifications “cannot be rejected since doing so will be sufficient to establish a downward signaling channel. Since a Secret process can send one bit of information by either inserting or deleing a particular tuple at the Secret level, both Secret and unclassified processes can cooperate to establish a covert channel.” (Toward a MLSR Data Model) The principle by which this operation can be performed without down signaling to low-security users is called Polyinstantiation. 
Polyinstantiation 
Let’s assume that in the above example, the user decides to update Peter Smith’s information. The user enters Programming as Department and 35,000 as salary in the following relation:
	Employee
	Department
	Salary

	John Doe        U 
Peter Smith     U
	Accounting        U
Null                    U
	35,000         U

Null              U


Based on the description above, the system should let the user perform the modification. In a MLS database, a new tuple will be created with the classification level of the user. This process is called Polyinstantiation.
Polyinstantiation means that “there are two or more tuples in a multilevel relation with the same primary key.” (Toward a MLSR Data Model) It is critical to understand that Polyinstantiation makes possible to control information through the update operations.
The user with U clearance will see the following outcome, after the update.

	Employee
	Department
	Salary

	John Doe        U 
Peter Smith     U
	Accounting        U
Programming    U
	35,000         U

35,000         U


However, a user with classification S will obtain the following outcome:

	Employee
	Department
	Salary

	John Doe        U 

Peter Smith     U
Peter Smith     U
	Accounting        U

Sales                 S
Programming    U
	35,000         U

55,000         S

35,000         U


In this way an MLS database will keep the secrecy of information from users that are not allowed to see it. In the next section we will address a more complex problem than downward signaling; Inference channels.
Security Issues in Multilevel Databases
Most companies face more security threats from within than from outside. The main database providers are still busy protecting data from outside the companies, and avoid seeing that “the most overlooked threat in a security program is the threat posed by employee behavior.” (Tech Republic) The following graph identifies what the companies’ sources of threats are.  
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In some cases employees go beyond of being a threat. This happens when they are exposed to data they are not authorized to see, and “It is for that very reason that four out of five IT-related crimes are committed from within an organization.” (Threats from within) Applying this notion to MLS databases we define the internal threat as data classified at higher levels passed down to lower levels creating a loophole. In other words “security violations arise from the fact that integrity constraints defined over data at more than one security class can provide channels by which information at a high security class can be passed down to users at a lower security class.” (Integrity in MLS) 

There are two type channels; Inference channels and Signaling channels. In this essay we addressed only the first type. Inference channels are created when low-clearance employees infer or deduce information about data at high clearance. There are several ways to deduct information, but generally, a low-clearance employee “can use his knowledge of the low security class data and of the constraint (if it is made available to him) to infer information about high security class data also affected by the constraint.” (Integrity in MLS) For example a low-level employee creates several reports. The first report includes the names of all employees of the company, which is low-security level information. The second report includes number of employees whose salary is less than $50,000. This information may be reported, since is not revealing true high-level information. If the number is different, the user can easily deduct the number of employees who make more than $50,000. In this case the user inferred the number of people with high salary. 
Security Models

So far we have seen what a MLS database is, its basic concepts, the principle of Polyinstantiation, and some security issues that MLS databases face. All these topics have been addressed extensively, and as a result  security models have been developed to secure data in MLS databases, for example Bell-LaPadula, Biba, and SeaView model. In this section we will address briefly these models. 

Bell-LaPadula model “deals with the control of information flow. It is a linear non-discretionary model. This model of protection consists of the following components: A set of subjects, a set of objects, an access control matrix, and several ordered security levels.” (Protection) This model was first published in 1973 (BLP Model) and it was a proposal to “enforcing access control in government and military applications.” (BLP Discussions) This model has a set of four access rights: Read-Only, Append, Execute, and Read-Write. These accesses refer to operations with subjects and enforce data security and integrity by imposing the following restrictions: “reading down: A subject has only read access to objects whose security level is below the subject's current clearance level. This prevents a subject from getting access to information available in security levels higher than its current clearance level. Writing-up: A subject has appended access to objects whose security level is higher than its current clearance level. This prevents a subject from passing information to levels lower than its current level.” (Protection) 
Biba Model was developed in 1977 and it is a “modification of the Bell-LaPadula model, with emphasis on the integrity.” (Security Models) This model has two properties, the simple integrity property (SI), and the Integrity property. The SI property indicates that “a subject may have write access to an object only if the security level of the subject is either higher or equals to the level of the object. And the Integrity model indicates that a subject has the read-only access to an object O, then it can also have the write access to another object P only if the security level of P is either lower or equals to the level of O.” (Security Models) The Biba model overcomes the integrity problem of Bell-LaPadula model, even though its access rights are similar. The Biba model’s access rights are: Modify, Invoke, Observe, and Execute. 
The SeaView model was developed by “SRI International and Gemini Computers in 1985.” (MLS Prototypes) In this model, several policies where developed in order to enforce mandatory access control (MAC), discretionary access control (DAC) and relational integrity constraints, for multilevel databases. The MAC policy “controls access to the granularity of an individual data element in a tuple. This means that within a single tuple, each data element representing a different attribute can have a distinct and possibly different access class. This also means that data elements for the same attributes in different tuples can have distinct and possibly different access classes. The access class of an element is indicated by associating an access-class label with each element of a tuple.” (MLS Prototypes) The DAC are not applied to single attributes in a tuple, in fact DAC are applied to smaller granularity, and is mostly applied to results of queries. DAC “can be expressed in terms of access modes. A subject can be granted a particular access mode to a discretionary object. The access modes include the following: insert, delete, retrieval, update, reference, null, grant, and give-grant.” (MLS Prototypes) As we can see the SeaView model is a formal security model that combines, through its policies, software and hardware, in order to provide data security to multilevel databases.
Conclusion

We conclude that multilevel secure databases provide data protection. The need to protect data from being abused is more critical than ever. Developers need to design databases that can have security from outside unauthorized users, as well as from inside. These types of databases are still facing some issues with integrity. However, the more security models like SeaView model are applied, the less security breaches occurrences will be reported. Protecting databases involves more than protecting them from outside unauthorized users, it also includes data protection, which faces on of the biggest threats to data; the employees themselves. 
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