Dr. Srinivasan


CIS  482-76     Fall 2004

Cryptography

INSTRUCTOR  
: DR. S. SRINIVASAN,   380  COLLEGE OF BUSINESS,  852-4790




  srini@ louisville.edu      URL:  http:// blackboard.Louisville.edu

OFFICE HOURS
: T, R  9 a.m. to 11 a.m. and  T  4:30 to 5:30 p.m.  

  Other times by appointment.

COURSE 

: 1. Understand the basic terms in cryptography.
OBJECTIVES
  2. Understand the different types of encryption/decryption methods.




  3. Learn how cryptanalysis works.




  4. Be familiar with the ways to apply cryptographic tools for security.




  5. Understand the impact of cryptographic techniques on business policies.




  6. Learn how cryptography supports privacy aspects of security.




  7. Be aware of the ethical implications of applying crypto techniques.

COURSE: 

CIS 482-76    T  5:30 to 8:45 p.m. (8/23/04 to 11/23/04 [excluding 9/21/04], 

9/24/04 and 11/5/04) in Room  BS 003

PRE-REQUISITE:
CIS 360, MATH 205, EAC 101 or consent of instructor

COURSE 

: Basic concepts of cryptology, historical ciphers, modern symmetric ciphers
DESCRIPTION
  such as DES, public key cryptography (RSA, elliptic curve cryptosystems), 

  efficient hardware and software implementations of cryptographic 

  primitives, copyright protection (including the Digital Millennium 

  Copyright Act), requirements for implementation of cryptographic modules, 

  data integrity and authentication, digital signature schemes, key exchange 

  and key management, standard protocols for secure mail, electronic 

  payments, security aspects of mobile communications, key escrow schemes, 

  Smart cards, social implications of new technologies.

TEXT 


: Practical Cryptography by Niels Ferguson and Bruce Schneier




  John Wiley & Sons, 2003, ISBN: 0-471-22357-3.

REFERENCES:
1. Applied Cryptography by Bruce Schneier, John Wiley & Sons, NY 1996, 

    ISBN: 0-471-11709-9

2. Modern Cryptography by Wenbo Mao, Prentice Hall Publishers, NJ 2004, 

    ISBN: 0-13-066943-1




3. Cryptography and Network Security: Principles and Practice, 2nd Edition 

     by William Stallings, Prentice Hall, NJ, 1999, ISBN: 0-13-869017-0.

4. Cryptography Demystified by John Hershey, McGraw-Hill Publishers, NY 

     2003, ISBN: 0-07-140638-7

TESTING 

Class participation worth 75 points

PROCEDURE:
Three research reports worth 25 points each




One individual project worth 50 points

Midterm and final examinations worth 100  points each.

The course grade will be based on these  400  points as follows:


The course grade will be based on these  400  points as follows:



A
360  -  400

C
280  -  319

F
0   -  239



B
320  -  359

D
240  -  279

INSTRUCTIONS:


· Last date to withdraw is October 14, 2004.

· Everything submitted for grading must reflect your own work.

· Class participation will be assessed after each class period.  This part will include the obvious aspects such as paying attention, answering questions as well as reporting on special features of network security and sharing with the rest of the class the resources that you find useful.  I do not want the class session to be disrupted by students arriving late or leaving before the class ends, for whatever reason.  You will automatically lose participation points for that class if you arrive late or leave while the class is in session.  Also, if you fall asleep during class or if you are absent, then you automatically lose the participation point for that class. The instructor has the sole responsibility in making this assessment and will take into account the contributions you make in class.  Since the class meets for 3 hours and 15 minutes once a week, the participation point for each class period will be distributed between the sessions before and after the break during each meeting.  The participation point will be 5 points for each session (for a total of 75 points), excluding some class sessions.  The Blackboard site will have a cumulative score of class participation points posted regularly.
· All research reports will be due at the starting time of class.  A five point penalty applies for late submission on the due date and additional five points for each succeeding day that the submission is late.  Topics for the research reports will be provided in class, along with the due dates.  The research report should follow the sample research report format posted in my Blackboard site.  
· Each student must choose a topic for the Individual Project and get it approved by August 31, 2004.  This project could involve any one of the major topics of this course namely: a simple cryptographic algorithm, an application based on crypto systems, security impact analysis, or development of a new program for encryption/decryption.  An interim report is due on September 28, 2004.  The interim report (typed double spaced) is worth 5 points.  The interim report should contain a one page description of what you have planned for your project and the amount of work completed.  The interim report should identify all references that you have planned.  You should make a presentation on your project on November 16, 2004.  Professional attire is required for the presentation.  The presentation is worth 10 points.  The project report is worth 35 points.  The project report should contain a detailed analysis of your project (typed double spaced), any programming code that might be applicable to your project, any applicable diagrams, and a list of references. 
· The test format will be short answer questions, approximately one paragraph for each question.  Some of the questions will involve implementing a simple algorithm by hand.  You may use calculators as needed for any calculations.  The questions will cover key terminologies, legal aspects, policies and procedures, business applications of cryptography.  I will provide you with a detailed set of questions to prepare for the closed book, closed notes tests.
· Academic dishonesty of any kind will result in F grade for all students involved.  CBPA supports the University policy on academic dishonesty. Academic dishonesty includes: (a) cheating, (b) fabrications and falsification, (c) multiple submissions, (d) plagiarism, and (e) complicity in academic dishonesty. Proven cases of academic dishonesty will result in a grade of zero for the affected assignment(s) and/or test(s).

· Any student with a disability should note my commitment to work with you in facilitating your learning and testing by suitable means.  In this regard, I would like to reaffirm the university’s commitment to ADA as outlined on page 30 of the following link: http://www.louisville.edu/student/services/registrar/0304catalog.pdf
SYLLABUS

CIS 490-01   Spring 2004    Network Security

TEXT: Practical Cryptography by Niels Ferguson and Bruce Schneier

DAY
DATE




TOPIC


Tue
8/24

Review of necessary mathematical concepts (ch. 11)




The context of cryptography (ch. 2)




Basic cryptographic terminologies

Tue
8/31

Symmetric key encryption, asymmetric key encryption, authentication,




known attack methods, security implications and performance (ch. 3)

Tue
9/7

Diffie-Hellman and RSA methods (chs. 12, 13)

Tue
9/14

Block ciphers (DES, 3DES, IDEA, AES, Two fish) (ch. 4)

Fri
9/24

Block cipher modes (ECB, CBC, OFB, CTR) (ch. 5)

Tue
9/28

Cryptanalysis (supplemental notes)

Hash functions (MD5, SHA-1,) (ch. 6)

Tue
10/5

Review of chapters 2 to 6
Midterm examination

Tue
10/12

Fall break

Tue
10/19

Message Authentication Codes (ch. 7)
Secure channel (ch. 8)



Tue
10/26

Implementation issues (ch. 9)
Random numbers and pseudo random numbers (ch. 10)

PKI overview (ch. 19)

Tue
11/2

Election Day holiday

Fri
11/5
PKI implementation (chs. 20, 21)



Selected cryptographic protocols (chs. 14, 15)

Tue
11/9

Selected cryptographic protocols (chs. 14, 15)
Key management (chs. 17, 18)

Tue
11/16
Project presentations and review

Tue
11/23
5:30 to 8 p.m.
Final examination (All topics covered after Midterm exam)

Note: I have scheduled three seminars as part of U of L’s InfoSec Seminar Series. 


All seminars will be in CBPA from noon to 1 p.m. on dates to be finalized.

Page - 4

