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Abstract


With the advent of quantum mechanics just over 100 years ago came a new age of understanding in science.  This science is today finally being applied in the area of technology and there promises to be some great breakthroughs in the area of cryptography.  There are those in the world that wish to keep secrets and those in the world that wish to break them.  Quantum cryptography could very well fuel this feud for some time to come by giving new tools to both sets of people.
Introduction


When humans first developed the written language there has been a wish to keep secrets.  A form of secret communication is helpful when you want to convey a message to someone but do not want interlopers to know of the content.  Cryptography is the solution to this problem and has been around almost as long as writing.  While the first ciphers are considered simple by today’s standards they got the job done.  With the advent of cryptography there was a wish by the interlopers to gain the content of the messages.  These people are referred to as cryptanalysts and there has been an ongoing struggle between the two from the beginning.  The lead in the struggle has switched leads many times over the years and now rests with the cryptographers and their handle of computing power.  While computers have helped the cryptographers with their job they have not left the cryptanalysts in the stone age.  The cutting edge of cryptography has moved to the realm of what is called quantum cryptography.  This new area of cryptographic exploration promises to aid both the cryptographers and the cryptanalysts in their race to best each other.

Quantum cryptography is the realm of cryptography which was developed out of the idea of quantum physics.  There are currently thought to be two major applications of quantum ideas being:  quantum key exchange and quantum computing.  The first is close to expanded use with technology being available to companies willing to spend the money and proofs of concepts being carried out by manufacturers and testing facilities.  Quantum computing is still illusive and is thought to be many years off from being realistic.  The idea of the quantum key exchange stands to help the cryptographers immensely while quantum cryptography could allow the cryptanalysts to leap frog them in the race that promises to continue.

The Beginning:  Quantum Mechanics

Quantum mechanics is defined as “description of the particles that make up matter and how they interact with each other and with energy.”  (Encarta)  While the idea of quantum mechanics is based on some famous work by 19th century scientists the basis of knowledge was established during the 20th century.  

Quantum mechanics first came out of experiments performed by Max Planck while exploring the idea of black body radiation.  A black body is an object which absorbs all light that falls onto it and does not allow light to pass through or reflect off of it.  The name comes from the fact that light is radiated from these black bodies.  Planck theorized that the light radiated was in little packets of electromagnetic radiation called quanta.
This experiment allowed Albert Einstein to develop the photoelectric effect.  The photoelectric effect helps explain the emission of electrons from a surface when they are exposed to levels of electromagnetic radiation above the threshold for that particular type of surface.  The purpose of this effect when it comes to quantum mechanics was to help further wave-particle duality in which photons can display both wave and particle-like properties.

There were a few other experiments performed between this time and 1925 when a couple of breakthroughs were made and when most people consider modern quantum physics to be created.  Heisenberg developed matrix and Schrödinger invented wave mechanics and the Schrödinger equation.  The purpose of these developments was to mathematically describe how a wave function changes over time.  While these two approaches are different they were later established by Schrödinger to be equivalent. (Weisstein)
Heisenberg made another breakthrough for quantum mechanics in 1927 when he discovered his uncertainty principle.  The Heisenberg uncertainty principle basically states that it is impossible to measure the location or momentum of a particle without affecting the other and vice versa.  The idea that identical systems of particles will yield varying measurements is what is used in quantum mechanics
The study of quantum mechanics continues through to today with important experiments still coming.  There is still debate over various aspects of quantum mechanics but the basis exists for using the system in a quantum key exchange.  Also there is hope that one day breakthroughs will allow the development of a quantum computer which will see speeds increase dramatically.  (Wikipedia)
Application: Quantum Key Exchange


The most promising area of quantum cryptography being currently explored is that of the quantum key exchange.  The general idea on this type of exchange deals with exchanging a sequence of light pulses to generate a key and then use existing secret key algorithms to transfer the data.  The reason that this is the popular choice is because of the general low speed transfer that a key would yield and the high speed transfer using the quantum key with a standard secret key algorithm (i.e. a onetime pad).  One of the most popular ways for exchanging this key was described by Bennett and Brassard in 1984 which lead to the designation BB84.  This protocol states that a series of photons are sent by Alice with specific polarizations and Bob measures the photons for varying polarizations.  Bob then communicates over a public medium with Alice about which polarizations he tested for and she tells him the ones that were correct.  They discard the other photons and use the correct ones as either a one or zero depending on a correct algorithm.  The security comes into play with an eavesdropper by way of the Heisenberg Uncertainty Principle.  Because Eve cannot observe the photon without disturbing the properties of it, it will immediately be known if in fact the key has been tampered with.

There are restrictions on such a system today because of the technology that is currently developed.  As it currently stands quantum key exchange can only be implemented on a point-to-point basis with which optical fiber is connecting the two points.  There also exists a range limitation with which after a certain distance the photons just stop traveling.  This distance has been experimented with up to about 150 Km.  It is also theoretically possible for Eve to play a man-in-the-middle attack if she were able to break the single connection into two separate connections in the middle.  She would then establish separate keys with both Alice and Bob, but this would also require her to intercept and impersonate the other over the public medium that is part of standard (BB84).  This is possible but highly unlikely. (Gottesman, Wikipedia)

One company that is offering a quantum key exchange solution today is Magiq Technologies.  Magiq sells a unit that performs the quantum key exchange along with BB84, AES or 3DES encryption for use over a limited distance between two points over a dedicated fiber line.  The distance supported by Magiq is 120 Km.  To make use of this product two must be purchased and put on either end of the connection.  At around $50,000 a piece the solution is not cheap, but if cryptography is very important then it is well worth the investment. (Bartlett, Magiq)
Application: Quantum Computing


The other area with which quantum mechanics hopes to make a large impact is in the area of quantum computing.  Computers as they are currently designed have to simple states of either 0 or 1.  The decisions made by computers are made by transistors that have either state and thus limit the computer in size and heat.  The theory behind quantum computing is that because each quanta can have multiple simultaneous states that this provides the ability to have more than just 0 or 1 and thus basically have a parallel computer with just one quanta.  Because of the even small nature of quanta you can then fit even more in the same space and the computing power available is believed to expand tremendously.  

With such an increased amount of computing power many of today’s “strong” encryption standards are expected to be broken and susceptible to brute force attacks.  The length of a key that is considered strong today will most likely be trivial to break with the use of a quantum computer.  The current thought on how to stop this seems to be that the length of the key will simply have to be expanded to keep up with the computing power.  This is the same basis with which has kept other algorithms safe as the computing power available has increased.  


Another area with which quantum computing may affect cryptanalysis is in the area of prime factorization.  Currently there is no easy or fast way to perform prime factorization and thus algorithms that rely on it are safe.  This has the possibility to change as advances come along in both science and mathematics.  This is a two-pronged attack because with the excess computing power that will be available with quantum computers, today’s means of prime factorization may work well enough that the key can still be easily broken.


The good news for cryptographers is that quantum computing is still a ways off.  There has been very limited experimentation in this field and it is projected that quantum computers are still some 20-30+ years in the future.  By that time there may very well be huge advanced in encryption that will keep our secrets safe. (Gottesman, Wikipedia)
Conclusion


The idea of using quantum mechanics is becoming more and more relevant in the world of today and the technology to exploit this science is just now coming into use.  Within a few years you can expect quantum key exchange to be more prevalent in the sectors which require secure communications.  While quantum cryptography hopes to increase the abilities of the cryptographer it does the same for cryptanalyst and you can expect this battle to continue into the future.
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