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Abstract

  The Code Book focuses on a wide range of simple substitutions and complex algorithms that make up communication techniques that have been around for centuries.  Author Simon Singh highlights the evolution of making and breaking secret codes in a context that anyone can follow.  His detailed examples and well researched historical accounts reinforce the crucial role that cryptography plays on a worldly scale.  This book reinforces the ciphering techniques we have discussed throughout this course, as well as giving a historical basis for their development and use in information security today.  

Introduction
Cryptography is plays a crucial role in today’s communication.  Even though strong encryption enhances the level of security for an organization, it is evident that cryptography alone is not enough.  In Simon Singh’s The Code Book, there are a multitude of great examples that are easy to understand and detailed enough to illustrate the evolution of today’s encryption methods, and the inherent weaknesses within them.   One of Singh’s most powerful examples illustrates the time consuming nature of cracking a form of encryption. It is the first example mentioned about substitution ciphers.  “For example, consider this simple sentence.  It contains just 35 letters, and yet there are more than 50,000,000,000,000,000,000,000,000,000,000distinct arrangements of them” (p.7).  This number is nearly impossible to imagine, but it is put into perspective if you consider the next line of the book.  “If one person could check one arrangement per second, and if all the people in the world worked night and day, it would still take more than a thousand times the lifetime of the universe to check all the arrangements”.  The book delves into the underlying mathematics of cryptography in layman’s terms so the topics remain interesting and challenging for all levels of readers.
Secret Communication

“The urge to discover secrets is deeply ingrained in human nature; even the least curious mind is roused by the promise of sharing knowledge withheld from others”.  Although this quote is by John Chadwick, the author Simon Singh includes it in the beginning to stress the underlying fascination with cracking a code since the earliest forms of written communication.  Even dating as far back as Mary, Queen of Scots, in 1586 hiding communications was of the essence.  Hiding the existence of a message is known as steganography.  “A thorough guard might routinely search any person crossing the border, scraping any wax tablets, heating blank sheets of paper, shelling boiled eggs, shaving people’s heads, and so on, where the message is uncovered”(6).


Steganography requires a little bit of creativity in order to slip past anyone that is checking for unwanted communication.  The goal of cryptography, however, is not to hide the existence of a message, but to hide the meaning of the message.  “To render a message unintelligible, it is scrambled according to a particular protocol which is agreed beforehand between the sender and the intended recipient” (8).  Encryption follows the logic that if the recipient knows the methods used to hide the message they can reverse the process to uncover its meaning. This is the idea that it should be difficult, if not impossible to reveal the message if the key is unknown.
Methods



Simon Singh writes with an enormous amount of detail and logically steps through the process of encrypting and decrypting messages using several cipher techniques.  Examples include several of the methods we have covered in this course like the Vigenere, PlayFair, ADFGVX, as well as others like the Beale cipher; He also describes the stories of several historical figures and their role in the development of stronger encryption methods.  Each newly developed cipher was believed to be more secure than the last, and most of the contributing cryptanalysts were also excellent mathematicians.  In fact, throughout 1942 the military was in desperate need of finding more code breakers.  “As part of the recruitment drive, the Government Code and Cypher School placed a letter in the Daily Telegraph.  They issued an anonymous challenge to the readers, asking if anybody could solve the newspaper’s crossword in under 12 minutes” (181).  The same scientific manner of thinking used in completing the crossword puzzles is used to make and break secure codes.  It is interesting to note that the recruitment effort was successful, and six people out of 25 respondents were hired as code breakers at Bletchley Park.
Development of Cipher Machines


The First World War was a milestone for cryptography due to the decipherment of the Zimmerman telegram (115).  The Vigenere cipher was used and improved upon, and it was thought to offer perfect security.  There was a race between code makers and code breakers.  Singh points out, “Ever since the cracking of the Vigenere cipher in the nineteenth century, code breakers had maintained the upper hand over the code makers”(116).   By incorporating the use of random keys, America was able to make great progress.  After all, the strength of an algorithm depends largely on the protection of the keys.  “Cryptographers have come to realize that it requires a great deal of time, effort, and money to create a random key.  The best random keys are created by harnessing natural physical processes, such as radioactivity, which is known to exhibit truly random behavior” (123).   

The first cryptographic machine is the cipher disk, invented by one of the fathers of the polyalphabetic cipher.  It consists of two copper disks, with an alphabet inscribed on the edge of both.  Using the disk, Caeser shifts of the letters could be done quickly and the resulting cipher text is extremely straightforward, just replacing one letter with another.  In 1918, a German inventor Arthur Scherbius developed an electrical version of the cipher disk.  It became known as the Enigma machine and “would become the most fearsome system of encryption in history” (127).  Below are the variables present in an Enigma machine and the number of possibilities one would have to check in order to crack the message.

· Scrambler orientations – each of the 3 scramblers can be set in one of 26 orientations



26 * 26 * 26 = 17,576 settings

· Scrambler arrangements – Three scramblers can be positioned in 6 different orders

· Plug board – The number of ways of swapping six pairs of letters out of 26:    
100,391,791,500

· Total- the number of keys is the multiple of these three numbers:



17,576 *6*100,391,791,500 = 10,000,000,000,000,000
Singh points out the process of eventually cracking the Enigma machine by Allied forces, and discusses the weaknesses of several other developments in cipher machines.  He also touches on the breakthroughs of the twentieth century including the use of a third party for key management by American businesses.  
Future of Cryptography


The Code Book not only takes a look into cryptography from a historical perspective, but dares to explain the direction of its practices as well.  There are several arguments for the future of quantum computing and all of the security that such power may entail.  Complex ideas like the polarization of photons and superposition are simplistically explained (331).  It is true that cryptography used to be a science that had very little application to everyday life.  In today’s terms, however, the role of cryptography is changing.  People communicate on a much larger scale with the use of electronic mail and handheld devices.  This is the Information Age, and with that comes the introduction of new privacy issues and a digital realm of unknown implications.  The “health of democracy” is at stake with each development, as a little bit of freedom is surrendered in order to convey messages faster than ever before.  “It is about political power” (296).   The potential for applied cryptography is vast in comparison to its historical origins.  One can only imagine what this means for the future outlook.  The speed of development is always an issue, as nations around the world are competing to do things first.  Technological knowledge and information does, indeed, place the beholder in a position of power.  That secure information in many cases is worth the livelihood of real people, not just monetary values.  
Conclusion
Throughout history, the need for private means of communication has evolved as information increasingly proves to be an invaluable tool.  Secure communication potentially impacts the well being of not just individuals, but large organizations or entire nations around the world.   In the wrong hands, the information that we trust is protected could be compromised or discovered.  In this sense, there truly is an arms race between code makers and code breakers.  After taking a look at The Code Book, it may be time to reevaluate the safety measures that are being used to relay your personal information.
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