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GET STARTED EARLY AS YOU WILL NEED THE TIME FOR TESTING AND DEBUGGING YOUR PROGRAM

We have seen several cryptographic methods in class.  The aim of this assignment is to develop programs for encryption and decryption using these methods.  Certain methods such as Rijndael’s Advanced Encryption Standard (AES) are built-in VB.NET.  I will specify the methods below.  If you identify pre-existing programs for any of them, do not use them.  Give the links to such sites in a README file.  You can use the ideas in those programs.  You can write the program in C++, Java, Visual Basic or HTML.  I will need the executable code.  I will ask for source code for some of the submissions after I review your program’s functionality.  For methods that allow for choosing an initialization vector, you should allow for an interactive way to input that.  Similarly, for methods that allow a keyword, you should allow for an interactive way to input that.  Your program should take an arbitrary input of three sentences that contain letters, numbers, spaces and punctuation marks.  In processing the input data, ignore the spaces and punctuation marks.  Your program should produce the ciphertext from a plaintext and vice versa.

Up to two students may choose the same method.  Finalize your choice with me first.  Every one must work independently.  If you need an alternative for programming but still work on one of these methods, discuss with me your idea for an alternative approach.

Methods:
1. RSA, using fairly small primes

8. CTR mode



2. Playfair cipher



9. CBC mode



3. Vernam cipher



10. OFB mode



4. Substitution cipher



11. ECB mode



5. Vigenère cipher



6. ADFGVX cipher



7. Beale cipher

You can submit the executable code of your program in a floppy, CD or via weblink that you provide me in print in a piece of paper.  I will check the program for its functionality and assign partial credit as needed.  The program must run first for any partial credit.
