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Security Audits

Abstract


Security is a never-ending activity. Auditing is a means to identify problems before they become major issues. In this report, I will be discussing security audits. The discussion will include the different types of audits, what group is charged with doing them, how these audits are used, and many other similar questions. 

Introduction

A computer security audit is a process that is used to verify that standards and policies are being met, and to identify the areas that need improvement. There are several different types of audits that can be utilized to identify weaknesses in various areas that lead to vulnerabilities in the system. These weaknesses can be related to humans, physical (i.e. location), or technological in origin. 

Who are Auditors?

Auditors can be internal or external entities that are charged with surveying the system. There are many external companies that specialize in security auditing should the company lack the available resources to complete an audit in-house. Generally, auditors are IT professionals that are trained to properly assess the security needs of an organization after familiarizing themselves with the organization’s policies and procedures. [Bragg]
Before the Audit 

Auditors perform their work though interviews with personnel, scanning the system to checks for vulnerabilities, by examining the settings of the operating system, analyses of network, and historical information. They are concerned primarily with how security policies are actually used. Therefore, before an audit is started, the auditors must review the previous audits to assess the history of the security of the system. They start by reviewing the older reports that were generated at the last few audits. This includes the description of the system’s hosts, so that they know the configuration of the system and it also includes user surveys so that the auditors will be able to ascertain the implementation and acceptance of the security policies. This will give them the overall view of what vulnerabilities existed the last time an audit was performed so that they may judge whether or not there has been an improvement. After this is complete, an audit plan will be designed and agreed upon so that there is no doubts as to who will be conducting the audit, what tools will be used, and exactly what will be audited. [Bragg and Baker]
Tools of the Trade

There are several tools that can be used to assist the auditing team in their tasks. These tools are grouped into checklists and scanning software. Checklists are fairly straightforward in that they give a standardized, high-level guide to follow that can provide a starting point for assessing a system. These checklists can be specialized for specific areas such as configuration checklists; that detail the normal configuration for the settings of the system that are governed by the policies and requirements set by the organization, and vulnerability checklists that are derived from known vulnerabilities in regards to the software and hardware that is used by the company. These vulnerabilities can be found by visiting sites like www.microsoft.com/security or www.cert.org and then these lists can be compared to the existing system to see if they apply. [Soloman]  


Scanning software, like SATAN, can be used so that vulnerabilities can be identified and then addressed. SATAN, which stands for Security Administrator’s Tools for Analyzing Networks, was developed and released in the 1990’s. It allows for scanning of a network to identify known vulnerabilities and then reports those to the person running the tool. This scanning software caused quite the “uproar” when it was released for global use via the Internet because it was made readily available to those miscreants that IT professionals where trying to protect against. [Soloman]

Another scanning tool that is used is an IP/Port scanner. These tools allows for the identification of vulnerable ports and invading system or services that could be causing harm to the network. While these tools have been used by malicious outsiders to run “brute force” attacks against networks, it has been proven to be invaluable to IT professionals as a proactive security solution. [Soloman]
Types of Audits and Their Benefits
Security audits go beyond what is on the computer system and how it is being used. It verifies that programs are working as intended, the data is reliable, and users are not overstepping their permissions. They can also verify that the data is not and cannot be tampered with. Security audits go beyond the physical to evaluate security of the data from all possible angles to prevent attacks from within the company and from the outside. 
There are several different types of audits available to assess the security of a system. One of the most important is privilege auditing. Privilege auditing is the process of checking the privileges that are granted to groups and users and then comparing those privileges to those that are necessary to complete only their assigned tasks. If it is found to be that there are more privileges granted than needed then it is reported that an adjustment needs to be made to all existing accounts as well as new accounts to exclude such privileges.  This helps protect the system by identifying and eliminating risks posed by users having too much access to information that is not needed for them to complete there assigned role or task. 
Another useful audit is the Usage audit, which is the process of tracking who did what and when was it done. This type of audit can be applied to databases, applications, and other transaction based systems as a means to capture all activity. After the capture, this audit can be used to locate suspicious activity and then track it to a particular person, place, or dataset. This is useful as a reactive tool to provide definitive proof of wrong doing or as a proactive tool to increase security in such areas that have either high-traffic or sensitive data that only needs to be accessed by a particular group of individuals. 
A third type of auditing is Escalation auditing, which is the process of looking for an increase in privileges. There are some instances where a user would need to switch from a normal account to an admin account during normal operation. However, this need is only possessed by a select few in an organization. Therefore, careful monitoring is needed to prevent those without such a need from achieving the same outcome.  
The most obvious form of auditing is the Physical audit. This audit looks at the location of the servers, the power sources, and the factors attached to each. The location of the servers needs to be limited access protected by multiple layers of security. The auditors will evaluate the physical aspects of the room or building in which the servers are stored to make sure that they are as secure as possible from theft, fire, unauthorized access, and disasters. They will also evaluate the security of the back-up power supplies that are there on location to assess condition and the procedures for switching over to that supply. [Williams]
Conclusion 

In conclusion, security audits need to be performed by trained IT professionals using the tools that are available to them so that the network can be secured whether proactively or reactively. Security audits help identify what adjustments need to be made to permissions, locations, recovery plans, and policies in order to provide security that is ahead of the hackers, crackers, disgruntled workers, and other malicious entities. By using tools that are used to initiate attacks on the network, IT professionals can get a better understanding about the risks that they are up against and how to mitigate those risks. Through auditing, vulnerabilities can be addressed from a proactive stance instead of the reactive so that information is protected before the exploitation of those vulnerabilities can be realized.  
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