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Write a report on the application of data mining to information security and what policy guidelines should be in place for a successful data mining operation given the legal and privacy constraints.  Give a half page description of data mining and then move on to its application to information security.  I am giving below six references to look at but you should explore several others to get an appreciation for the breadth of applications that this technology allows:

1. http://www.collegexpress.com/article/articleview.do?articleId=2086&adcat=careers 

2. Courier Journal, February 23, 2004, Section A1 (page 1) “Anti-terror research still alive.”

3. http://www.cdt.org/security/usapatriot/20040300csis.pdf
4. http://www.ppionline.org/documents/IT_terrorism.pdf
5. http://www.bordc.org/threats/data-mining.pdf
6. http://www.llnl.gov/tid/lof/documents/pdf/244061.pdf 

In writing your report, follow the sample report guidelines posted on Blackboard.  Use at least two additional sources, one from a journal or magazine in print and another one from an online source.  You may use more than two additional references.  Your report should be approximately 4 pages long, excluding the cover page, if any.  You may exceed the page restriction by at most one page only.  

Before you submit the report, do a final check for the following aspects:

1. Report heading

2. Your name

3. Abstract

4. Introduction

5. Body of the report with suitable subheadings for sections

6. Conclusion

7. References listed alphabetically, with proper citation in the body of the report.  All references must be cited in the report, otherwise do not cite the article.

8. Spell check and grammar check

Even though the primary focus of the grading will be the content, I will check for these formatting aspects in order for you to learn proper writing skills.  If any of these aspects are deficient, then you will lose points.

Data Mining

Abstract

As the amount of information continues to rapidly grow every year, so does the used of data mining.  Data mining is being used for everything from improving service or performance to detecting terrorist activities.  There is an increase in legal, privacy, and security concerns with the increased use of data mining.  This paper addresses those concerns and policies/procedures that both businesses and the government can implement to help thwart those concerns.

Introduction

In today’s world, the amount of information grows rapidly every year.  This phenomenon is driven by technology—we are now able to capture and store information in quantities and ways never before possible—but it is also driven by usage. (Montana)  Mining of medical, demographic, marketing, and other data is used every day to draw conclusions that are otherwise not possible.  Data mining is used to improve service or performance, detect fraud or abuse, analyze scientific and research information, manage human resources, detect criminal activities or patterns, and analyze intelligence and detect terrorist activities. (Clauburn)  

Data mining has become so popular that in the 2004 report, "Data Mining: Federal Efforts Cover A Wide Range Of Uses," it was reported that 52 of 128 federal departments and agencies used or planned to use data mining. It also stated that there were 131 data mining efforts under way, with 68 more planned and of those 199 efforts, 122 used personal information.  (Clauburn) This use of personal information is where the concern comes in.  The public does not like the idea of anyone knowing too much about their personal lives. Because of this use of personal information, the business world and the government must find a way to mine data without interfering with legal, privacy, and security concerns that are raised by the public.  The following will discuss some of those concerns with information security and address policy guidelines that should be put in place to help with those concerns.

Data Mining

Data mining has been defined as "The nontrivial extraction of implicit, previously unknown, and potentially useful information from data" and "The science of extracting useful information from large data sets or databases." (Wikipedia)  Data mining does not collect private data, but instead analyzes data that is already available.  This data may be contained on one central database or several different databases.

The first step for data mining is identifying, gathering, and processing the data that will be analyzed. To do this requires first identifying what the analysis is intended to discover and the type of data that will be useful.  (DeRosa)  The data must be transformed to make it useful by “cleansing it to eliminate redundant and other unusable data, and standardizing it to make searches more accurate.” (DeRosa)  The final step to data mining is actually conducting the searches, interpreting the results, and making decisions about how to use the results.

Legal Issues

In the past decade, many federal and state laws have been implemented to protect the privacy of data and personal information.  While mining data, businesses and the government must keep in mind these laws.  If they fail to protect data as required by the following laws then they may face serious penalties. 

· The Sarbanes-Oxley Act (SOX) of 2002 attempts to fight corporate corruption by requiring stringent reporting requirements and internal controls on electronic financial reporting systems. (Ciampa)

· The Health Insurance Portability and Accountability Act (HIPPA) of 1996 requires healthcare enterprises to protect health information and implement policies and procedures to safeguard it, whether it be in paper or electronic format. (Ciampa)

· The Gramm-Leach-Bliley Act (GLBA) protects private data bye requiring banks and financial institutions to alert customers of their policies and practices in disclosing customer information.  All electronic and paper containing personally identifiable financial information must be protected. (Ciampa)

Implementation of Policies & Procedures

Policies and procedures must be implemented to protect the integrity, confidentiality, and availability of information. 

Procedures

One procedure that can be implemented to protect the privacy of information is anonymization or “selective revelation.”  This is an area of research and technology development aimed at protecting privacy by masking identifying information so that analysts can conduct searches of data and share the data without revealing identities. It looks for methods to anonymize data and reveal the identifying information only when authorized.  These tools must be effective at masking, but must also maintain the usefulness of the search. (DeRosa)
To protect information against authorized users who use legitimate access improperly, audit technology must be employed. Audit technology records activity in databases and on networks and allows the businesses/government to see who is conducting searches, what kinds of searches, and how often. Technology specialists can be alerted to ongoing improper activity, can track activity after a mistake or abuse has been identified, and can conduct random checks. (DeRosa)
Policies

A policy about the use of data mining should clearly and immediately state what you intend to do with the information and what you will not do with it.  It should also identify the type of analysis that will be conducted and what type of data will be accessed. It should require an inquiry into data accuracy and the level of errors—false positives and false negatives—that analysis is expected to generate, and it should provide for some mechanism for correcting errors. (DeRosa)  The policy should also require researchers to identify potential privacy concerns and address those concerns before the data mining occurs.  

A company’s policy must also address the subject of legal regulation. If information is being handled that is the subject of legal regulation, including medical and financial information, businesses must make sure that there is an understanding of the laws governing that information in every jurisdiction in which it is collected. (Montana)  Businesses must follow the laws that have been implemented in the past decade or face the consequences stated in those laws.

Conclusion

As data mining becomes more widely used by both the government and commercial businesses they must find ways to protect the information that they possess.  They must be aware of legal regulations concerning the privacy of some of their data. In addition, they must implement new technology and policies to thwart any privacy or security concerns that the public may have with then using private information for data mining.  They must provide the public with reasonable assurance that their privacy is being protected.
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