SCCM C(Client Checklist for Windows 7

1. The client workstation must have a supported operating system.

Supported operating systems include Windows 7.

To view information about the operating system version:
a. Opena Command Shell
b. Enter winver at the command prompt

AbDUt m nd_u‘

Windows '/ Enterprise

Microsoft Windows
Version 6. 1 (Build 760 §: Service Pack 1
Copyright © 2009 Microsoft Corporanon. Al rights reserved.

The Windows 7 Enterprise operating system and its user interface are
protected by trademark and other pending or existing intellectual property
rights in the United States and other countries.

This product is licensed under the Microsoft Software License
Terms to:
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2. The client workstation must be joined to the enterprise Active Directory “ad.louisville.edu”

To view information about the domain:
a. Click on Start
b. Right-click on Computer
c. Click on Properties
d. Click the Advanced system settings link in the left navigation panel


http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Command_Prompt

e. Click on the Computer Name tab

System Properties I&

Computer Name | Hardware | Advanced | System Protection | Remote |

[ L Windows uses the following information to identify your computer
== onthe network.

Computer description:

For example: "Kitchen Computer” ar "Mary's
Computer”.

Full computer name: IT-MT105E14-7 ad louisville edu

Domain: ad louisville edu

To use a wizard to join @ domain or workgroup, click Netwark D
Netwark ID. wort ...
To rename this computer or change its domain ar
workgroup, click Change.

3. The client workstation account in Active Directory must be in a departmental OU. Computers in
the default “Computers” OU are not targeted for the client push.

Review the recommended workstation haming convention.

See Appendix 3: Install the Active Directory Management Tools

See Appendix 2: Enable ADUC Advanced Features

Use the Active Directory Users and Computers (ADUC) administrative tool to search for the
computer name and view the Object tab.

a. Click on Start

b. Click on Control Panel

c. Double-click on Administrative Tools

d. Double-click on Active Directory Users and Computer

e. Click on the Find icon in the toolbar


https://louisville.edu/it/accounts/active-directory/Recommended_workstation_naming_conventionv4.pdf
https://louisville.edu/it/private/accounts/active-directory/activedirectory.html#how-do-i-manage
http://en.wikipedia.org/wiki/Toolbar
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File Action View Help
&= #E OBz HFE & &5

] Active Directory Users and Computers [ADDC4.ad.louisville.€|| Na[ Find objects in A¢
i [] Saved Queries

- = | Builtin
4|53 ad.louisville.edu | =] Computers

Select Computers in the “Find” drop-down list.
Select Entire Directory in the “In” drop-down list.
Enter the name of the computer in the “Computer Name” text box.

F - = - = - =
3?' Find Computers - [ = =] g
File Edit Wiew
Find: ’Cumplﬂers v] In: ’: Ertire Directory v] [ Browse ]
Computers Ad'u'ancedl
i Find Mow I
Computer name: | IT-MT109E14-7]
Stop
Owner:

Role: Any - ]
57

Click the Find Now button.

Right-click on the computer in the results pane and select Properties.
Click on the Object tab.
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IT-MT109E14-7 Properties S|

General I Operating System | Member Cf I Delegation
Password Replication | Location | Managed By | Object | Security

Canonical name of object:

ad louisville eduful/Ausersactive admin/t 1 T-MT108E14-7

Ohject class: Computer
Created: 10172005 4:159:18 PM
Modified: 9762011 6:53:29 AM

|Update Sequence Mumbers (USNs):
Curment: 26063068
Original: 225460

[7] Protect object from accidental deletion

The Canonical name of object should:

a. Begin with “ad.louisville.edu/ul/users/active/”

b. End with the name of the computer.

c. Contain your departmental path in the middle. In this example, the departmental path is
“/admin/it”, which is correct.

4. The client workstation must successfully register the fully qualified domain name (FQDN) with the
Active Directory DNS servers.

From a command shell, enter: ping computername -4

)
@ Administrator: CAWindows\eystem 3\ mm—— (|- |

Microsoft Hindows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:NUsersN\sysmop>ping it-mtl1lW9eld-7 -4

P1n n? IT MT189E14-7.ad. louisville.edu [136.165.99.204] with 32 bytes of data:
rom 136.165.99.204: bytes=32 time{lms TTL=128

Rep y rom 136.165.99.204: bytes=32 time{lms TTL=128

Reply from 136.165.99.204: bytes=32 time{lms TTL=128

Reply from 136.165.99.204: bytes=32 time{lms TTL=128

Ping statistics for 136.165,99.204:

ackets: Sent = 4, Received = 4, Lost B (0% loss),
Appr‘ox.l.mate round trip times in milli- seconds

inimum = Bms, Maximum = Ums, Average = Bms

C:NUsers\sysmop>

Verify that the computer name resolves to the correct FQDN and to the correct IP address. In the



above example, it-mt109E14-7 correctly resolves to IT-MT109E14-7.ad.louisville.edu and
136.165.99.204.

5. The client workstation must have the “File and Printer Sharing for Microsoft Networks” service
installed for the active network adapter.

Click on Start

Click on Control Panel

Double-click on Network and Sharing Center

Click on Change adapter settings in the left navigation panel
Right-click on Local Area Connection and select Properties
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Verify that the File and Printer Sharing for Microsoft Networks service is installed:

- -
U Local Area Connection Properties @

Metworlding

Connect using:

l_:l" Intel{R) 825660M-2 Gigabit Metwors Connection

This connection uses the following tems:

& Cliert fnr Microsoft Metworks

¥ i Intemet Protocol Version 4 (TCP/IPvd)
<. Link-Layer Topology Discovery Mapper /0 Driver
<. |ink-Layer Topology Discovery Responder

[ Install... ] [ Uninstall Properties

Description

Allows other computers to access resources on your computer
using a Microsoft netwark.

0K || cancel

6. If the Windows firewall is turned on, the client workstation must have firewall exceptions to allow
the SCCM servers to access the workstation’s admin shares. Access should include the
136.165.230.0/24 range.



a. From a command shell, enter: gpresult /R /SCOPE COMPUTER| more

BN Administrator: C\Windows\system32\cmd.exe _ |

Group Policy slow link threshold: 500 kbps
Domain Name:
Domain Type: Hindows Z0@@

Applied Group Policy Objects

T-Add Admin
T-TrustedSites
T-Sharepoint-Windows 7

| T-Open SCCM Ports
—AUtoenro ertiricates
T-GPCSE Install

UofL Group Policy

Local Group Policy

The following GPOs were not applied because they were filtered out

IT-Sharepoint -XP
Filtering: Denied (WMI Filter)
WMI Filter: XP Horkstations

IT-Sharepoint-VYista
Filtering: Denied (WMI Filter)

-- More --

Verify that the “IP-OPEN SCCM Ports” GPO has been applied.

7. The client workstation must have the group “AD\Domain Admins” as a member of the local
administrators group. SCCM needs access to \\computer\admin$.

a. From a command shell, enter: net localgroup “Administrators”
b. Verify that AD\Admin Admins is a member

e

BN Administrator: C:\Windows\system32\cmd.exe .

Microsoft HWindows [Version &6.1.76081]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:NUserssysmop>net localgroup "Administrators"
lias name Administrators
Comment

Members

ADNDomain Admins

ADNIT-EntDew

ADNs ysmop

Administrator

odzilla

he command completed successfully.

8. The client workstation must allow “Remote Administration” for the SCCM subnet
136.165.230.0/24. SCCM needs to be able to use RPC, WMI, and/or DCOM remotely.



g.
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Click on Start

Click on Control Panel

Click on Windows Firewall

Click on Advanced settings in the left navigation panel
Click on Inbound Rules

Scroll to the Remote Administration rules

Inbound Rules

Mame " Profile Enabled Action Override Program Local Address Remote Address

.Performance Logs and Alerts (TCP-In) Domain Mo Allow Mo Josystern..  Any Any

- Mo Allow o distem Any Local subpet
@I Rernote Administration (NP-In) Domain  Yes Allow Mo System Any 136.165.224.0/20
@ Rernote Administration (RPC) Domain  Yes Allow Mo HSystem...  Any 136.165.224.0/20
@ Remote Administration (RPC-EPMAP) Domain  Yes Allow Mo FeSystem...  Any 136.165.224.0/20
Remnote Assistance (DCCﬂﬂ-In] Domain Mo Allow No Zobystem..  Any Any
. Remote Assistance (PMRP-In) Public Mo Allow Mo Josystern..  Any Any
. Remote Assistance (PMRP-In) Domai..  Neo Allow Mo Josystern..  Any Any

Ensure that the domain profiles include 136.165.230.0/24. The remote address could
include Any (All IP addresses), 136.165.224.0/20 (the IT datacenter), or 136.165.230/24 (the
SCCM servers).

9. The client workstation must be able to autoenroll “ConfigMgr Client Certificate” certificates.

a. On the Start menu, type mmc in the “Search programs and files” text box and press the
Enter key. This starts the Microsoft Management Console (MMC).
b. Inthe console, click the File menu and then click Add/Remove Snap-in.
c. Inthe Add/Remove Snap-ins window, click Certificates and then click the Add button.
d. Inthe Certificates Snap-in window, select Computer account, and then click Next.
e. Inthe Select Computer window, select Local computer, and then click Finish. This adds the
Certificates Snap-in to the list.
f. Inthe Add/Remove snap-ins window, click OK. This adds the Certificates snap-in to the
mmc console.
g. Expand Certificates (Local Computer) | Personal | Certificates
h. Verify that a certificate has been issued to the client workstation, that it is not expired, and
that it uses the “ConfigMgr Client Certificate” certificate template.
| Issued To | Issued By | Expiration Date | Inkended Purposes | Friendly Mame | Skatus | Certificate Template |
|y ot T 7020 r"iiin ihiii'i“'iﬂ ih =1 ~mee |I'H
_HJIT-MTIDQGH-Zad.Iu:uuisville.edu ADDC2 af17fz012 Client Authentication “Mone = Caonfighar Client Certificate I
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Appendix 1: Open a Command Shell
1. Click on Start
2. Enter CMD in the text box labeled “Search for programs and files”

3. Press the Enter key

Appendix 2: Enable ADUC Advanced Features

Click on Start

Click on Control Panel

Double-click on Administrative Tools

Double-click on Active Directory Users and Computer
Click on View in the menu bar
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6. Make sure Advanced Features is checked.

r— -
. Active Directory Users and Computers
File Action | View | Help
= = | ?:E Add/Remove Columns...
] Active Dire Large Icons B
e S:'\']Ed _Q Small lcons
4 |3 ad.louis ]
) Bui U
. ™ Cor @ | Detail
» Co
» (@] Com )
- def Users, Contacts, Groups, and Computers as containers Erc
| d
. = Do ¥  Advanced Features Firn
. -] Fors Filter Opticns...
» || Lost _
. 5 Man Customize... Ac

Appendix 3: Install the Active Directory Management Tools

Click on Start

Click on Control Panel

Click on Programs and Features

Click on Turn Windows features on or off in the left navigation panel
Expand Remote Server Administration Tools

Expand Role Administration Tools

Check the category AD DS and AD LDS Tools

Nou ks wNR



Windows Features | o | B |

Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

. Remote Differential Compression -
= [l . Remote Server Administration Tools
I (=] ., Feature Administration Tocls
= @ |, Role Administration Tools —
[H | Active Directory Certificate Services Tools
[l

L DH erver [ools
[C] 1) DMNS Server Tools
| [ . File Services Tools
b [C] . Hyper-V Tools
| Remote Desktop Services Tools
[ 1 Server Mananer i

m

ok || cancel

Click OK
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